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Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7, 8, 10 and Explorer are trademarks of Microsoft Corp.
® Apple and Mac OS are registered trademarks of Apple Inc.
[ J

Other products may be trademarks or registered trademarks of their respective manufacturers.

Caution

Circuit devices are sensitive to static electricity, which can damage their delicate electronics. Dry weather
conditions or walking across a carpeted floor may cause you to acquire a static electrical charge.

To protect your device, always:

® Touch the metal chassis of your computer to ground the static electrical charge before you pick up the circuit
device.

® Pick up the device by holding it on the left and right edges only.

Warranty

We warrant to the original end user (purchaser) that the device will be free from any defects in workmanship or
materials for a period of one (1) year from the date of purchase from the dealer. Please keep your purchase
receipt in a safe place as it serves as proof of date of purchase. During the warranty period, and upon proof of
purchase, should the product have indications of failure due to faulty workmanship and/or materials, we will, at
our discretion, repair or replace the defective products or components, without charge for either parts or labor,
to whatever extent we deem necessary tore-store the product to proper operating condition. Any replacement
will consist of a new or re-manufactured functionally equivalent product of equal value, and will be offered solely
at our discretion. This warranty will not apply if the product is modified, misused, tampered with, damaged by an
act of God, or subjected to abnormal working conditions. The warranty does not cover the bundled or licensed
software of other vendors. Defects which do not significantly affect the usability of the product will not be
covered by the warranty. We reserve the right to revise the manual and online documentation and to make
changes from time to time in the contents hereof without obligation to notify any person of such revision or
changes.

Be a Registered Owner

Web registration is preferred. You can register your Vigor router via http://www.DrayTek.com.

Firmware & Tools Updates

Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please consult the
DrayTek web site for more information on newest firmware, tools and documents.

More update, please visit www.draytek.com.

VigorSwitch P2121User’s Guide



Table of Contents

Part I INTrOdUCTION ..o 1
I 011 fe o 18 od 1 (o] o I PP TP TP PPPPUPPPP 2
[-1-1 K@Y FRATUIES ... e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaaaans 3
ST o1 Tox (o= 11 o] o < PP 3

R e B = Tod (o N AR 5
[-1-4 LED INdicators and COMNNECLOTS ........coiuieiieierieeaireesiteesstseesteeesieeesreeessbeesbeeesnneessnneesneeans 5

[-2 INSTAIBLION 1.ttt ettt e bt e s ab e s bt e sab e e e bn e e smbe e e abe e sn b e e e bneennneennes 7
[-2-1 NEtWOrK CONNECTHION ...ttt nn e e e nee e 7
[-2-2 Rack-Mounted INSEAlIAtION ...........ooiiiiiie e e 8
[-2-3 Connection via Console Cable ... 9
[-2-4 TYPICAl APPIICALIONS ....ceitieie ettt e st e e st b e e e abbe e e e 12
[-2-5 Installing Network Cables.........coo i 16
I-2-6 Configuring the Management Agent Of SWItCH.............uuiiiiii i 16
[-2-7 Managing VigorSwitch P2121 through Ethernet POrt............ooooiiiiiiiiiiiiieeeecee e 16
[-2-8 [P AdAress ASSIGNIMENT .....coiiiiiiiiiiii ettt e e e e e et e e e e e e e sbbebeeeeaaeeeannees 17

I-3 Accessing Web Page of VIQOrSWILCN ........ioii it 21
[-4 DASNDOAIT. .....ceiiiieitee ettt bbbt et e e e e bt e R e e e b neen e e ne e e nrre e 22
[=5 STALUS ..o 23
[-5-1 Port Bandwidth ULIHZALION ...........ooiieiiiieieieeesee e 23
[-5-2 LLDP SEALISHICS .....vveeiveeireeestiee ettt sn e e nnne e s e e s nreennne e 23
[-5-3 GVRP STALISHCS ....veieirieiiei ettt nn e e s e s ennne e 24
[-5-4 MLD SNOOPING STALISHCS ...coivviiieiiiiiee ettt e 24
Part I SWITCh LAN . 25
| R CT=T =T = TR T =Y (0o TSR 26
[1-1-1 ManagemMeENt IP/VLAN ... ...ueeie ettt e e e e s e e e e e s e et e e e e e e e s e saantreaeeeaeesaananes 26

L2 o T A= 11T 28
1 A =Y 1= = YIRS Y= 1 1] o PP 28
[1-2-2 PrOtECIEA POIS ... ceiiieeeiii ettt nnn e nne e 30

LG 1 o ) PR 31
[ g QAo [ (=T F- L1 (o] [P PP UPPPPPPPPPURPPRN 32
1 R I ST =1 1 1] T PP PPR 32
[1-4-2 LAG MANAGEIMENT ... e e et e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaans 33

1 e I R o] ¢ oY= 1] o TP PPRT 34
1 I @ =T = 11 o PSP 35
[1-4-5 LACP PO SEING ...ttt e e e e s e e e e e e e e s et e e e e e e e e s s aanreaeeaeeeesaneees 37

RV I A = TaE=To =T 0 g =T o | SO 38
[1-5-1 Cre@te VLAN ...oooiiiiee ettt e e e e et e e e e s e e e e anne e e e e nenee e annes 38
L 1 (=T = Yot YRS Y=Y 11T £ PSR 39

VigorSwitch P2121 User’s Guide



[1-5-3 VOICE VLAN ...ttt ettt ettt e nn e e n e e s n e e s e nneennne e 41

Lt I o o o =1 o =T 41
[1-5-3-2 Telephony OUI SETtiNgG ...covii i et e e eaas 42
IR T B o] = o 1o PP 43

[1-5-4 IMAC VLAN ..ottt ettt e e e et e e e et e e e e e tbe e e e e asbe e e e e ssbaeaeesstaeaeeantaeeeeansaeeannes 44
LT A O €1 o U o P 44
[-5-4-3 Group BiNAiNg ... ..coeie e 45

1SR = (o] (o Tol o MY A A N PR a7
[1-5-5-1 ProtoCOl GrOUP . ...ttt ettt e 47
[1-5-5-2 GroUP BiNAING . .ceeeee et ettt e et e e e e e e e aaneeeann 48

[1-5-6 SUIVEIIIANCE VLAN. ...ttt sttt e s st e e s s bbe e e s e baeeenneee 50
LG I o =T PN 50
[1-5-6-1 SUPVEIHANCE OUL......ee ettt e aaeeeaaes 51

LR A ] TP RRPTPR 53
Lt T I o ] 1= o 53

LR AV =T o g1 o 1= £ T 1 54

-8 EEE ...ttt ettt e et e e e Rttt e e e aR bt e e e e e b bt e e e e bbeeeeaatbe e e anbeeeeeanraeeeaas 55
LR Y T o= T PRSP RPROTPPPRIRIN 56
L R = o] o =T 11 PR 56
L (]| =] T Yo o[ P 57
LR €] T T 57
[1-7-2-2 IGMP QUEKIEE SETEING ... ettt ettt ettt et e e e e e e e e eeaneeeaanan 59
[1-7-2-3 IGMP STATIC GFOUP ... n ettt ettt ettt e ettt et e et e et e e e e raeeeaaes 60
[1-7-2-4 IGMP Group Table. .. ....cooii e ettt e e ee e 61
[1-7-2-5 IGMP ROULEr Table ... et eaaas 62
[1-7-2-6 FOrward Al .. ... ettt eann 63
L I ] (o o o 64
[1-7-2-8 Filtering Profile ... ... e 65
[1-7-2-9 FIltering Binding ...ttt e e e et e e e aeaneeeeaaan 66

LR Y Y = PR RR 68
L o o =T Y PN 68
L oo o T o 69
[1-7-3-3 GFOUP AGAIESS . . - ettt et ettt ettt ettt e et e e e e e eaaas 70

Iy Y [ ST g TeTo] o 1T FR PP TP 71
LR I =Y T 71
[1-7-4-2 MLD SEATIC GFOUP - nnnutetet ettt et e et et e ettt e e e et e e e e eaae e raeeeaaes 73
[1-7-4-3 MLD Group Table. ... .t ettt ettt e e eaeee e anas 75
[1-7-4-4 MLD RoUter Table . ... ... e 76
-7-4-5 FOrward All .. ... ettt 77
L I ] (o | 77
[1-7-4-7 Filtering Profile ... .. e 78
[1-7-4-8 FIltering Binding ....c.eeeoei ittt e et e e e e e eaaan 80

LI U o ] o Lo = o 1RSSR 81
LIS IO PP TP PPRPI 82
1R R o] 1= =2 S O PP PPPPP PP 82
TR o o GRS YT 111 o PSSR 83
[ e =] g e (o TR = 1] o o [P PP TP 85
[1-9-4 POrt AQVANCEA SEING ... eeiiiieeiiieiiieii ettt e e e e e s e e e e e e e s sannbeeeeaaa e e s anees 86
LR S = 1113 1o PSR 87
[1-9-6 MST INSTANCE ... e e e e e e 88

VigorSwitch P2121User’s Guide



LR R Y IS I o A= 11 o PSR 89

[1-10 MAC AAAreSS TabIe......cooiiiiiieieiee e e e e ne e nnne e 91
[1-10-1 StatiC MAC SELHNG «.ooiueeeee ettt e et e e e sibe e e e e snbneeennee 91
[1-10-2 DYyNamic AAAreSS SEING ......cceiiiriieiiiiiee ettt et e et e e e s sabe e e s sibeeeeeans 92
[1-10-3 DYNAMIC LEAIMNEM ...ttt ettt ettt et e e e e e e e e e e nbe e e e e 92

[1-11 BlOCKEA POIT RECOVET.......eeiiiitiieieitieee ettt ettt e et e e s s e e s sar e e e ennneee e 94

Part [l ONVIF SUIVEITANCE......cooiiiiiiiiiiiii e 95

LSt I o] o o] o T | Y2 96
L ] = 1 F PP R PR 96
[11-2-2 Throughput TRrESNOI .....ccoiieiie e e 101

Lo =T o PRSP 103

[11-3 DEVICE MAINTENAICE .....citiiiieiiiiee ettt ettt e sttt e st et e e sk e e e s as b e et e e aann et e e sanreeeannneeas 104
1 R T =T o 1T = | PP TP UPUPPRTP 104
[H1-3-2 INETWOTK ...ttt e ettt et e e e e e e o bbbt e e e e e e e e sannbbbeeeeaaeeesannbeeaeaeeaanns 105
1B e ST ] YRR 107

e A AV A= Tt U1 | SRR 109

IV-1 RADIUS e 110

IV o2 T A C A St e 112

IV-3 Management ACCESS AUTNENTICALION.........coi i 113
[V-3-1 Method Profil@ ........cooiiiiiiiiiiiiie et e s snre e 113
IV-3-2 Application AUTNENTICALION.........o e e e e 114

IV-4 Management ACCESS CONIIOL............uuiiiiiee i r e e e s s et rae e e e e e e e s e annees 115
IV-4-1 Management Access Control Profile (ACL) ......eeeve it 115
IV-4-2 Management Access Control Entries (ACE)........cooi i 116

V-5 802.1X/MAC AUtNENTICALION .....citeieirii ettt 118
Y I = o =T 11T USSR 118

IV-5-1-1 Global SEttiNgs «.ccunnee i e 118
IV-5-1-2 Port Authentication Setting .......covoiiiiiiiiiii i e eeaaee 119
IV-5-2 POrt CONtrOl/ SELHNGS .. .vviiiieeeii i e e e e e e r e e e e e s e s sanrrraeeeeeeeaas 120
[V-5-3 MAC-Based LOCAI ACCOUNL ........cccuviiieierriie ettt 122
IV-5-4 AUThENtiCAIEA HOSES ......oeiiiiieiiee e 123
LY 3 oo 11 ] ] ] o SR 124

IV=6 POI SECUFLY ....eeeeiiiieiie ittt ettt e e sttt e skt e e s eab bt e e e aab b e e e e eabbb e e e sabeeeennnneeas 125

YA (o] 1 A O] o1 (] O PSP P PP PPPPPPTP 127
Y R o] 1T =2 TSRO PPPPPPPUPPPTOTPRP 127
Ay e e o ¢ ST = 1] g o [T PPPP RO 128

V-8 DIOS .. oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaaaaaaas 129
RV R I = o =T 4 1T USRS 129
IV-8-2 DOS POI SEIING ...ttt e e e e s s e e e e e e s e e an e e e e e e e e s e e sannreaeeeaeeaans 131

IV-9 DYNamMIC ARP INSPECLON ....eiiiii it s s e e e e e s e st e e e e e e e e e snnbaeeeeeaaeeesnnnees 132

VigorSwitch P2121 User’s Guide

vi



Ve T I = o] =T 4 11T USRS 132

IV-9-1-1 Global Property Settings. ....cuueeeiii e e e e eeaneee 132

IV-9-1-2 Per Port Property SettingsS. .....uveeiiiii i e e e eeneeen 133

Y S = L[] 1oL PP RPPTUSRSTRIR 134
LAV O T @ ] T Yo o o SRR 135
Y 0 = o o =T 11T P 135
IV-10-1-1 Global Property Settings .....ueeeerieii et e e eaaneeen 135

IV-10-1-2 Per Port Property SEttings ... .coeiiiiii i e eeeeneee 136

IV-10-2 SETALSHICS ..uvveeitei ettt ekttt b e s b e e se e e s be e e be e e snbe e e sbneenreeenneas 137
[V-10-3 OPLIONB2 PrOPEITY ...ccevieireieiiiie ettt sttt st e e snne e nanes 138
IV-10-3-1 Global Option82 Property SEttings ... .veeviiiieeeiiiiii e e eeaaaeen 138

IV-10-3-2 Per Port Option82 Property Settings .......ooeieeiiiiii i e 139

[V-10-4 OPtioN82 CIrCUIL ID......veiieiiiiiee ittt ettt ettt e e st e e e st e e e s ssbeeeesssbaeeessnreeaens 140
LAY R S T TH (ot U = 1 o RSP 141
Yt I R =0T AR 1] o R 141
IV-11-2 IMPYV BINAING ....ttiiieiiiiiiie ittt sttt ettt e e st e e st e e s sttt e e e snbbeeeesnnbeeenns 142
IV-12 1P CONFlICt PrEVENTION .. ..eeiiiiiiiii ettt e e s rse e e s e e s snbn e e nnnaeeas 144
(Y R oo oI o o (=Tt o o D PSP PP PPPPTP 148
Part V ACL ConfiguIratioN ......ccoooiiiiiiiie e 149
V-1 CFEALE ACL ..t e nnne 150
R I R PPPRR 150
R | SR PRP PR 151
[T | Y SRR 152
V=2 CrEALE ACKE ...ttt e e e e et e e e e e e e e e e e e e e e e e e e e e ea s 153
R I Y SRR SR 153
[T | = PP 154
[T | Y TSR SER R 157
RV O I =14 o ] o PR SUSRUPRRN 159
Part VI Q0S CONfIQUIAION .....cco ittt e e e e et e e e e e e eeeeennes 161
RV R 1T o= - PP OUPPRRPPPRRN 162
RV A e (o] o 1= o 1= O PP OPP PR 162
VI-1-1-1 Q0S General SETHING .....ueeet e eee s 162

RV e I U B o] 163

RV R R = o o Y=Y 1] Vo SR 164

RV B e @ T 1= U [T T= 1 1] o RS 165
VI-1-4 COS MBPPING ..ttt ettt ettt et e e e et e e e e bt e e ab e e e e et b e e e e e anbe e e e e asbeeeeeanee 166
VI-1-5 DSCP MAPPING -.tetiiiiiiieeiitiiee ettt ettt ettt b e e s st et e e s st b e e s anbb e e e s anbe e e e anbeeeeeaee 167
VI-1-6 IP Precedence MapPiNg.......c.ooueeeeiiiueeeeiiiieeeariieeeessiteee e stee e e e sbseeeesssbeeeesssbeeeessnbaeeesanes 168

RV B2 27 14 T 11/ To | o P UURR USRI 169
VI-2-1 INQreSS RAE LIML ......eeiiiiiii ittt e e e e e et eee e e e e e e snnnees 169
VI-2-2 EQress Shaping RAE .......oooi ittt ae e e e e e e e 170
VI-2-3 Egress Shaping PEr QUEUE ........uueiiieeeiiciiiiieiee e e e e sttt e e e e e e s e s staaee e e e e e s s s sanaaaeeeeeeeaeannns 171

VigorSwitch P2121User’s Guide

vii



Part VII POE CONfIQUIAtION .....ccciiiiieiiiiiie et e e e e et s e e e e e e e e eeataan e e e e e e e eeennnnnns 173

RV R e (] o 1= 1 1= SOOI 174
W2 SEALUS ... vveeeeitieee ettt ettt e e e st e e e sttt e e e et be e e e et beeeeessteeeeeastaeeeesntaeeeesnseeeeessbeeeanbaeaeeanraeannas 175
V=3 SCREAUIE ... .ottt e e st e e e s bt e e e s sbbe e e e s ssbaeeeesneeeessnraeeeaas 176
VI-3-1 SChedUIE Profil@ ... e e 176
VII-3-2 POrt SChEAUIING ......uuiiiiiiie i e e e e e st e e e e e e e e e anrees 177
Part VIII System MaiNtENaNCE .......couuuiiiii e eeeeieii e e e e e et e e e e e e e e eearae e e e e e eeaeennnnnns 179
RV R I = 01 PSP RPUPSRRSUPRRN 180
RV @ 0= o AV =] PP SUSRRPRRN 182
BV R =Y o s To o PP USRI 183
RV I I PP UPOUUPRRPRPRRN 184
RV R (0T o 1T o (== SRS 184
RV I ] o A= u 1] o PSR 185
VI1-4-3 LLDP LOCAI DEVICE. ....ccciitiiieeiiiiee ettt ettt sttt e et e e s snbae e e 186
VIII-4-4 MED NEtWOIK POICY ...ooviiiiiiiiiieee ettt e e e e e snvaan e e e e e e e e e 187
VI-4-5 LLDP MED POt SEHNGS ...eeiiiviieeeiieiee e citiiee e sttt e e sttt e e e s sttae e e s sstae e e s staaeasstaeeaesnnaaeesans 188
VIII-4-6 LLDP REMOLE DEVICE .....ceeiieeiieiieee e ettt e e e e sttt e e e e e s e seateaee e e e e e s s snnntaeaeeeaeeenannnes 189
VI-4-7 LLDP OVEIOAAING. ... .ceiiiiiiiieeiiiiie ettt ettt 190
WIHT-E SNIMP ettt e e e sttt e e e et be e e e e aabe e e e e ssbaeeeesnbaeeeesntbeeeestbaeeesaneeesantaeaanas 191
V=551 WVIBW ittt ettt e et s e e e ekt e e e ettt e e e e tbe e e e e esbe e e e e sstbeeeeastaeaeeantbeaeesteeeennnes 192
RV ] (o1 I SRR 193
VIT-5-3 COMMIUNILY .oeeiiiiiiiiiiie e e e e s e e e e e e e st a e e e e e e e e sanntabaeeeeeesesannraraeeeeeeessansenns 194
RV O Y= PR TRR 195

RV T3 =t o 1 L= | PR 197
VII-5-5-1 Local ENGINE ID .. .. n ettt ettt ettt e e et e e e e e e aneeeeanas 197

VIII-5-5-2 Remote ENQINe ID .. ..ot e e 198

V=56 Trap EVENL. ...t e e e e e e e s e e e e e e s e anneae s 199

RV ST A VL] 1) i o%= 1o o RSP PR 200
VIT-6 ACCESS IMANAGET ..cevvtiiiieieet ettt e ettt ettt e e e e e e eet e e e e et e ee bbb an s e e et ee e bbb s e e e e eeeebeaeesanns 202
V-7 TIME @NG DALE ...ttt ettt ettt e e s sttt e e s sbb et e e s snbe e e e s snbeeessnraeeenas 203
VII-7-1 SYSEEM TIME ZONE ...ueeeieieeeiicieiieeeeee e e e s sstteereeaeessssastaeeeeeeeesaasssseaeeeeaeesssannsrnaneeaeeeseannns 203
RV 2 T2 T PSR PPRPR 204
V-8 BACKUP MBINAGET ..ottt ittt ettt e et e sttt e e e st et e e e s ba e e e anbbe e e e abbeeeesabeeeeaa 205
V-9 UPGrade MANBUET ......ccuueeee ittt ettt sttt ettt e ekt e e e e sabe e e e s sabb e e e e aba e e e e abbeeeesreeeeaas 206
VI-10 Firmware INfOrMatioN.........ooioiiiiiiiiee et e e e e e e s e e e e e e e s s nnnreeeeeas 207
VI1-11 ACCOUNT IMBINGAIGET ..ttt e 208
BV e = Tod (o VA B L] - 10 | PSP UUPRSRPRPN 209
V=13 REDOOT SWILCH. .. eeiiiiiiiiii ettt et s st e e s st e e s snb e e e e snbae e e e snbbeeesnreeeenas 210
Part IX DIAgNOSTICS oo 211
) R LoV ot @ =T PR 212

VigorSwitch P2121 User’s Guide

viii



) G O o] [ I =T [ 0 1S i o S 213

R 38 = 0 To 1= SRR 214

X4 SYSLOQ ettt ittt ettt e e st e e e e e e et e e e e e e e e e e e n e 215

IX-4-1 SYSLOG EXPIOTEI ....eieiitiieee ittt ettt ettt e e st e e e s sbbe e e e s saneeeea 215

IX-4-2 SYSLOQG SELLNGS ....eeeeeiuteieieitiiee ettt ettt e ettt e st et e e st b e e e st b e e e e s sabe e e e s sabeeeeesabreeeas 216

IX-4-2-1 SYSLOG SEIVICE ..ttt ettt ettt ettt e aaeees 216

D o Yo=Y )] o o 217

D B ] T ] =V I o 218

IX-4-2-4 SysLog Mail ... e 219

Part X IMaIT ALBIT ..ottt e e e e e e e e e e tab e e e e e e e aennrnnas 221
D AN 1Y & A= 1] o PRSP 222

Part XI Telnet CoOMMAaNTS.....ccooiiiiiiii e 225
XI-1 Accessing Telnet Of VIgOrSWILCN ........o..uiieiiiiii et e e 226

XI-2 Available COMMEANTAS ......cooiiie ettt e e e et e e e e e e s e e b e eeeeaaeeaans 228

XI-2-1 Clear ConfIgUIAtiON ........cccuiiiiiiee e e e r e e e e e e s s e e e e e e s s s n e e e e e e e e e s e nnnnrnneeeas 228

X1-2-2 ClOCK CONfIQUIALION ... iiiiiiieeee e st e e e e e e e e e e e s s st n e e e e e e e e s e nnnraneeeas 237

X1-2-3 Configure ConfigUIation ...........coeeeiiiiiiiiiiiiie e e e e e e e e e e e e e snranae e 238

D B N ] o) VA o] 110 U - i o o [P 325

X1-2-5 Delete ConfIQUIAtioN ........c..uueiiiiie i e e s e e e e s s r e e e e e e s e nnnnnnneees 326

X1-2-6 Disable ConfigUIatioN...........uueiiiieeiiiiiiee e e e e s e e e e e s s e e e e e e e s e nnnnreneees 327

X1-2-7 ENd CONFIQUIALION ...ttt st e e e e e e 327

X1-2-8 EXit CONFIQUIALION ... ..eeiiiiiiiie ittt e it e e et e e 327

X1-2-9 Hardware-Monitor CONfigUIation..............coioiiiiiiiiiiie e 328

X1-2-10 PiNg CONfIQUIATION. ......ciiiiiiiiiiii et a e e e e e e e e e e annaeeeens 328

X1-2-11 Reb0Ot CONFIQUIALION ........eiiiiiiie e e e e e e e e e 329

X1-2-12 RENEW CONfIQUIALION.........uuiiiiiieee it e e s st e e e e s e s e e e e e e s e s e e e e e e e e e s e nanreraees 329

X1-2-13 Restore-defaults Configuration .............cceeeiiiiiiiiiiiieee e e 329

XI-2-14 Save CONFIQUIALION.........ciiciiiiiie e e e e et e e s s e e e e e e s e e e e e e s e s saab e e e e e e e e e e s ennnrneees 330

X1-2-15 ShoW CONfIQUIALION..........eeiiiiiii e e e e e s e e e e e e e e e nnreeaeees 330

X1-2-16 SSL CONfIQUIALION .....cciiiiiieeieee e e e s e e e e e e s e e e e e e s s s e e e e e e s ennnnnnneeees 331

X1-2-17 Terminal ConfigUuration...........cuueeiii i e e e e e e e e e e e e nnraeee e 332

X1-2-18 Traceroute CoNfIQUIALION .........ccooiiiiiiiiiiie it 332

X1-2-19 UDLD CONfIQUIALION ......eeiiiiiiiiee ettt ettt 333
APPENAIX: REIBIEINCE ... 335
A-L WhaAt's the EtNEINET ...ttt et e e s st e e e e st e e e s snbeeeesnreeeeaas 335

A-2 Media ACCESS CONIOI (MAC) . .ueeiiiiiiie et e e e e e e e s e r e e e e e e s et rae e e e e e e e s s annssreeeees 338

A3 FIOW CONEIOL. ...ttt ettt e s sttt e e st b e e e e s abbe e e e s ssbe e e e s anbeeessnbeeeeaas 342

I O X s 345

VigorSwitch P2121User’s Guide






Part | Introduction

VigorSwitch P2121User’s Guide




I-1 Introduction

VigorSwitch P2121, 8 Ports + 4 Combo UTP/SFP Ports PoE L2 Managed Gigabit Switch, is a
standard switch that meets all IEEE 802.3/u/x/z Gigabit, Fast Ethernet specifications. The
switch has 8 10/100/1000Mbps TP ports. It supports telnet, http, https, SSH and SNMP
interface for switch management. The network administrator can login the switch to monitor,
configure and control each port’s activity. In addition, the switch implements the QoS
(Quality of Service), VLAN, and Trunking. It is suitable for office application.

Vigor Router

VLAN 1 has higher priority than VLAN 2.

Vigor switch supports IEEE 802.3az, Energy-Efficient Ethernet, and provides power saving
feature. It can efficiently save the switch power with auto detect the client idle and cable

length to provide different power.
1000Mbps SFP Fiber port fully complies with all IEEE 802.3z and 1000Base-SX/LX standards.
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I-1-1 Key Features

Below shows key features of this device:

QoS

The switch offers powerful QoS function. This function supports 802.1p VLAN tag priority and
DSCP on Layer 3 of network framework.

VLAN

Support 12 active VLANs and VLAN ID 1~4094.

Port Trunking

Allows one or more links to be aggregated together to form a Link Aggregation Group by the
static setting.

Power Saving

The Power saving using the IEEE 802.3az, Energy-Efficient Ethernet to detect the client idle
and cable length automatically and provides the different power. It could efficient to save
the switch power and reduce the power consumption.

I-1-2 Specifications

The VigorSwitch P2121, a standalone off-the-shelf switch, provides the comprehensive
features listed below for users to perform system network administration and efficiently and
securely serve your network.

Hardware

« 8 10/100/1000Mbps Auto-negotiation Gigabit Ethernet TP ports with PoE+

< Jumbo frame support 9KB

% 4 UTP/SFP Combo Ethernet Ports

% Programmable classifier for QoS (Layer 2/Layer 3)

« 8K MAC address and support VLAN ID(1~4094)

%  Per-port shaping, policing, and Broadcast Storm Control

s Power Saving with IEEE 802.3az, Energy-Efficient Ethernet

% Full-duplex flow control (IEEE802.3x) and half-duplex backpressure

< Extensive front-panel diagnostic LEDs; Power, System, PoE fail and PoE/link activity

« Hardware reset button for resetting configuration to factory default by pressing over 5
seconds
Management

«  Supports per port traffic monitoring counters
«  Supports a snapshot of the system Information when you login

< Supports port mirror function
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Supports the static trunk function

Supports 802.1Q VLAN

Supports user management and limits three users to login

Maximal packet length can be up to 9600 bytes for jumbo frame application
Supports Broadcasting Suppression to avoid network suspended or crashed
Supports to send the trap event while monitored events happened

Supports default configuration which can be restored to overwrite the current
configuration which is working on via Web Ul and Reset button of the switch

Supports on-line plug/unplug SFP modules

Supports Quality of Service (QoS) for real time applications based on the information
taken from Layer 2 to Layer 3

Built-in web-based management and CLI management, providing a more convenient Ul
for the user
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I-1-3 Packing List

Before you start installing the switch, verify that the package contains the following:
% VigorSwitch P2121

% AC Power Cord

+  Quick Start Guide

% Rubber feet

% Rack mount kit

%  Console Cable

Please notify your sales representative immediately if any of the aforementioned items is
missing or damaged.

I-1-4 LED Indicators and Connectors

Before you use the Vigor device, please get acquainted with the LED indicators and
connectors first. There are 8 Ethernet ports and SFP ports on the front panel of the switch.
LED display area, locating on the front panel, contains an ACT, Power LED and ports working
status of the switch.

PoE for Port 1 to Port 8

VigorSwitch P2121

Pok 12 Manoged Gigabat Switch

RJ45 LNK/ACT Combo SEP
LED Status Explanation
PoE/Alert On (Green) Devices connected over the POE maximum power
budget.

Blinking (Green) | More than 80% of maximum power budget is supplied
for PoE device(s).

Off Devices connected within the POE maximum power
budget.
On (Green) The switch finishes system booting and the system is
ready.
SYS Blinking (Green) | The switch is powered on and starts system booting.
Off The power is off or the system is not ready /
malfunctioning.
On (Green) The port is supplied with PoE power.
POE 1-8 Off No PoE power is supplied on the port.
RJ 45 On (Green) The device is connected with 1000Mbps.
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LNK/ACT

Port 1 - 8 On (Amber) The device is connected with 10/100Mbps.
ort 1~
Blinking The system is sending or receiving data through the
port.
Off The port is disconnected or the link is failed.
Combo for On (Green) The device is connected with 1000Mbps.
Port 9 ~12 On (Amber) The device is connected with 10/100Mbps.
(RJ 45 Blinking The system is sending or receiving data through the
LNK/ACT)
port.
Off The port is disconnected or the link is failed.
SFP LNK/ACT | On (Green) The device is connected with 1000Mbps.
On (Amber) The device is connected with 10/100Mbps.
Blinking The system is sending or receiving data through the
port.
Off The port is disconnected or the link is failed.

Connector Explanation

Interface Description
Console Used to perform telnet command control.
RST Factory reset button.

®  Press it to reboot the system. (<5 seconds) The
PoE/Alert and SYS LEDs will blink too.

®  Press it to reset the system with factory default
settings. (5~20 seconds)

The PoE/Alert and SYS LEDs will be off if RST button is
pressed between 5 seconds and 10 seconds.

RJ 45 LNK/ACT Port 1 ~ 8

PoE for Port 1 ~ 8

Port 1 to Port 8 can be used for Ethernet connection
and PoE connection, depending on the device

connected.

SFP LNK/ACT Port 9 ~ 12

Port 9 to Port 12 are used for fiber connection.

Power inlet for AC input (100~240V/AC, 50/60Hz).

Note:

Power Output -

IEEE 802.3af Max. 15.4W Output Supported

IEEE 802.3at Max. 30W Output Supported

PoE Power Budget--

140 Watts
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|-2 Installation

I-2-1 Network Connection

Use a Cat. 5e twisted-pair cable to connect a PoE device to the port (1~8) of this switch.
The switch will supply power to PoE Device over the twisted-pair cable.

Please note that Power Device must comply with IEEE 802.3af/at.

Other PCs, servers and network devices can be connected to the switch using a standard
‘straight through’ twisted pair cable.

S

erver

]

Workstation

IP Phone 9

IP Cam
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I-2-2 Rack-Mounted Installation

The switch can be installed easily by using rack mount kit.

1. Attach the brackets to the chassis of a 19- or a 23-inch rack. The second bracket attaches
the other side of the chassis as above procedure.

2. After the bracket installation, the VigorSwitch’s chassis can be installed in a rack by using
four screws for each side of the rack.
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I-2-3 Connection via Console Cable

You can perform debugging, configuration and firmware upgrade, through the console
connection.

To connect VigorSwitch to a PC via console cable, please
1. Connect the RJ45 connector of console cable to the console port on Vigor device.

2. Connect the DB9 connector of the console cable to the RS232 port on the PC.

PC COM Port

To connect VigorSwitch to a notebook, please

1. Connect the DB9 connector of the console cable to the DB9 connector of USB to RS$232
cable first.

2. Connect the RJ45 connector of console cable into the Console Port of the switch.

3. Connect the USB connector to the USB port of the notebook.

VigorSwitch P2121
Pak LT Managed Gigobst Switch

. NB USB Port
3
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Console Port Configuration
1. Open Hyper Terminal on the PC.
2. Open the following dialog to configure COM1 Properties as

Baud rate: 115200
Data bits: 8

Stop bits: 1
Parity: None

Flow control: None

System Properties d |

General |Netw0rk|dentification| Hardwarel User Profiles .&dvancedl

= Bits per second; | 57600 =]
Data bits: |8 =l
Party: [None =
Stap bits: |1 =l
Flow control: |

Restore Defaults |
—— ak I Cancel | Apply |

Or, you can make configuration via PUTTY utility.
1. Make sure the PUTTY utility has been installed on your PC. Execute PUTTY.

2. Configure the settings as the following figures. The default settings of the console port

are:

Baud rate: 115200
Data bits: 8

Stop bits: 1
Parity: None

Flow control: None
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PuTTY Configuration

Cateqory:

= Session
Logaing
=) Terminal
K.eyboard
Bell
Features
(= window
Appearance
Behaviour
Tranzlation
Selection
Colours
= Connection
Data
Promy
Telnet
Rilogin

-
Serial

Optianz contralling local seal lines

Select a senal line

Serfial line to connect to

Configure the serial line

Gpeed [baud]
[rata btz
Stop bitz

Parity

\E|DW contral

[ About l [ Help

PuITY Configuration

Categony:
= Sesgion | B azic optionz for your PuT T session
A Specify the destination you want to connect to
= Termninal o E
Kepboard iRs ]
Bel I [COM1 115200 |
Features Connection bype:
= window O Raw (O Tenet O Riogin O§SH
A
ppea.rance Load, zave or delete a stored sezsion
Behaviour
Translation Saved Seszions
Selection | |
Colours :
Default Settings
=) Connection [ﬂ]
Prosy
Rlogin
S5H
Sald Cloge window oh egit:
Orfdways (O Mever (3 Only on clean exit
Abaut ] l Help ] [ Open ] [ LCancel
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3. Click Open. The default login is:
Username: admin

Password: admin

# COM1 - PuTTY

I-2-4 Typical Applications
The VigorSwitch implements 8 Gigabit Ethernet TP ports with auto MDIX and four slots for the

removable module supporting comprehensive fiber types of connection, including LC and
BiDi-LC SFP modules. The switch is suitable for the following applications:

Case 1: All switch ports are in the same local area network.

Every port can access each other. (*The switch image is sample only.)

m) m)

U~

e,

If VLAN is enabled and configured, each node in the network that can communicate each
other directly is bounded in the same VLAN area.

Here VLAN area is defined by what VLAN you are using. The switch supports both port-based
VLAN and tag-based VLAN. They are different in practical deployment, especially in physical
location. The following diagram shows how it works and what the difference they are.
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Case 2: The same VLAN members can be at different switches with the same VID

!.j VLAN3
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13



14

Case 3: Desktop Installation

1.

Install the switch on a level surface that can support the weight of the unit and the
relevant components.

Plug the switch with the female end of the provided power cord and plug the male end
to the power outlet.

Case 4: Rack-mount Installation

The switch may be standalone, or mounted in a rack. Rack mounting facilitate to an orderly
installation when you are going to install series of networking devices.

Procedures to Rack-mount the switch:

~N o o~ W N P

Disconnect all the cables from the switch before continuing.

Place the unit the right way up on a hard, flat surface with the front facing you.
Locate a mounting bracket over the mounting holes on one side of the unit.
Insert the screws and fully tighten with a suitable screwdriver.

Repeat the two previous steps for the other side of the unit.

Insert the unit into the rack and secure with suitable screws.

Reconnect all the cables.

Case 5: Central Site/Remote site application is used in carrier or ISP

Central Site

Converter Chassis

Fiber Optic
|

1 . mm or sm fiber
’ Fiber Optic

Managed Media Converter

-
Fiber Optic

Managed Media Converter

w5

Fiber Optic

55555

— — Copper Twisted-pair Links
wn Fiber Optic Links
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Case 6: Peer-to-peer application is used in two remote offices

——

- Financial =~
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I-2-5 Installing Network Cables

Crossover or straight-through cable: All the ports on the switch support Auto-MDI/MDI-X
functionality. Both straight-through or crossover cables can be used as the media to connect
the switch with PCs as well as other devices like switches, hubs or router.

Category 3, 4, 5 or 5e, 6 UTP/STP cable: To make a valid connection and obtain the optimal
performance, an appropriate cable that corresponds to different transmitting/receiving
speed is required. To choose a suitable cable, please refer to the following table.

Media Speed Wiring
10 Mbps Category 3,4,5 UTP/STP
10710071000 100Mbps Category 5 UTP/STP
Mbps copper P gory
1000 Mbps Category 5e, 6 UTP/STP

I-2-6 Configuring the Management Agent of Switch

Users can monitor and configure the switch through the following procedures.
Configuring the Management Agent of VigorSwitch P2121 through the Ethernet Port.

There are several ways to configure and monitor the switch through Ethernet port, includes
Web-UI and SNMP.

VigorSwitch, for example:

IP Address: 192.168.1.224
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.254

VigorSwitch P2121
ok L2 Manoged Gigabt Switch

Assign areasonable IP Address, for example:
IP Address: 192.168.1.100
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.254

Ethernet LAN

I-2-7 Managing VigorSwitch P2121 through Ethernet Port

Before start using the switch, the IP address setting of the switch should be done, then
perform the following steps:

1. Setup a physical path between the configured the switch and a PC by a qualified UTP Cat.
5e cable with RJ-45 connector.

Note: If PC directly connects to the switch, you have to setup the same subnet mask
between them. But, subnet mask may be different for the PC in the remote site. Please
refer to the above figure about the Web Smart Switch default IP address information.

2. After configuring correct IP address on your PC, open your web browser and access
switch's IP address.
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Default system account is "admin”, with password "admin” in default. Switch IP address is
"192.168.1.224" by default with DHCP client enabled.

I-2-8 IP Address Assignment

For IP address configuration, there are three parameters needed to be filled in. They are IP
address, Subnet Mask, Default Gateway and DNS.

IP address:

The address of the network device in the network is used for internetworking communication.
Its address structure looks is shown below. It is “classful” because it is split into predefined
address classes or categories.

Each class has its own network range between the network identifier and host identifier in the
32 bits address. Each IP address comprises two parts: network identifier (address) and host
identifier (address). The former indicates the network where the addressed host resides, and
the latter indicates the individual host in the network which the address of host refers to. And
the host identifier must be unique in the same LAN. Here the term of IP address we used is
version 4, known as IPv4.

&
<«

v

Network identifier Host identifier

32 bits

With the classful addressing, it divides IP address into three classes, class A, class B and class
C. The rest of IP addresses are for multicast and broadcast. The bit length of the network
prefix is the same as that of the subnet mask and is denoted as IP address/X, for example,
192.168.1.0/24. Each class has its address range described below.

Class A:

Address is less than 126.255.255.255. There are a total of 126 networks can be defined
because the address 0.0.0.0 is reserved for default route and 127.0.0.0/8 is reserved for
loopback function.

Bit# 01 78 31
]
Metwork address Hest address

Class B:

IP address range between 128.0.0.0 and 191.255.255.255. Each class B network has a 16-bit
network prefix followed 16-bit host address. There are 16,384 (2°14)/16 networks able to be
defined with a maximum of 65534 (2”16 -2) hosts per network.

Bit# 012 1518 31
10
Hetwoark address Hist address
Class C:
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IP address range between 192.0.0.0 and 223.255.255.255. Each class C network has a 24-bit
network prefix followed 8-bit host address. There are 2,097,152 (2721)/24 networks able to
be defined with a maximum of 254 (278 -2) hosts per network.

Bit# 0123 2324 31
110
Metwork address Host address
Class D and E:

Class D is a class with first 4 MSB (Most significance bit) set to 1-1-1-0 and is used for IP
Multicast. See also RFC 1112. Class E is a class with first 4 MSB set to 1-1-1-1 and is used for IP
broadcast.

According to IANA (Internet Assigned Numbers Authority), there are three specific IP address
blocks reserved and able to be used for extending internal network. We call it Private IP
address and list below:

Class A 10.0.0.0 --- 10.255.255.255
Class B 172.16.0.0 --- 172.31.255.255
Class C 192.168.0.0 --- 192.168.255.255

Please refer to RFC 1597 and RFC 1466 for more information.
Subnet mask:

It means the sub-division of a class-based network or a CIDR block. The subnet is used to
determine how to split an IP address to the network prefix and the host address in bitwise
basis. It is designed to utilize IP address more efficiently and ease to manage IP network.

For a class B network, 128.1.2.3, it may have a subnet mask 255.255.0.0 in default, in which
the first two bytes is with all 1s. This means more than 60 thousands of nodes in flat IP
address will be at the same network. It’s too large to manage practically. Now if we divide it
into smaller network by extending network prefix from 16 bits to, say 24 bits, that’s using its
third byte to subnet this class B network. Now it has a subnet mask 255.255.255.0, in which
each bit of the first three bytes is 1. It’s now clear that the first two bytes is used to identify
the class B network, the third byte is used to identify the subnet within this class B network
and, of course, the last byte is the host number.

Not all IP address is available in the sub-netted network. Two special addresses are reserved.
They are the addresses with all zero’s and all one’s host number. For example, an IP address
128.1.2.128, what IP address reserved will be looked like? All 0s mean the network itself, and
all 1s mean IP broadcast.
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11111111
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In this diagram, you can see the subnet mask with 25-bit long, 255.255.255.128, contains 126
members in the sub-netted network. Another is that the length of network prefix equals the
number of the bit with 1s in that subnet mask. With this, you can easily count the number of
IP addresses matched. The following table shows the result.

Prefix Length No. of IP matched No. of Addressable IP
/32 1 -
/31 2 -
/30 4 2
/29 8 6
/28 16 14
/27 32 30
/26 64 62
/25 128 126
/24 256 254
/23 512 510
/22 1024 1022
/21 2048 2046
/20 4096 4094
/19 8192 8190

/18 16384 16382
/17 32768 32766
/16 65536 65534

According to the scheme above, a subnet mask 255.255.255.0 will partition a network with
the class C. It means there will have a maximum of 254 effective nodes existed in this
sub-netted network and is considered a physical network in an autonomous network. So it
owns a network IP address which may looks like 168.1.2.0.

With the subnet mask, a bigger network can be cut into small pieces of network. If we want to
have more than two independent networks in a worknet, a partition to the network must be

performed. In this case, subnet mask must be applied.

For different network applications, the subnet mask may look like 255.255.255.240. This
means it is a small network accommodating a maximum of 15 nodes in the network.
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For assigning an IP address to the switch, you just have to check what the IP address of the
network will be connected with the switch. Use the same network address and append your
host address to it.

7

< First, IP Address: as shown above, enter “192.168.1.224”, for instance. For sure, an
IP address such as 192.168.1.x must be set on your PC.

«» Second, Subnet Mask: as shown above, enter “255.255.255.0”. Choose a subnet mask
suitable for your network.

Note: The DHCP Setting is enabled in default. Therefore, if a DHCP server presented on
network connected to the switch, check before accessing your switch is essential.
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I-3 Accessing Web Page of VigorSwitch

1. Open any browser (e.g., Firefox) and type “192.168.1.224” as URL.

2. Please type “admin/admin” as the Username/Password and click Login.

Dray Tek I

User adrmin

Password = | seees

Lagin

3.  Now, the Main Screen will appear.

onzata [ B>

Switch LAN

NI Suresiance

e &
Product Fegatraton e
Info The DHCP Setting is enabled in default. Therefore, if a DHCP server presented on
network connected to VigorSwitch, checking before accessing VigorSwitch is
essential.
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-4 Dashboard

Click Dashboard from the main menu on the left side of the main page.

Auto Logout :

Dashboard

Status v

Switch LAN =

Security =

A web page with default selections will be displayed on the screen. Refer to the following
figure:

88 s .| 0a
El camera

Enwvr

= 10/100M
= 1000M

VigorSwitch P2121
g2} Reset SYS 1

Device Information System Information

CPU ~ Memory Cache PoE )
17% 59% 30% 2.9%
Memory, Cached

Model Vigorswitch P2121 Usage Usage
Firmware 251
PoE Consuming
Loader 104
00%
Revision 1683 %
80%
Build Date 2019-11-28 17:05:55 o
60%
System Time Sun Jan 2 08:26:32 2000 o
40%
System Up Time 1 days 0:26:32 0%
0%
0%

0%

AV A AT T T TSI S S S QY

Connection Status

System IPv4 IPv6
Information Interface Interface

System Name Location Contact MAC Modify

p2121 Default Default 00:1D:AA 00:28:0A (7]
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|-5 Status

I-5-1 Port Bandwidth Utilization

This page offers the traffic statistics inlcuding data information and data of interframe gap
for each port (GE1 to GE12). In which, data of interframe gap can be displayed or hidden by

choose Enable / Disable for IFG.

Dashboard 1D Stahus » Purt Bandwdih Usbeabion > Port Bandwidth Usheation

Ao Refrash: | 2 54 =  IFG:  Enable

Port Bandwadih itifoation |
LLOP Statstes. e
GVRE Statssics

ML Snoopey Statses ° ° °

Gops 100Mbps 1akeps

&, oum

Suseh LAN
ONAF Survsitance
Securty

ACL - L
QoS

FoE

System Manterarce
Dragnostics
M Adert

Product Regstration

I-5-2 LLDP Statistics

This page offers the statistics of LLDP packets (in, out and error) of each port (GE1 to GE12).

s [ G»

@resean | Ocioar i

MLD Sngoping Statstics
Swich LAN

Insertions
CHMAF Surieiiance

Deletions
Seeurty

Drops
AcL il
o Age Outs

System Mantanance
T Frames RX Frames RY Frames

Oignsees Fort Total Tatal Discarded
il GE1 ] [ [
roddicasioel GE2 208 0

GE o ) )

GEd AT 2037

GE o o [

GE6 o o 0

GET o o o
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LLOP Global Statsties

o - L —

RX Frames RX TLVs RX TLVs RX Ageouts
Ermors. Discarded unrecognized Tatal

1] ] o [

o 0 ] o

o o o o

o 0 0 [}

o 1] o [}

o o o a

o 1] o [}
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I-5-3 GVRP Statistics

GVRP (Generic Attribute Registration Protocol) is used automatically for exchanging
information for VLAN membership between switches. This page counts the GVRP information
received on each port.

oswos [ s

Dashboard 0 Stahas > OVRP Stabstcs > Statabes
C—
Port Bandwidth Litization
LLDP Statbstes Part: GE1
Statistics: Transmil, Recene Entor
Rotresh Rate: 10 nec
Swinch LAN

Sears - I —

Part Join smpty Empty Leave Empty Jain In Leava in Leave All

GE1 o o o ] o o

o - = Pert Jein gmpty Empty Leave Empty Jein In Leavein Leave All
Mad Aot - GE1 0 0 0 o 0 o
Product Regietrabion
Fort Invalid Protocal ID Invalid Attribute Type Invalid Attribute Value Invalia Attribute Length Invalid Event
GE1 o [ [ ]

I-56-4 MLD Snooping Statistics

This page counts the MLD messages received or transmitted on the network.

orua [ B>

Dashboard 0 St > MLD Snooping Sastetics > Statstes
CI—
Port Blanduwdth Utizaton
LLDP Statstcs @ rotsn | Ohcioar
VAP Stalabcs
e A
Swich LAN = Rx Tosal o
GHMF Survsdance = Rxvalia o
Setunty - R Irnvatticd o
ACL = RxOmer o
(-3 - R Leave o
PoE - Rx Repon o
System Mantenance - Fx Generat Quesy o
Uhagnastes - RxSpecial Group Query o
Wad Adari . RxSourespecsic Group Quary o
Product Regisration
Tx Leave 0
Tx Report o
T Gendral Query o
Tx Special Group Query g
Tx Sousce-specific Groisp Query o
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Part 1| Switch LAN
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lI-1 General Setup

General setup is used to configure settings for the switch network interface and offers how
the switch connects to a remote server to get services.

lI-1-1 Management IP/VLAN

The switch needs an IP address for it to be managed over the network. The factory default IP
address is 192.168.1.224. The subnet mask specifies the network number portion of an IP
address. The factory default subnet mask is 255.255.255.0.

Use the IPv6 Address (IPv4/1Pv6) screen to configure the switch IPv6 address and the default
gateway device. The gateway field specifies the IPv6 address of the gateway (next hop) for
outgoing traffic. In addition, this page allows the network administrator to change the VLAN
ID of management access. Management access protocols such as http, https, SNMP and etc.,
are only accessible from the VLAN specified as management VLAN.

Info If VigorSwitch has connected to Vigor router, it will use the IP address obtained from
the DHCP server on Vigor router. Thus, the user must type the assigned IP as URL for
accessing into the web user interface of VigorSwitch. If not, 192.168.1.224 shall be
the default IP.

DNS Sarver 1:

Muitc st
" DNS Server 2:
- L w_.______________|
MAC Address Table
Biocknd Port Rocaver Buitas Configuration: + Enablo (1 Disabls
ONVIF Surveilance . il B
Sesurty

Link Local Address:
ACL

Gateway
08
o DHCPY Client: Enabin « Disable
Systom Maintonanco =

Management Vian

Meannnsion

Available settings are explained as follows:

Item Description
IPv4
Mode Select the mode of network connection.

Static- Use static IPv4 address.

DHCP - Use DHCP provisioned IP address and Gateway if
feasible.

IP Address It is available when Static is selected as Mode.
Enter the IP address of your switch in dotted decimal notation
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for example 192.168.1.224. If static mode is enabled, enter IP
address in this field.

Subnet Mask

It is available when Static is selected as Mode.

Enter the IP subnet mask of your switch in dotted decimal
notation for example 255.255.255.0. If static mode is enabled,
enter subnet mask in this field.

Gateway

It is available when Static is selected as Mode.

Enter the IP address of the gateway in dotted decimal
notation. If static mode is enabled, enter gateway address in
this field.

DNS Server 1

It is available when Static is selected as Mode.

If static mode is enabled, enter primary DNS server address in
this field.

DNS Server 2

It is available when Static is selected as Mode.

If static mode is enabled, enter secondary DNS server address
in this field.

IPv6

Auto Configuration

Enable - Check it to let switch automatically configure IPv6
address.

IPv6 Address

It is available when Auto Configuration is set as Disable.

Enter the IPv6 address of your switch. If auto configuration
mode is disabled, enter IPv6 address in this field.

Link Local Address

Display link local address.

Gateway

It is available when Auto Configuration is set as Disable.

Enter the IPv6 address of the router as your default IPv6
gateway to access IPv6 Internet or other IPv6 network.

DNS Server 1

It is available when Auto Configuration is set as Disable.

If static mode is enabled, enter primary DNS server address in
this field.

DNS Server 2

It is available when Auto Configuration is set as Disable.

If static mode is enabled, enter secondary DNS server address
in this field.

DHCPv6 Client

It is available when Auto Configuration is set as Enable.

Enable this feature if there is a DHCPv6 server on your network
for assigning IPv6 Address, instead of using Router
Advertisement.

Management VLAN

Management VLAN Select the VLAN ID as management VLAN. You can create
additional VLAN profiles by Switch LAN>>VLAN
management>> Create VLAN.

Apply Apply the settings to the switch.
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lI-2 Port Setting

28

1I-2-1 General Setting

Port Setting is used to configure settings for the switch ports, trunk, Layer 2 protocols and

other switch features.

At Logonst : [ . Admn P11 osan [\ G

Mulbcanst Fort Description

MAC Addness Tabie
Biocked Pt Retover
ONVIF Surveilarce
Security

ACL

("]

PoE

Suieham Isnnisngnss

# Enabie . Disabin

« Cnabis © Disabie

Enable State Link Status Speed Dupbex FlowCtrl Config FlowCtrl Status Moaity

Enablen

Disaled

A
A
Awto(Full)
M
A

IPQ000Q0QOO0O0QQ

Available settings are explained as follows:

Item

Description

Ports

Use the drop down list to selelct one or more LAN port(s).

Enable State

Enable -Click it to enable the port.
Disable - Click it to disable the port.

Speed

Port speed capabilities:

Auto: Auto speed with all capabilities.

Auto-10M: Auto speed with 10M ability only.
Auto-100M: Auto speed with 100M ability only.
Auto-1000M: Auto speed with 1000M ability only.
Auto-10/100M: Auto speed with 10/100M ability.

10M: Force speed with 10M ability.

100M: Force speed with 100M ability.

1000M: Force speed with 1000M ability.

Selecting Auto (auto-negotiation) allows one port to negotiate
with a peer port automatically to obtain the connection speed
and duplex mode that both ends support. When
auto-negotiation is turned on, a port on the switch negotiates
with the peer automatically to determine the connection
speed and duplex mode. If the peer port does not support
auto-negotiation or turns off this feature, the switch
determines the connection speed by detecting the signal on
the cable and using half duplex mode. When the switch’s
auto-negotiation is turned off, a port uses the pre-configured
speed and duplex mode when making a connection, thus
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requiring you to make sure that the settings of the peer port
are the same in order to connect.

For SFP fiber module, you might need to manually configure
the speed to match fiber module speed.

Duplex

Port duplex capabilities:

®  Auto: Auto duplex with all capabilities.

®  Half: Auto speed with 10/100M ability only.

®  Full: Auto speed with 10/100/1000M ability only.

Flow Control

A concentration of traffic on a port decreases port bandwidth
and overflows buffer memory causing packet discards and
frame losses. Flow Control is used to regulate transmission of
signals to match the bandwidth of the receiving port. The
switch uses IEEE802.3x flow control in full duplex mode and
backpressure flow control in half duplex mode. IEEE802.3x
flow control is used in full duplex mode to send a pause signal
to the sending port, causing it to temporarily stop sending
signals when the receiving port memory buffers fill. Back
Pressure flow control is typically used in half duplex mode to
send a "collision" signal to the sending port (mimicking a state
of packet collision) causing the sending port to temporarily
stop sending signals and resend later.

Enable - Click it to enable such function.
Disable - Click it to disable such function.

Apply

Apply the settings to the switch.

Modify

It is used to manually enter the description, state, speed,
duplex, flow control for the port.

Edit interface GE1

Description
Cronilin b
Enable State
Enable d
Speed
Auto -
5
| Duplex
d
] Auto -
d
| Flow Control
d Enahle -
d Enahle
d Disakble
d_ A
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11-2-2 Protected Ports

This page allows the network administrator to configure protected port setting to prevent the
selected ports from communication with each other. Protected port is only allowed to
communicate with unprotected port.

For example, GE1 and GE3 are selected in Port List and Enable is clicked as Protected, then
users behind GE1 and GE3 are separated and can not communicate with each other.

Protected Ports Setfings.

Protected Cnable « Oesable

-2 - N -2 - I - B - B - B -

we

Available settings are explained as follows:

Item Description

Protected Ports Settings | ®  Port List - Use the drop down list to select the port(s)
(GE1 to GE12) for applying the settings configured in this
page.

® Protected - Click Enable to activate the protected port
function.

® Apply - The modification made above can be applied on
to the selected GE port immediately.

Protected Port Status Display current status for each GE port.
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11-3 Mirror

This section provides ability to mirror packets coming in or going out on any port to a
destination port. Through the packet duplication in the destination port, this feature is
convinent for system administrator to monitor / understand the traffic operation.

Session ID 1 to 4 can be enabled simultaneously and operate independently.

Dashczar © Swmn LAN = Ming

oidase 0 B>

Jumbn Frame

MAC Address Tabie Session ID
Blocked Port Recover
CMNVIF Surveillante

Secunty

Session 10

Monitor Seysion State:

Allow Oparation as Normal Port

Snift PortaRX)

Sniff Ports{TX};

Destination Pant
A,
L)

N,

Allow Ingress Sniff Porns{RX)

Sniff Poris{TX)

System Maintenance

Diagresnes

Mai Alert

Available settings are explained as follows:

Item

Description

Session ID

Select the session ID (profile 1 to 4) of mirror operation you
wish to configure.

Monitor Session State

Enable - Enable specified mirror session.
Disable - Disable specified mirror session.

Destination Port

Specify the port where you wish to observe the mirrored
packets.

Allow Operation as
Normal Port

Enable - The destination port is able to function as a port
connecting to network, communicating with other network
devices.

Disable - Only observe the mirrored packets.

Sniff Ports (RX) / (TX)

Select the port(s) which you wish to mirror the traffic, Rx for
mirror the packets into the port, Tx for mirror the packets
going out from the port.

Apply

Apply the settings to the switch.
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lI-4 Link Aggregation

LAG means Link Aggregation Group which groups some physical ports together to make a
single high-bandwidth data path. Thus it can implement traffic load sharing among the
member ports in a group to enhance the connection reliability.

lI-4-1 LAG Setting

This page allows to configure Load Balance Algorithm for Link Aggregation.

Dashboard © Switch LAN > Link Aggregation > LAG Sefting > LAG Setting
Status
LAG Setting
Load Balance Algorithm: - -
General Setup IPMac Address
Mac Addre
Port Sefting m Mac Address

PiMac Address
Wirror

Link Aggregation
LAG Setting
LAG Management
LAG Port Setfing

LACP Setting

LACP Port Setting

VLAN Management
EEE

Multicast

Jumbo Frame

STP

MAC Address Table

Available settings are explained as follows:

Item Description

Load Balance Algorithm | Select your Load balance algorithm.

MAC address - Aggregated group will balance the traffic based
on different MAC addresses. Therefore, the packets from
different MAC addresses will be sent to different links.

IP/Mac Address - Aggregated group will balance the traffic
based on MAC addresses and IP addresses. Therefore, the
packets from same MAC addresses but different IP addresses
will be sent to different links.

Apply Apply the settings to the switch.
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11-4-2 LAG Management

There are eight LAG profiles allowed to group different physical ports (GE1 to GE12). The
system will assign certain port(s) as Active Member and Standby Member according to the GE

selections.
Auto Logout : 084340 | =
Dashboard © Swiich LAN > Link Aggregation > LAG Management > LAG Management
Status -
LAG Management
|
EETIE 20D LAG Description Port Type Link Status Active Member Standby Member
RIS LAG1 - Not Present
Mirror LAG2 - Not Present

Link Aggregation LAG3 — Not Present
LAG Setting LAGA — Not Present
LAG Management LAGE - Not Present
LAG Port Setting LAGE — Not Present

LACP Setting LAGT —- Mot Present

QOOOOOOQF
H

LACP Port Setting LAGS — Not Present

MAC Address Table

Available settings are explained as follows:

Item Description

Description Display the port description.

Port Type Display the type of the LAG.

Link Status Display LAG port link status.

Active Member Display active member ports of the LAG.

Standby Member Display inactive or candidate member ports of the LAG.
Modify It is used to edit the name, type and port number for each link

aggregation profile.

Edit LAG LAG1

Name- Enter a string as LAG name.
Type - Use the drop down menu to specify the type for LAG.

® Static- The static aggregated port sends packets over
active member without detecting or negotiating with
remote aggregated port.

® | ACP- The LACP aggregated ports place member into
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active only after negotiated with remote aggregated port
for best reliability.

® Ports - Select the physical ports for this LAG profile.

11-4-3 LAG Port Setting

This page defines port setting for each LAG profile (LAG1 to LAGS8), including data speed and
enabling/disabling the flow control.

]

Dashboard

Status.

General Setup

Port Setting

Mirrar

Link Aggregation
LAG Setiing

LAG Management

LAG Port Setting

LACP Setting

LACP Port Setting

VLAN Management

EEE

Multicast

Jumbo Frame

STP

MAC Address Table

Q Switch LAN = Link Aggregation = LAG Port Setting > LAG Port Sefting

LAG Port Setiing

LAG

LAG1

LAG2

LAG3

LAGS

LAGS

| AGR

Admin P2121 085120 [l >

LAG:

Enable:

Speed:

Duplex:

Flow Control: Disable

Description

Enable

Auto(10M/100N/1000M

Auto

oot |
Port Type Enable State Link Status Speed Duplex Flow Control ... Flow Control ... Modii
Enabled Down Auto(All)  Auto Enabled Disabled o
Enabled Down Auto(All)  Auto Enabled Disabled 9
Enabled Down Auto(All)  Auto Enabled Disabled o
Enabled Down Auto(All)  Auto Enabled Disabled 9
Enabled Down Auto(All)  Auto Enabled Disabled 9
Fnabled Down AutolAlll Auta Fnabled Disabled [ -

Available settings are explained as follows:

Item Description
LAG Use the drop down list to selelct one or more LAG profiles.
Enable Enable -Click it to enable the profile.
Disable - Click it to disable the profile.
Speed Port speed capabilities:

Auto: Auto speed with all capabilities.

Auto-10M: Auto speed with 10M ability only.
Auto-100M: Auto speed with 100M ability only.
Auto-1000M: Auto speed with 1000M ability only.
Auto-10/100M: Auto speed with 10/100M ability.

10M: Force speed with 10M ability.

100M: Force speed with 100M ability.

1000M: Force speed with 1000M ability.

Selecting Auto (auto-negotiation) allows one port to negotiate
with a peer port automatically to obtain the connection speed
and duplex mode that both ends support. When
auto-negotiation is turned on, a port on the switch negotiates
with the peer automatically to determine the connection
speed and duplex mode. If the peer port does not support
auto-negotiation or turns off this feature, the switch
determines the connection speed by detecting the signal on

the cable and using half duplex mode. When the switch’s
auto-negotiation is turned off, a port uses the pre-configured
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speed and duplex mode when making a connection, thus
requiring you to make sure that the settings of the peer port
are the same in order to connect.

For SFP fiber module, you might need to manually configure
the speed to match fiber module speed.

Flow Control A concentration of traffic on a port decreases port bandwidth
and overflows buffer memory causing packet discards and
frame losses. Flow Control is used to regulate transmission of
signals to match the bandwidth of the receiving port. The
switch uses IEEE802.3x flow control in full duplex mode and
backpressure flow control in half duplex mode. IEEE802.3x
flow control is used in full duplex mode to send a pause signal
to the sending port, causing it to temporarily stop sending
signals when the receiving port memory buffers fill. Back
Pressure flow control is typically used in half duplex mode to
send a "collision” signal to the sending port (mimicking a state
of packet collision) causing the sending port to temporarily
stop sending signals and resend later.

Enable - Click it to enable such function.
Disable - Click it to disable such function.

Apply Apply the settings to the switch.

Modify It is used to edit status, speed, and flow control for the LAG.

1I-4-4 LACP Setting

This page allows the network administrator to enable or disable the LACP function.

8sz2 [ &

Dashboard © Switch LAN > Link Aggregation > LACP Setting > LACP Setting

LACP Setting

Status

LACP: ® Enable Disable
General Setup

System Priority: 12768 (1-65535)
Port Setting sethe

Mirror m
Link Aggregation

LAG Setting

LAG Management

LAG Port Setting

LACP Setting

LACP Port Setting
VLAN Management
EEE
Multicast
Jumbe Frame

STP

MAC Address Table

Available settings are explained as follows:

Item Description

LACP Enable - Click it to enable such function.
Disable - Click it to disable the function.

System Priority The priority is used to determine which switch (local or
remote) on the LAG connection is able to decide LACP
activities. The lower the number is, the higher the priority for
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Vigorwitch will be. Therefore, the switch with the highest
system priority (e.g., 1) can make decisions about which ports
actively participate in LAG at a given time.

Apply

Apply the settings to the switch.
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11-4-5 LACP Port Setting

This section provides few detailed configuration regarding to Ports under LACP protocol.

085316 Q1 B>

Dashboard

Status

‘General Setup

Port Setting

Mirror

Link Aggregation
LAG Setting
LAG Management

LAG Port Setting

LACP Setting

LACP Port Setting
VLAN Management
EEE
Multicast
Jumbe Frame
8TP

javascriptvoid(0)

0 Switch LAN > Link Aggregation = LACP Port Setting = LACP Port Setting

LACP Port Setting
—

Port

GE1

GE2

GE3

GE4

GES

GE6

GET7

Ports:

Priority:

Timeout:

{1-65535)

Long -

Priority Timeout

=
5]
a
=

Long
Long
Long

Long

Long

Long

QOO0

1
1
1
1
1 Long
1
1
1

Long

Available settings are explained as follows:

Item

Description

Ports

Use the drop down list to specify LAN Port.

Priority

Enter a port priority number for the port.

Timeout

The timeout option decides how local switch of LAG
connection determines connection to be lost. Switch would
also notify the remote switch about this setting value, so that
remote switch can send LACP PDU in correct timing.

Long - LACP PDU will be sent every 30 seconds. If port member
is not seen over 90 seconds, it will cause port member
timeout.

Short - LACP PDU will be sent per second. If port member is
not seen over 3 seconds, it will cause port member timeout.

Apply

Apply the settings to the switch.

Modify

It is used to edit settings (priority and timeout) for LACP port.

Edit Port GE1

Priority

Timeout

Long -
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II-5 VLAN Management

38

A virtual local area network, virtual LAN or VLAN, is a group of hosts with a common set of
requirements that communicate as if they were attached to the same broadcast domain,
regardless of their physical location. A VLAN has the same attributes as a physical local area
network (LAN), but it allows for end stations to be grouped together even if they are not
located on the same network switch. VLAN membership can be configured through software
instead of physically relocating devices or connections.

11-5-1 Create VLAN

This page allows a user to add, edit or delete VLAN settings.

Dashboard

Status

‘General Setup

Port Setting

Mirror

Link Aggregation

VLAN Management
Create Vian
Interface Settings
Voice VLAN

MAC VLAN

Protocol VLAN

Surveillance VLAN

GVRP

EEE

Mutticast

Jumbo Frame

©) Switch LAN > VLAN Management > Create Vian > Create VLAN

Create VLAN

090048 1 3

Action: © Add Delete

VLAN ID:

VLAN Name:

1E  VLAN Name VLAN Type Modify

default Default

Available settings are explained as follows:

Item Description

Action Select which action to perform, add VLANs or delete VLANSs.
Add - Create a new VLAN profile.

Delete - Delete an existed VLAN profile.

VLAN ID Enter the number as VLAN ID to be created or deleted. If you
want to create / delete multiple VLAN profiles, simply enter
multiple VLAN ID separated by comma, and/or range of VLAN
ID using hyphen.

VLAN Name Enter the prefix you wish to add followed by VLAN ID as VLAN
name. Leave it empty for using default "VLAN".

After clicking Apply, you will see:
VLAN ID }: VLAEN Name VLAN Typa Modify
1 detault Detaut [ <]
Static eo
aty eo
Apply Apply the settings to the switch.
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Modify 9
- Modify the name of the selected VLAN ID.

L

Edit name of VLAN 4067

New name 5
| _ HODMI__WLANAO0GT

(e o S D oEn

New Name - Type a name for such VLAN profile.
OK - Apply the settings to the switch.
Cancel - Close the page and return to previous page.

@ - Delete the selected VALN ID.

11-5-2 Interface Settings

This page allows a user to configure interface setting related to VLAN.

Auto I.onwt: o024 ) &
Dashboard © Swich LAN = VLAN Management > Interface Seftings = Interface Seftings.
|
General Setup Port Select: Nothing selected
FEREETE Interface VLAN Mode: @ Hybrid Access Trunk Tunnel
ey PVID: (1- 4094)
Lk Agaregaten Accepted Type: @ All Tag Only Untag Only
VLAN Management Ingress Filtering: @ Enable Disable
SEseiE Tagged VLAN: Nothing selected
Interface Settings
B Untagged VLAN: Nothing selected
MAC VLAN Forbidden VLAN: Nothing selected
Protocol VAN [ oply ]
Surveillance VLAN
SVRE Port Interface VLA... PVID Tagged VLAN Untagged VL... Forbidden VL... Accept Fram... Ingress Filteri... Upl
EEE GE1 Trunk 1 — 1 ALL Enabled Dis
Mulicast GE2  Trunk 1 — 1 ALL Enabled Dis
| isvascriptvoid(@) 4 4 ALl Enahind e T
Available settings are explained as follows:
Item Description
Port Select Select LAN ports to configure VLAN Settings.
Interface VLAN Mode Select the VLAN mode of the interface.
Hybrid - Support all functions as defined in IEEE 802.1Q
specification.
Access - Accept only untagged frames and join an untagged
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VLAN.

Trunk - An untagged member of one VLAN at most, and is a
tagged member of zero or more VLANSs.

PVID

A PVID (Port VLAN ID) is a tag that adds to incoming untagged
frames received on a port so that the frames are forwarded to
the VLAN group that the tag defines.

For port under Access Mode, VLAN ID provided as PVID would
automatically be selected as the untagged VLAN.

Accepted Type

Specify the acceptable-frame-type of the specified interfaces.
It’s only available with Hybrid mode.

All - Accept frames regardless it's tagged with 802.1q or not.
Tag Only - Accept frames only with 802.1q tagged.
Untag Only - Accept frames untagged.

Ingress Filtering

Enable the ingress filtering to filter out any packets not belong
to any VLAN members of this port. It is enabled automatically
while operating in Access and Trunk mode.

Enabled - Click it to enable the function.
Disabled - Click it to disable the function.

Tagged VLAN

Specify the VLAN profile tagged in the VLAN.

Untagged VLAN

Specify the VLAN profile untagged in the VLAN.

Forbidden VLAN

Specify the VLAN profile forbidden in the VLAN.

Apply

Apply the settings to the switch.

Modify

9 - It is used to edit settings for the selected port.

Edit GE1

Interface VLAN Mode:
O Hybrid O Access @ Trunk O Tunnel

PVID
Accepted Type

All Tag Only Untag Only

Ingress Filtering

Enable Disable
Tagged VLAN

Untagged VLAN

Forbidden VLAN

Uplink TPID:
0x8100 - O Enable
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[1-5-3 Voice VLAN

With such feature, a VLAN will be created temporarily and when the specified OUI device
delivers protocol packets related to “VolP”, VigorSwitch will guide these packets into the
specified Voice LAN with specified priorioty tag to speed up the packet transmission. Such
voice VLAN is only active inside VigorSwitch for packet transmission. After these packets
leave VigorSwitch, the Voice VLAN tag will be removed immediately.

11-6-3-1 Properties

This page allows a user to configure global and per interface setting of voice VLAN.

Dashboard Q) Switch LAN > VLAN Management > Voice VLAN = Properties

Status
Properties Telephony OUI Setting Port Setting

Voice VLAN State: Enable @ Disable
General Setup

Voice VLAN Id: Enable
Port Setting
[P Remark Co$/802.1p: Enable @ Disable
Link Agaregation Remark Value:
VLAN Management Aging Time: 1440 (30-65536 min)
Create Vian

Interface Settings @
Voice VLAN
MAC VLAN

Protocol VLAN

Surveillance VLAN

GVRP

EEE

Multicast

Jumbo Frame

Available settings are explained as follows:

Item Description

Voice VLAN State Enabled - Click it to enable Voice VLAN.
Disabled - Click it to disable Voice VLAN.

Voice VLAN Id Check the box of Enable first and then select Voice VLAN ID
profile.

Remark CoS/802.1p Click Enabled / Disabled to enable or disable 1p remarking. If

enabled, qualified packets will be remarked by this value.

Remark Value Specify the number of packets to be remarked.

Specify the CoS/802.1p number you wish ingress VolP packets
be tagged with, so that QoS can prioritize it correctly.

Aging Time Select value of aging time (30~65536 min).

Default is 1440 minutes. A voice VLAN entry will be age out
after this time if without any packet pass through.

Apply Apply the settings to the switch.
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[1-6-3-2 Telephony QUI Setting

This page allows a user to add, edit or delete OUI MAC addresses. Default has 8 pre-defined

OUl MAC.

Dashboard

Status

‘General Setup

Port Setting

Mirror

Link Aggregation

VLAN Management
Create Vian
Interface Settings
Voice VLAN
MAC VLAN
Protocol VLAN

Surveillance VLAN

GVRP

EEE
Multicast

172.16.2.176:2122/#tab-table2

Q) Switch LAN > VLAN Management » Voice VLAN = Telephany DUI Setiing

m ‘ Properties Telephony OUI Setiing Port Setiing

OUl Address:

Description:

OUl Address

00:E0:BB

00:03:6B

00:E0:75

00:D0:1E

00:01:E3

00:60:89

00:0F-E2

00:09:6E

oe0ed2 O

00:00:00

(50

Description Edit

3CaM ) @
Cisco 20
Veritel 9 @
Pingtel [+) @
Siemans 20
NEC/Philips 9 @
H3C [+) @
Avaya ] @

Available settings are explained as follows:

Item Description

OUI Address Type OUI address.

Description Enter a description of the specified MAC address to the voice
VLAN OUI table.

Add Click it to create a new voice OUI based on the settings
configured above.

Modify

9 - Modify OUI setting for voice VLAN.

o TR R TR

: Edit OUI 00:E0:BB
Description:
3COM
oul:
00:E0-BB

@ - Click it to remove the selected OUI entry.
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[1-5-3-3 Port Setting
This page allows a user to specify LAN port(s) as Voice LAN port.

s [

Dashboard

Status.

General Setup

Port Setting

Mirror

Link Aggregation

VLAN Management
Create Vian
Interface Settings
Voice VLAN

MAC VLAN

Protocol VLAN

Surveillance VLAN

EEE

Multicast

Jumbo Frame

0 Switch LAN = VLAN Management > Vioice VLAN = Port Setting

Properties. Telephony OUI Setting Port Setting
|

Cos Mode: All ® Src

it Q 3

Nothing selected

Enable @ Disable

State Cos Mode
Disabled src
Disabled E
Disabled E
Disabled E
Disabled E
Disabled E
Disabled E
Disabled E

Disabled E

POOOOOOOO E

Available settings are explained as follows:

Item

Description

Port

Use the drop down list to specify one or more LAN ports.

State

Enabled - Click it to enable the port settings for Voice LAN.
Disabled - Click it to disable the port settings for Voice LAN.

Cos Mode

If Remark CoS/802.1p is enabled in Voice VLAN>>Properties,
settings in this page shall be applied. Otherwise, this option
will not take effect.

All - Once this port is identified as Voice VLAN by frame with
matched OUI, remark CoS/802.1p shall tag for all ingress
frame regardless of remarked frame matched with
pre-configured OUI or not.

Src (Source) - Once this port is identified as Voice VLAN by
frame with matched OUI, remark CoS/802.1p shall tag for only
the matched ingress frame with pre-configured OUI.

Apply

Apply the settings to the switch.

Edit

Click the icon under Edit for one entry to modify port settings
(State, Cos Mode) for voice VLAN.
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Edit port GE1
State:

Disable -

Cos Mode:

Src -

1I-5-4 MAC VLAN

11-5-4-1 MAC Group

The MAC VLAN allows you to statically assign a VLAN ID to a host with specific MAC address(es).
VigorSwitch allows you configure multiple groups with configured MAC address and mask to be
active on ports and to be bound with VLAN ID. This page allows the network administrator to
define groups with specific MAC addresses for later binding with VLAN and Port.

091406 [ &

Dashboard Q Switch LAN > VLAN Management > MAC VLAN > MAC Group

Status.

. MAC Group Group Binding
|

General Setup Group ID: (1 - 2147483647)

Port Settir
e MAC Address:

Mirror
Mask: (9 -48)
Link Aggregation

VLAN Management m

Create Vian
Group ID MAC Address Mask Edit

20 00:50-10-00:00:72 9 o @

Interface Settings
Voice VLAN
MAC VLAN

Protocol VLAN

Surveillance VLAN

GVRP

EEE

Multicast

Jumbo Frame

Available settings are explained as follows:

Item Description

Group ID It is a number for identification later, while chosen to be
bound with VLAN/Port.

MAC Address Enter the MAC address you wish to be classified in this group

Mask The mask is the length of matching prefix you wish to have on

MAC address.

For example, configure mask in 10. It means a host with
beginning of the 10-digit of MAC address will be checked, and
classified into this group if matched.
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Add Click it to create a new MAC group profile based on the
settings configured above.

Edit Click the icon under Edit for one entry to modify settings for
group ID.

Edit Group 20:
00:00:07:69:2A:33/9

MAC Address
00:00:07:63:24:33

Mask
3 ¥ @-43

I-5-4-3 Group Binding

The MAC VLAN allows you to statically assign a VLAN ID to a host with specific MAC address(es).
VigorSwitch allows you to configure multiple groups with configured MAC address and mask to
be active on ports and to be bound with VLAN ID. This page allows the network administrator
to bind the group of specified MAC addresses with VLAN and Port.

091628 1 &

Dashboard ©) Switch LAN > VLAN Management > MAC VLAN > Group Binding

Status

. MAC Group Group Binding
Cra—

General Setup Ports:
ROESSN Group ID: 20 -
Wirror
VLAN: (1-4004)
Link Aggregation
VLAN Management m
Create Vian
Port Group ID VLAN Edit
Interface Settings
GE1 20 2
Voice VLAN o @
— GE2 20 2 20

Protocol VLAN

Surveillance VLAN

GVRP

EEE

Multicast

Jumbo Frame

Available settings are explained as follows:

Item Description

Ports Select the ports you wish to be bound with specified MAC
address group.

Group ID Choose the group ID you have created in earlier section, which
specified a group of host by MAC address and its mask.

VLAN Enter the VLAN ID that you wish to be bound with.

Add Click it to create a new MAC group binding profile based on the

settings configured above.

VigorSwitch P2121User’s Guide 45



46

Edit

Click the icon under Edit for one entry to modify settings for
selected port profile.

Edit Group 20: GE2

VLAN
1 3 (- 2094
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11-5-5 Protocol VLAN

VigorSwitch offers protocol VLANs which allows Network Administrator to filter out untagged
traffic of certain protocol and then assign them a specific VLAN ID.

[1-5-5-1 Protocol Group

Up to eight protocol groups can be defined, each of them can have a unique filtering criteria
such as frame type and protocol value.

iz Qi B
Dashboard © Switch LAN > VLAN Management > Protocol VLAN > Protocol Group
Status -
Protocol Group Group Binding
|
General Setup Group ID: (1-8)

Port Settil
S Frame Type: Ethernet_| -

Wirror
Protocol Value: Ox {0x600 - OxFFFE)
Link Aggregation

VLAN Management m

Create Vian

Group ID Frame Type Protocol Value Edit
Interface Settings

1 Ethernet_II 0x0600
Voice VLAN - 9 @
MAC VLAN

Protocol VEAN

Surveillance VLAN

Multicast

Jumbo Frame

Available settings are explained as follows:

Item Description

Group ID It is a number for identification while bounding with
VLAN/Port.

Frame Type Use the drop-down list to specify the frame type which you

would like to filter.
Ethernet |l =

Ethernet_lI
IEEEBN2.3 LLC_ Cther

RFC_1042

Ethernet Il - Packet will be mapped based on Ethernet version
2.

IEEE802.3_LLC_Other -Packet will be mapped based on 802.3
packet with LLC other header.

RFC_1042 - Packet will be mapped based on RFC 1042.

Protocol Value Input a value (ranging from 0x600 ~OxFFFE). Packets match
with such value will be classified into this group.

Add Click it to create a new protocol group profile based on the
settings configured above.
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Edit

9 - Modify setting for selected group.

rl b
Edit Group 1 :

Frame Type
IEEEB02.3 LLC Other -

Protocol Value
([0x600 - OxFFFE)  Ox | 0801

@ - Click it to remove the group.

[1-5-5-2 Group Binding

This page is for setting up the ports and protocol group that we would like to filter, and the
VLAN ID we would like to assign.

Dashboard

Status.

General Setup

Port Setting

Wirror

Link Aggregation

VLAN Management
Create Vian
Interface Settings
Voice VLAN
MAC VLAN

Protocol VLAN

Surveillance VLAN

GVRP

EEE

Multicast

Jumbo Frame

0 Switch LAN = VLAN Management > Protocol VLAN > Group Binding

Protocol Group Group Binding
C—

Port

GE1

Group ID:

091932 [l &

(1 - 4084)

Group ID VLAN Edit

1

Available settings are explained as follows:

Item

Description

Ports

Use the drop-down list to select one or more ports for applying
protocol-based VLAN. Note that protocol-based VLAN can only
be applied to the ports of which Interface VLAN Mode (at VLAN
Management >> Interface Settings) is set to “Hybrid”.

Group ID

Select the protocol group defined in Protocol Group setup.

VLAN

Use drop down list to choose a value as VLAN number.
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Add Add the above settings to the switch.

Before using Add, open Switch LAN>>VLAN
Management>>Interface Settings to specify Hybrid as
Interface VLAN Mode for the GE ports first. Otherwise, the
following error message will appear.

Some problems happend

Set Protocol-base VLAN Binding: Fort must be in General
Modle I

Set Protocol-base VLAN Binding: Fort must be in General
Miocde

Edit
9 - Modify setting for the selected group.

Edit Group 3: GE5

VLAN

1000 A1 - 4094

@ - Click it to remove the selected group.
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11-5-6 Surveillance VLAN

Surveillance VLAN can be configured for VigorSwitch to identify the packets coming from an IP
camera automatically and assign those traffics to a specific VLAN ID and CoS/802.1p value,
this helps you to prioritize those traffics and improve video quality.

11-5-6-1 Property

This page is for setting up the VLAN to which the video traffic should be assigned and to
enable/disable Surveillance VLAN on each port.

ogzn2r [} &

Dashboard

Status

‘General Setup

Port Setting

Mirror

Link Aggregation

VLAN Management
Create Vian
Interface Settings
Voice VLAN
MAC VLAN
Protocol VLAN

Surveillance VLAN

GVRP

EEE
MWulticast

javascriptvoid(0)

0 Switch LAN = VLAN Management = Surveillance VLAN = Property

Port

GE1

GE2

GE3

GE4

GES

GE6

GE7

Enable @ Disable

CoS/802.1p Remarking: [ - Enable
Aging Time: 1440 (30-65536 sec)
ool ]

State Mode QoS Policy Edit
Disabled Auto Video Packet 9
Disabled Auto Video Packet 9
Disabled Auto Video Packet 9
Disabled Auto Video Packet 9
Disabled Auto Video Packet 9
Disabled Auto Mideo Packet 9
Disabled Auto Video Packet 9

Available settings are explained as follows:

Item Description

State Enabled - Click it to enable the port settings for such VLAN.
Disabled - Click it to disable the port settings for such VLAN.

VLAN ID Choose a VLAN profile (created in Switch LAN>>VLAN

Management>>Create Vlan) as Surveillance VLAN.

CoS/802.1p Remarking

Specify the CoS/802.1p number you wish ingress packets be
tagged with, so that QoS can prioritize it correctly.

Enable - If enabled, qualified packets will be remarked by this
value.

Aging Time Unit is second.
Select value of aging time (30~65536 seconds).
Default is 1440 seconds. VLAN entry will be aged out after this
time if no packet passes through.

Apply Apply the settings to the switch.

Edit

9 - Click it to modify port setting status.
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Edit port GE1 I

State: |
Disable -
Mode: |
Auto - I
QoS Policy:

Video Packet

“ |

State -Set it to enable surveillance VLAN function of interface.
Mode -Select port surveillance VLAN mode.

Auto: Surveillance VLAN auto detect packets that match

OUI table and add received port into surveillance VLAN ID
tagged member.

Manual: User need add interface to VLAN ID tagged
member manually.

QoS Policy - Select port QoS Policy mode.

Video Packet: QoS attributes are applied to packets with
OUl in the source MAC address.

All: QoS attributes are applied to packets that are
classified to the Surveillance VLAN.

OK - Apply the settings to the switch.
Cancel - Abandon the changes and return to previous page.

11-5-6-1 Surveillance QUI

Filtering Surveillance traffic is based on the OUI of the IP cameras. Users can add, edit, and

delete OUI on this page.

Dashboard

Status.

General Setup

Port Setting

Wirror

Link Aggregation

VLAN Management
Create Vian
Interface Settings
Voice VLAN
MAC VLAN
Protocol VLAN

Surveillance VLAN

GVRP

EEE

Multicast

Jumbe Frame

Property Surveillance OUI
T

QUI Address:

0 Switch LAN = VLAN Management = Surveillance VLAN > Surveillance OUI

Description Edit

No data available in table
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Available settings are explained as follows:

Item Description

OUI Address Enter OUI MAC address of monitored IP camera. It can’t be
edited in edit dialog.

Description Enter a description of the specified MAC address to the
surveillance VLAN OUI table.

Add Click it to create a new voice OUI based on the settings
configured above.

Edit

9 - Modify OUI setting for surveillance VLAN.

- Click it to remove the selected OUI entry.
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II-5-7 GVRP

[I-5-7-1 Property

This page allows the network administrator to configure registration mode (e.g., Normal,
Fixed or Forbidden) of GVRP (GARP VLAN Registration Protocol) for each GE port.

Such function can eliminate unnecessary network traffic and prevent any attempt to transmit
information to unregistered users.

092334 1 =

Dashboard o Switch LAN > VLAN Management > GVRP > Properiy

Status.

Property Membership
Cra—

General Setup State: Enable @ Disable
Fort Setting Timeout: Join 20 ms
Mirror Leave 60 ms
Link Aggregation Leave All 1000 ms
VLAN Management m
Create Vian
Interface Settings Port State VLAN Creation Registration Edit
Voice VLAN GE1 Disabled Enabled Normal 9
MAC VLAN GE2 Disabled Enabled Naormal 9
Protocol VLAN GE3 Disabled Enabled Naormal 9
Surveillance VLAN GE4 Disabled Enabled Normal (7]
GES Disabled Enabled Naormal 9
EEE GE6 Disabled Enabled Normal 9
Multicast GE7 Disabled Enabled Normal o
javascriptvoid(0) GE8 Disabled Enabled Normal (] .
Available settings are explained as follows:
Item Description
State Enabled - Click it to enable the port settings for such VLAN.
Disabled - Click it to disable the port settings for such VLAN.
Timeout Display the current time status for GVRP.
Apply Apply the settings to the switch.
Edit

9 - Click it to modify settings for the selected port.

Edit port GE1

State:
Disabled -

VLAN Creation:
Enabled -

Mode:

al Normal -

1 “
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State - Select Enabled or Disabled for such port.
VLAN Creation -Select Enabled or Disabled.
Mode - There are three modes to be specified.

® Normal - Default setting. All packets can pass through
the selected GE port.

®  Fixed - The selected GE port only sends static VLAN
information to neighboring device and allows static VLAN
packet to pass through.

® Forbidden - The selected GE port only allows default
VLAN packet to pass through.

[1-6-7-2 Membership

This page display information about membership for GVRP.

Dashboard @ Switch LAN = VLAN Management > GVRP > Membership

Status.

m ‘ _— —

General Setup

VLAN Member Dynamic Member Type
Port Setting

No data available in table
Wirror
Link Aggregation
VLAN Management
Create Vian
Interface Settings
Voice VLAN

MAC VLAN

Protocol VLAN

Surveillance VLAN

GVRP

EEE

Wulticast

Jumbo Frame
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II-6 EEE

This page allows a user to enable or disable port EEE (Energy Efficient Ethernet) function.

Auto Lonmlt: Admin P2121 092632 [1

Dashiboard © Switch LAN > EEE > Energy Efficient Ethemet Setup

Status

Energy Efficient Ethemet Setup
|

‘General Setup Port: Nothing selected -
RERETTY Enable: Enable @ Disable

Mirror

Link Aggregation

VLAN Management Port Enable Status Modify
‘ GE1 Disabled Disabled o
e GE2 Disabled Disabled 2
Jumbo Frame GE3 Disabled Disabled 9
e GE4 Disabled Disabled (]
MAC Address Table GE5 Disabled Disabled 9
Blocked Port Recover GEG Disabled Disabled 9
ONVIF Surveillance - GET Disabled Disabled )
Security - GE8 Disabled Disabled 9
ACL = GES Disabled Disabled 9
QoS . GE10 Disabled Disabled 9 -

Available settings are explained as follows:

Item Description

Port Select one or multiple ports to configure (GE1 to GE12).
Enable Enable -Click it to enable the EEE function.

Disable - Click it to disable the EEE function.

Apply Apply the settings to the switch.

Modify

e - Click it to modify port setting status.

Edit Port GE1

Enable

Disable -
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[1-7 Multicast

IP multicast is a technique for one-to-many communication over an IP infrastructure in a

network.

To avoid the incoming data broadcasting to all GE ports, multicast is useful to transfer the
data/message to specified GE ports for IGMP snooping. When VigorSwitch receives a message
“subscribed” by the client, it must decide to transfer the data to specified GE ports according
to the location of the client (subscribed member).

[I-7-1 Properties

For the multicast packets, This page allows the network administrator to choose actions for
processing the unknown muliticast packets and for handling known packets with MAC address,

IP address and VLAN ID.

Dashboard Q) Switch LAN > Multicast > Properties > Properties

Status
Properties

092825 >

Unknown Multicast Action: Drop @ Flood Forward to Router Port

General Setup

IPv4 Forward Method

Port Setting

IPv6 Forward Method

Wirror

Link Aggregation

VLAN Management

EEE

Multicast
Properties

IGMP Snooping

MVR

Jumbo Frame

STP

MAC Address Table

Blacked Port Recover

@ Dst. MAC & VID Dst. IP & VID

# Dst. MAC & VID Dst.IP & VID

Available settings are explained as follows:

Item

Description

Unknown Multicast
Action

Select an action for switch to handle with unknown multicast
packet.

Drop: Drop the unknown multicast data.
Flood: Flood the unknown multicast data.

Forward to Router port: Forward the unknown multicast data
to router port.

IPv4 Forward Method /
IPv6 Forward Method

Set the IPv4/IPv6 multicast forward method.

Dst. MAC & VID: Forward using destination multicast MAC
address and VLAN IDs.

Dst. IP & VID: Forward using destination multicast IP address
and VLAN ID.

Apply

Apply the settings to the switch.
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Source

l

11-7-2 IGMP Snooping

IGMP snooping is the process of listening to Internet Group Management Protocol (IGMP)
network traffic. The feature allows a network switch to listen in on the IGMP conversation
between hosts and routers. By listening to these conversations the switch maintains a map of
which links need which IP multicast streams. Multicasts may be filtered from the links which
do not need them and thus controls which ports receive specific multicast traffic.

Multicast packets (IPvd4) transmission without IGMP snooping | Multicast packets (IPv4) transmission with IGMP snooping
| =
e =2 |
=== —"Viigor router I
I Source
|
I IGMP
VigorSwitch | Snooping VigorSwitch
|
|
|
g @ @ @ @ =
| - - P - |
Receiver: Host A Host B Receiver: Host C 1 Receiver: Host A Host B Receiver: Host C

[ Multicast Packet
—

[1-7-2-1 IGMP Setting

This page allows the network administrator to enable/disable IGMP function, select snooping
version, and enable/disable snooping report suppression.

m [ G

Dashtoard ) Swich LAN = Multicast » IGMP Snoaping = IGMP Sstting

Status
IGMP Bolting IGMP Quorior Sefting IGMP Static Group IGMP Group Tabhe IGMP Rouer Table Forward Al Thialtling Fillowing Profik: Filtewing Rining

IGMP Snooping State: + Cnable Disable
IGMP Snooping Version: = vl ¥3 [HISS)
IGMP Snecping Report Suppression: + Enable © Disabke
£ VLAM Satiing
Entry No. VLANID IGMP Snoopi... Router Ports ... Query Robus... Query Interva... Query Max R... Last Member ... Last Membsr ...
1 1 Drsabled Enabied rd 125 10 2 1

Available settings are explained as follows:

Item Description

IGMP Snooping State Enable - Click it to set enabling IGMP function.
Disable - Click it to disable IGMP function.
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IGMP Snooping Version

Set the IGMP snooping version.
v2 - Only support process IGMP v2 packet.
v3 (BISS) - Support v3 basic and v2.

IGMP Snoopign Report
Suppression

Click Enable to allow the switch to handle IGMP reports
between router and host, suppressing bandwidth used by
IGMP.

Apply

Apply the settings to the switch.

Modify

e - Click it to modify IGMP settings for selected profile.
However, if IGMP Snooping State is not set as Enable, such
option will be disabled.

l Edit VLAN ID 1 ‘

IGMP Snooping State

|
I Dizahble - I

Router Ports Auto Learn

Enable - I

Query Robustness (Operational: 2)

2 (1-7, default 2)

Query Interval (Operational: 125)

¢ (30-18000, default 125)

[}

(8]
(4]
Jie]

Query Response Interval (Operational: 10)

Sec (5-20, default 10)

Last Member Query Counter (Operational: 2)

| 2 Sec (1-7, default 2)

Last Member Query Interval (Operational: 1)

i |1 Sec (1-25, default 1)

Immediate Leave:

Disable -

IGMP Snooping State -Choose Enable to enable IGMP snooping
function.

Router Ports Auto Learn - Set the enabling status of IGMP
router port learning. Choose Enable to learn router port by
IGMP query.

Query Robustness - Set a number which allows tuning for the
expected packet loss on a subnet.

Query Interval - Set the interval of querier send general
query.

Query Response Interval - It specifies the maximum allowed
time before sending a responding report in units of 1/10
second.

VigorSwitch P2121User’s Guide



Last Member Query Counter - After quering for specified
times (defined here) and still not receiving any response from
the subscribed member, VigorSwitch will stop transmitting
data to the related GE port(s).

Last Member Query Interval - The maximum time interval
between counting each member query message with no
responses from any subscribed member.

Immediate Leave - Leave the multicast group immediately on
the port & VLAN where leave message is sent from, regardless
there is still a subscribed member or not. Click Enable to
enable Fastleave function.

OK - Apply the settings to the switch.

Cancel - Close the page and return to previous page.

[I-7-2-2 IGMP Querier Setting

This page allows a user to configure querier settings on specific VLAN of IGMP Snooping.

1GME Setting

VLANID

ezt [L Cr

1GMP Router Tate Forward Al Throttling Fitening Binding

Cnable & Disable

® v2 w3{DISS)

Available settings are explained as follows:

Item

Description

VLAN ID

Use the drop down list to specify a VLAN profile as IGMP
Snooping querier.

Querier State

Enable - Click Enable to set the enabling status of IGMP
Querier on the chosen VLAN profile.

Disable - Click it to disable the function.

Querier Version

Set the query version of IGMP Querier Election on the chosen
VLANS.

v2 - Querier version 2.

v3 - Querier version 3.

Note: For maximum compatibility, it is suggested to use
querier version lower than IGMP snooping version, for there is

possibile network mixed with IGMP v2/v3 client and v2 query
message is widerly understandable for those clients.

Apply

Apply the settings to the switch.
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[1-7-2-3 IGMP Static Group

The IGMP static group is allowed to assign a VLAN/port as a specific IPv4 multicast member.
Every IPv4 multicast stream that belongs to the specified group IP address will be forwarded
to the specified port/VLAN member.

Auto Logout : _ Admin PN naadis i =

Dbt ) Ewiteh LAN = Mullicast > IGMP Snooping = IGME Stalic Groo

1GMF Settng KIMF Quened Seing M Statc Group HEMF Growp Table HIMF Houter Table Forward All Filtanng Frofiie Filaning Bindng

(General Setup VLAN 1D

Rl " Group ¥ Address;
Mirrdr
Maomber Ports:

s |

Jumbe Frame

a1P

MAC Adoress Tabie

Hiocked Part Recaver

Available settings are explained as follows:

Item Description

VLAN ID Use the drop down list to specify a VLAN profile as IGMP Static
Group.

Group IP Address It is an identifier for the group member. Packets sent to such
address will be transferred to all interfaces defined in Member
Ports.

Specify the IPv4 multicast address you wish to assign for the
static group (defined in VLAN ID).

Member Ports Specify the port(s) that static group with given IPv4 multicast
address shall include.

Apply Apply the settings to the switch.

Modify

9 - Click it to modify settings.
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[1-7-2-4 IGMP Group Table

This page shows currently known and dynamically learned by IGMP snooping or shows the
assigned IPv4 multicast address group in operation.

Daghboard Q) Switth LAN = Muitcast = IGMF Snocging = IGMP Group Tabke

IGMP Setting ICMP Quener Setting IGMP Static Group ICMP Group Table: IGMP Router Table: Forward All Filering Profile Fitering Binding

Goneeal Sotup VLANID Group IP Address Member Ports Type Lifefsec,)

Poit Setling No data availsble in table

Available settings are explained as follows:

Item Description

VLAN ID Display the VLAN of this multicast group belongs to.

Group IP Address Display the multicast address of this multicast group.

Member Ports Display the port(s) where subscribing member of this multicast
group belongs to.

Type Display if it is dynamically learned or statically assigned.

Life(sec.) Display the life time of this multicast member left if no

membership report sent again.
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11-7-2-5 IGMP Router Table

This page shows the IGMP querier router known to this switch.

Auto Logout : _ Admin P11 wisnm i &
GMP » 1GNP Router Tadie

Dashboara 10D Swizh LAN = Muitica:

Status

Forward Al Throtling Fillering Prafile Filtering Binding

Moember Ports:
[ 2z |
o VLANID Pom St Port Forbidden Pon Explry Time[sec.} Edit
No data : b R
Sumb Fraime
ST
WAL Agdress Table
Biocked Porl Recover
Available settings are explained as follows:
Item Description
VLAN ID Use the drop down list to specify a VLAN profile (created in

Switch LAN>>VLAN Management>>Create Vlan) that the MLD
querier belongs to.

Type Static - Specify LAN Port (GE/LAG) to send out query to
remote host.

Forbidden - Use the drop down list to specify forbidden LAN
Port (GE/LAG).

Member Ports Use the drop down list to choose the uplink ports where
querier router exists.

Add Click it to display the result based on the settings configured
above.

Port Display the static port member specified in Member Ports.

Expire Time (sec.) Display the time before querier is considered no longer
existed.

Edit Click the icon under Edit to modify the settings for the

selected VLAN profile.
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11-7-2-6 Forward All

This page is allowed to determine which port(s) would like to receive the data (multicast
packets) that forwarded by VigorSwitch.

Aml.mm_ Agmin P2I21 oeaan [

Dashboard () Fwich LAN » Muitcast » IOMP Snoaping > Forward Al

Slatus
 Satich LAN i
i":f,':n."rgs:r(ﬁ i

General St

M Sestting

Bocknd PO Rt ovar

JOMP Crerier Setling 1GNP Croup Tible

Available VLAN:
Static Porns:

Farbigden Ports

Static Port Forbidden Port

GEGES a.

Edit

Available settings are explained as follows:

Item

Description

Available VLAN

To display all of the available VLAN, the State must be set as
Enabled in MLD Setting first.

Use the drop down list to specify a VLAN profile (created in
Switch LAN>>VLAN Management>>Create Vlan) that
multicast packets will be forwarded to.

Static Ports

Use the drop down list to specify LAN Port (GE/LAG).

Later, the multicast packets will be delivered to the network
device connected by these ports.

Forbidden Ports

Use the drop down list to specify forbidden LAN Port
(GE/LAG).

Later, the multicast packets will not be delivered to the
network device connected by these ports.

Add

Click it to display the result based on the settings configured
above.

Edit

9 - Click it to modify port setting (static port and forbidden
port).

@ - Click it to remove the selected entry.

VigorSwitch P2121User’s Guide

63



[I-7-2-7 Throttling

The administrator can configure the user on a switch port (GE/LAG port) belonging to which
multicast group and restrict the number of multicast group that the user on the switch can
join. Then the administrator is able to control the network service (e.g, IP/TV service) that

the user can enjoy.

The Throttling page is used for configuring the maximum number (0~255) of IGMP group that a
user on a switch port can join. After defined the maximum number, each switch port
interface can be set to deny the IGMP join report or set to replace randomly selected
multicast interface with received IGMP join report.

KM Quenar Setting IGMP Static Group HIMF Group Tabie 1GMP Router Tate Forward Al Hitenng Bndng

Max Group:

Exceed Action:

MAL Agdress Tabla

Blockes Port Recover

{0 . 258)

& Deny O Reploce

Max s Exceed Act Edit
Do ]

Den 2

3 Dem 7]
Do ]

Des ]

o 2

Deny ]

5 Den ]
Do ]

Available settings are explained as follows:

Item Description
Ports Use the drop down list to specify LAN Port (GE/LAG).
Max Group Define the maximum number of IGMP group profile that a user

on the switch can join. If “0” is selected, then such interface
(port) can join all of the IGMP group profiles (defined in
Filtering Profile).

Exceed Action

VigorSwitch will perform the action defined below when the
number of IGMP join report for the specified interface exceeds
value defined in Max Group.

Deny - It is default setting. The IGMP join report (for multicast
service) received by such interface will be discarded.

Replace - When it is selected, a new group with IGMP report
received will replace the existing group.

Apply

Apply the settings to the switch.

Edit

9 - Click it to modify port setting (max group and exceed
action).
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Edit Port GE1

Max Group

Exceed Action:

[I-7-2-8 Filtering Profile

The administrator can configure the user on a switch port (GE/LAG port) belonging to which
multicast group and restrict the number of multicast group that the user on the switch can
join. Then the administrator is able to control the network service (e.g, IP/TV service) that
the user can enjoy.

The filtering profile page allows to configure up to 128 IP-group (for multicast servie) profiles
(starting and ending point within an IP range shall be specified). Each IP group profile can be
set for permission of / denial of network service respectively.

In addition, such filtering profile is only effective for controlling the query for multicast. It
has nothing to do with the general IGMP query.

Auio Logoat :_ Admin P21 mansz [ B>

Dashboara ) Swizn LAN = Multicast » KGWP

HGMP Quorior Setting IGMP Static Group IGMP Group Tabhe IGMP Roudesr Table: ard A Filloring Profil: Filleting Binding

General Setup Profile 10: - 128)

start Address:

End Address:

[~z ]
Profile 1D Start Address End Address Action Cdit
224001 224002 Aliaw Qe
1P
MAL Agdress Tabla
Hlockea Port Recover
Available settings are explained as follows:
Item Description
Profile ID Use the drop down list to select one filtering profile (1~128)
for IGMP snooping.

Start Address Enter an IP address as the starting point for the IP range.
End Address Enter an IP address as the ending point for the IP range.
Action Deny - It is default setting. The forwarding request of

multicast traffic will be discarded.

Allow - When it is selected, the request for multicast traffic
will be forwarded to the multicast group normally.

Add Click it to display the result based on the settings configured
above.

Edit
e - Click it to modify port setting (max group and exceed

VigorSwitch P2121User’s Guide 65



action).

Edit Profile 1

Start Address:
224001
End Address:
224002
Action:
Allow -

11-7-2-9 Filtering Binding

This page allows the network administrator to select a filtering profile for LAN/GE port to
process multicast traffic.

MIMF Giroup Tatilo IGME Rougar Tabko iy Theniing Filtaning Profiia

Fof ety Brofie 0 - Enaie
Minee
[ coct ]
Pt Buulite 113 Fit
== = P
GE2 (]
GE - 9
GE4 = @
GEs @
3E6 2
GET a2
L GER @
MAL Addrets Tabk GEY “ a9
ey = o

Available settings are explained as follows:

Item Description
Ports Use the drop down list to specify LAN Port (GE/LAG).
Profile ID Use the drop down list to choose the filtering profile for the

select port/interface.

Enable - Check this box first to make profile ID selection be
available for choosing.

Apply Apply the settings to the switch.
Edit

e - Click it to modify port setting (enabling / disabling filter
function and choosing a profile for such interface).
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Disable

Edit Port GE1

Filter:

Profile:
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[I-7-3 MVR

Multicast VLAN Registration (MVR) can route packets received in a multicast source VLAN to
one or more desination VLANs. LAN users are in the destination VLANs and the multicast
server is in the source VLAN.

MVR can continuously send multicast stream for traffic in the multicast VLAN, but isolate the
streams from the source VLANs for bandwidth and security reasons.

In general, MVR is able to:
® |dentify the MVR IP multicast streams and their associated IP multicast group.

® Intercept the IGMP messages

[I-7-3-1 Property

This page allows the network administrator to configure general settings for MVR, such as
enabling function, selecting VLAN ID (as source VLAN) and specify IP address(es) for
receiver/LAN users.

Proguirty Soltings

State: # Fnable Disabie

VLAN ID: dedaul(1)

Mo & Compatible © Dynamic

Group Start:

Group Count: % 1-120)

Query Time: (110 sec)

Jumbe Frame Mg 128
STF Current
AL Ageress Tabie

Hiccked Part Recaver

Available settings are explained as follows:

Item Description

State Enabled - Click it to enable the MVR function.
Disabled - Click it to disable the MVR function.

VLAN ID Choose one VLAN profile from the drop down list as multicast
source VLAN which will receive multicast data. All source
ports must belong to this VLAN. The default is VLAN 1.

Note: Each VLAN ID shall be configured with group address
and member port (defined in MVR>>Group Address page).

Mode There are two modes offered for MVR operation.

Comaptible - Multicast data received by MVR hosts
(multicast server) will be forwarded to all MVR receiver
ports.

Dynamic - Multicast data received by MVR hosts (multicast
server) on Vigor switch will be forwarded from those MVR
data and client ports grouped under MVR server.
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Group Start Enter an IP address. Any multicast data sent to this IP
address will be sent to all source ports on Vigor switch; and
all receiver ports will accept /receive data from that
multicast address.

Group Count Select a number to configure a contiguous series of MVR
group addresses (the range for count is 1 to 128; the default
is 1).

Query Time Use the drop down list to define the maximum time (1 - 10

seconds) to wait for IGMP report members on a receiver port
before the port is removed from multicast group.

Apply Apply the settings to the switch.

Operation Group Display group information for MVR operation.

[1-7-3-2 Port Setting

It is necessary to specify destination port and source port (GE/LAG) for Vigor system to
perform MVR operation.

Caneral Setun Ponis:

Role: * Nene Recelver Source

Immediate Leave: Fmable & Disable

[ Acov |
Role Immediate Leave Edit
LT a
@
No 9
Desabaleed 9
Mana Disablad a
Mans Cuzablad 6
&R GET Nans Dizabled
MAC Agoress Taoke GFR Nona Disabilod
Mhﬂ Recover GES Noana Dessiabiled 9
Available settings are explained as follows:
Item Description
Ports Use the drop down list to select LAN Port (GE/LAG). Later,

each port can be set as Recevier or Source port respectively. If
you do not satisfy with the port setting, simply click the Edit
button to make the modification.

Role None - Noting will be happed to the selected LAN port in MVR
operation.

Receiver - The selected port will be treated as destination
port which will receive multicast data from the multicast
server.

Source - The selected port will be treated as source port
which will send multicast data to the receiver port.

Immediate Leave Enabled - Enable the function fo immediate leave. When the
port (with the role of receiver) receives the leave message, it
will be removed from multicast group to speed up leave
latency.

Disabled - Disable the function of immediate leave.
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Apply Apply the settings to the switch.

Edit 9
- Click it to modify port setting (role and immediate
leave).
Edit port GE1
Role:
None -
Immediate Leave:
|| Disable -

[1-7-3-3 Group Address

This page allows the network administrator to configure IP address and specify port member
for VLAN selected in MVR>>Property page.

Auto me:_ Adein P11 manm i B

Dashboard

Status

Ganaral Sulup VLAN ID: 1
Port Sefting Group Address:

10.0.0.0 - 0.0.0.0)

Mombur:

o
Group Address Member Type Life (Sec.) Edit
ST
WAL Agdress Table
Biocked Porl Recover
Available settings are explained as follows:
Item Description
VLAN ID Display the ID number of the VLAN.
Group Address Define a range of IP address(es) with the format of
XXX XXX XXX XXX = XXX XXX XXX XXX
Member Choose GE/LAG port to be grouped under the selected VLAN.
Add Click it to display the result based on the settings configured
above.
Edit

e - Click it to modify the settings.

VigorSwitch P2121User’s Guide



1I-7-4 MLD Snooping

MLD snooping does the same thing as IGMP snooping. The difference is that IGMP snooping
acts on IPv4 packets; MLD snooping acts on IPv6 packets. MLD snooping is the process of
listening to Multicast Listener Discovery network traffic. It can examine IPv6 packets and
forward these packets to designate location via VLAN port members.

Multicast packets (IPv6) transmission without MLD snooping Multicast packets (IPv6) transmission with MLD snooping

— 1 — 8
s#=""Visor router w52 ""\ioor router
Source Source
MLD
Snooping

VigorSwitch

= = =

o &1\\ C')-'\\

Receiver: Host A Host B Receiver: Host C Receiver: Host A Host B Receiver: Host C

[ Multicast Packet
—

[1-7-4-1 MLD Setting

This page allows the network administrator to enable/disable MLD Snooping function, select
snooping version, and enable/disable snooping report suppression.

mse [

Dasnboard © Swizh LAN > Muticast » MLD Snooping > MLD Saring

MLD Sedting MLD Stalic Gioup MILD Group Tabdhe MLD Router Tkl Forward Al Throtting Fillesing Profile Filhring Rinding

State: Enable = Lisable
Version: & MLDv1 MLDv2
Report Suppression: = Enable © [isable

VLAN Setting

MLD Snooping Router Port Query Quary Query Max Last Member Last Member
VLANID Ciparational §... Auto Learn Robustness Interval Response Inte... Query Counter Quary Intarval Immediate Leave Edit

Disabled Enabled 2 125 10 2 1 Disabled 2

Available settings are explained as follows:

Item Description

State Enabled - Click it to enable the MLD snooping function.
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Disabled - Click it to disable the MLD snooping function.

Version

VigorSwitch supports two versions of MLD snooping.

MLDv1 - When it is selected, VigorSwitch will detect packets
controlled by MLDv1 and bridge the traffic to IPv6 destination
defined with multicast address(es).

MLDvZ2 - When it is selected, VigorSwitch will detect packets
controlled by MLDv1 and forward the traffic to destination
defined with multicast address(es).

Report Suppression

Enabled - Click it to allow the switch to handle MLD reports
between router and host, suppressing bandwidth used by MLD.

Disabled - Click it to disable the function.

Apply

Click it to display the result based on the settings configured
above.

Edit

9 - Click it to modify the settings for the selected VLAN ID
(GE/LAG port).

| Edit VLAN ID 1 |

MLD Snooping State
| Disable - |

Router Ports Auto Learn
| Enable - |

Query Robustness (Operational: 2)

2 (1-7, default 2)

Query Interval (Operational: 125)

Sec (30-18000, default 125)

(o]
on

Query Response Interval (Operational: 10)

10 Sec (5-20, default 10}

Last Member Query Counter (Operational: 2)

2 Sec (1-7, default 2)

| Last Member Query Interval (Operational: 1)

Sec (1-25, default 1)

Immediate Leave:

Disahle -

MLD Snooping State - Enable/disable the MLD snooping
function for the selected port.

Router Ports Auto Learn -Set the enabling status of IGMP
router port learning. Choose Enable to learn router port by
MLD query.

Query Robustness - Set a number which allows tuning for the
expected packet loss on a subnet.

Query Interval - Specify the time interval for VigorSwitch to
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send out general MLD query to the host (responsible for
responding). Later, based on the response, VigorSwitch can
forward the traffic through ports in VLAN.

Query Response Interval - Specify the time interval for
VigorSwitch to receive the query response from the host. If
time is up and no response received, the packets will be
blocked and discarded.

Last Member Query Counter - After quering for specified
times (defined here) and still not receiving any response from
the subscribed member, VigorSwitch will stop transmitting
data to the related GE port(s).

Last Member Query Interval - The maximum time interval
between counting each member query message with no
responses from any subscribed member.

Immediate Leave - Click Enable to enable the function of
immediate leave. When the GE/LAG port receives the leave
message, it will be removed from multicast group to speed up
leave latency.

OK - Apply the settings to the switch.

Cancel - Close the page and return to previous page.

[1-7-4-2 MLD Static Group

The MLD static group is allowed to assign a VLAN/port as a specific IPv6é multicast member.
Every IPv6 multicast stream that belongs to the specified group IP address will be forwarded
to the specified port/VLAN member.

MLD Stabe Group

VLANID:

Group IP Addrevs:

Mambar Ports:

)| VLANID

Biocked Por Recover

Admin

P oosx [}

MLE Group Tatke

ML Roetor Tatie Forwan A

Grous IP Address Madily

Available settings are explained as follows:

Item

Description

VLAN ID

Use the drop down list to specify a VLAN profile (created in
Switch LAN>>VLAN Management>>Create Vlan) as MLD
Static Group.

However, if State in MLD Setting is not set as Enabled, such
option will be disabled and no ID can be selected.

Group IP Address

It is an identifier for the group member. Packets sent to such
address will be transferred to all interfaces defined in Member
Ports.

Specify the IPv6 multicast address you wish to assign for the
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static group (defined in VLAN ID).

Member Ports

Use the drop down list to specify interaces (GE/LAG) for
receiving the packets from group IP address.

Add

Click it to display the result based on the settings configured
above.
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[1-7-4-3 MLD Group Table

This page shows currently known and dynamically learned by MLD snooping or shows the
assigned IP6 multicast address group in operation.

Auto Logout : _ Admin Leavs) nosear [ =

Disbiczard ) Switch LAN = Mullicast = MLD Snooping > MLD Group Ttk

Fitering Prafiie I Fitering Binding

Group IP Address Member Ports Type Life{sec.)

Jumbe Frame

STP
MAL Address Tadke

Hiccked Part Recaver

Available settings are explained as follows:

Item Description

VLAN ID Display the name of VLAN configured in MLD Static Group.

Group IP Address Display the IP adderss defined in MLD Static Group.

Member Ports Display all of the interfaces defined in MLD Static Group.

Type Display if it is dynamically learned or statically assigned.

Life(sec.) Display the life time of this multicast member left if no
membership report sent again.
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11-7-4-4 MLD Router Table

This page is allowed to configure VLAN profile by specifying static/forbidden ports for the
router (MLD querier).

MLD Salling Filloring Profie [ Filloring Binding

Type: * sttic o Forbigden

 VLANID Port Statle Port Forbldden Port Explry Thme{sec ) Edit

Available settings are explained as follows:

Item Description

VLAN ID Use the drop down list to specify a VLAN profile (created in
Switch LAN>>VLAN Management>>Create Vlan) that the MLD
guerier belongs to.

Type Static - Specify LAN Port (GE/LAG) to send out query to
remote host.

Forbidden - Use the drop down list to specify forbidden LAN
Port (GE/LAG).

Member Ports Use the drop down list to choose the uplink ports where
querier router exists.

Add Click it to display the result based on the settings configured
above.

Port Display the static port member specified in Member Ports.

Expire Time (sec.) Display the time before querier is considered no longer
existed.

Edit

e - Click it to modify the settings for the selected entry.
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11-7-4-5 Forward All

This page is allowed to determine which port(s) would like to receive the data (multicast
packets) that forwarded by VigorSwitch.

Auto Logout : [ v A Learal nasTEa 1 &
Dasnioarg 10 Stz LAN » Multicast » MLD Snocoing » Forward Al
Status
MLD Group Tabie [l MLD Router Table Theoming [ Fiteang Profie [l Fatenng Binang
Guneral Sutup Availabile VLAN:
Port Sefting

Statlc Ports:

Forbidden Pons:

[ 2 |
Satle Port Forbidden Pon Edit
STF
Bilocked Porl Recover
Available settings are explained as follows:
Item Description
Available VLAN To display all of the available VLAN, the State must be set as

Enabled in MLD Setting first.

Use the drop down list to specify a VLAN profile (created in
Switch LAN>>VLAN Management>>Create Vlan) that
multicast packets will be forwarded to.

Static Ports Use the drop down list to specify LAN Port (GE/LAG).

Later, the multicast packets will be delivered to the network
device connected by these ports.

Forbidden Ports Use the drop down list to specify forbidden LAN Port
(GE/LAG).

Later, the multicast packets will not be delivered to the
network device connected by these ports.

Add Click it to display the result based on the settings configured
above.

Edit e
- Click it to modify port setting (static port and forbidden
port).

@ - Click it to remove the selected entry.

11-7-4-6 Throttling

The administrator can configure the user on a switch port (GE/LAG port) belonging to which
multicast group and restrict the number of multicast group that the user on the switch can
join. Then the administrator is able to control the network service (e.g, IP/TV service) that
the user can enjoy.

The Throttling page is used for configuring the maximum number (0~255) of MLD group that a
user on a switch port can join. After defined the maximum number, each switch port
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interface can be set to deny the MLD join report or set to replace randomly selected multicast
interface with received MLD join report.

Jumbe Frame

STP.
MAL Adoress Taoke

Hlocked Part Recover

aloa ol elea ela
B oEe @ ne R M

Pas:

Max Group:

MLU Group Tabéa MLD Houter latke Thrattling Fitenng Frafiie Fiflering Hinding

0 - 296)

e

Max Groug Excood Act Edit
Deny a

Den @

Den: a

=5 Den: @
4 Dy [ ]

Deny @

Dieny []

%6 Deny 9
0 )

Available settings are explained as follows:

Item Description

Ports Use the drop down list to specify LAN Port (GE/LAG) for
applying throttling feature.

Max Group Define the maximum number of MLD group profile that a user

on the switch can join. If “0” is selected, then such interface
(port) can join all of the MLD group profiles (defined in
Filtering Profile).

Exceed Action

VigorSwitch will perform the action defined below when the
number of MLD join report for the specified interface exceeds
value defined in Max Group.

Deny - It is default setting. The MLD join report (for multicast
service) received by such interface will be discarded.

Replace - When it is selected, a new group with MLD report
received will replace the existing group.

Apply

Apply the settings to the switch.

Edit

e - Click it to modify the settings for the selected entry.

[I-7-4-7 Filtering Profile

The administrator can configure the user on a switch port (GE/LAG port) belonging to which
multicast group and restrict the number of multicast group that the user on the switch can
join. Then the administrator is able to control the network service (e.g, IP/TV service) that

the user can enjoy.

The filtering profile page allows to configure up to 128 IP-group (for multicast servie) profiles
(starting and ending point within an IP range shall be specified). Each IP group profile can be
set for permission of / denial of network service respectively.

In addition, such filtering profile is only effective for controlling the query for multicast
traffic. It has nothing to do with the general MLD query.
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Profile ID

MLD Router Table Fiftering Binding

Profile 10; 1-128)
Start Addriss:
End Agdress:

Action: & Allow Deny

Start Address End Address Aetlon Edit

21 f2:2 Asow 20

Available settings are explained as follows:

Item Description

Profile ID Use the drop down list to select one filtering profile (1~128)
for MLD snooping.

Start Address Enter an IP address as the starting point for the IP range.

End Address

Enter an IP address as the ending point for the IP range.

Action Deny - It is default setting. The forwarding request of
multicast traffic will be discarded.
Allow - When it is selected, the request for multicast traffic
will be forwarded to the multicast group normally.

Add Click it to display the result based on the settings configured
above.

Edit

9 - Click it to modify the settings for the selected entry.

VigorSwitch P2121User’s Guide

79



[I-7-4-8 Filtering Binding

This page allows the network administrator to select a filtering profile for LAN/GE port to
process multicast traffic.

ML Setting MLL Static Group MLD Group Tabia MLD Router Table Thratting Fitaring Frafile

(General Setup Ports:

LI Profile 10; F: = Enabie
Lo (o]
Port Profile |0 Cdit
GEY a2
GE2 o a
GE2 - ]
GE4 9
GE: ]
= o
GET e 9
SIP GE ]
MAC Address Tatle aE o
Hiocked Port Recaver &t o
Available settings are explained as follows:
Item Description
Ports Use the drop down list to specify LAN Port (GE/LAG).
Profile ID Use the drop down list to choose the filtering profile for the

select port/interface.

Enable - Check this box first to make profile ID selection be
available for choosing.

Apply Apply the settings to the switch.
Edit

9 - Click it to modify port setting (enabling / disabling filter
function and choosing a profile for such interface).

Edit Port GE1

Filter:
Enahle -

Profile:
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11-8 Jumbo Frame

This page allows a user to configure switch port jumbo frame settings.

11350 O

) Swith LAN = Jumbo Frame = Jumbd Frame Sefieg

- it Frme: Sothog

Jumbo Frame (Bytes): N85 11526 10000)

Hubcast
o

b 11

MAL Adedress Tabin

[Glocked Port Recover

ONVIF Survelllance

Secunity

AGL

QoS

Available settings are explained as follows:

Item Description

Jumbo Frame (Bytes) Enter Jumbo frame size. The valid range is 1526 bytes - 9216
bytes.

Apply Apply the settings to the switch.
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The Spanning Tree Protocol (STP) is a network protocol that ensures a loop-free topology for
any bridged Ethernet local area network.

Bridge Protocol Data Units (BPDUs) are frames that contain information about the Spanning
Tree Protocol (STP). Switches send BPDUs using a unique MAC address from its origin port and
a multicast address as destination MAC (01:80:C2:00:00:00, or 01:00:0C:CC:CC:CD for Per
VLAN Spanning Tree).

For STP algorithms to function, the switches need to share information about themselves and
their connections. What they share are bridge protocol data units (BPDUs).

BPDUs are sent out as multicast frames to which only other layer 2 switches or bridges are
listening. If any loops (multiple possible paths between switches) are found in the network
topology, the switches will co-operate to disable a port or ports to ensure that there are no
loops; that is, from one device to any other device in the layer 2 network, only one path can
be taken.

11-9-1 Properties

This page allows a user to configure and display Spanning Tree Protocol (STP) property
configuration.

ml.mn:- Admin PHH nisaz [i B
Dashiooard 1 Swikh LAN = STP > Procedies

Stats

Port Advanced Setting k. 3 M3T Instande MST Port Sefting

STP Modu: * Disable sme RSTP MSTR
BPDU Handimg * Flooding © Fitering

PahCast Method Short # Long

s @

Available settings are explained as follows:

Item Description

STP Mode Set the operating mode of Spanning Tree (STP).

Disabled - Disable the STP operation.

STP - Enable the Spanning Tree (STP) operation.

RSTP - Enable the Rapid Spanning Tree (RSTP) operation.
MSTP - Enable the Multiple Spanning Tree Protocol (MSTP)
operation.

BPDU Handling Specify the BPDU forward method when the STP is disabled.
Filtering - Filter the BPDU when STP is disabled.

Flooding - Flood the BPDU when STP is disabled.
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PathCost Method

Specify the path cost method.

Long - Specifies that the default port path costs are within the
range: 1~200,000,000.

Short - Specifies that the default port path costs are within
the range: 1~65,535.

Apply

Apply the settings to the switch.

11-9-2 Port Setting

This page allows the user to configure and display Spanning Tree Protocol (STP) port settings.

Dahbaarg ey
© swtcn L

Hatug

Gl Setup

Port Setting

Link Aggragation
VLAN Maragemant
EEE
Matticast
Jumbd Frame
=)
MAL Address Tabia
Blocked Port Retover
CNVIF Survedlance
Security
Port
ACL

05

Path Cost {0 = Auto):

Prioaity:

Edge Port:

PzP Option:

BPDU Filter:

BPDU Guard:

Pams:

Admin Enable

Ensbizd

Graril i 0 B
MST instance.
Yes No
Auto Yes HNo
Yes
You
Path Cost Priority Edge Port P2P Opalon BPDU Flker BPDU Guard Edit
No Auta Disabled Disabiad ]
Auto Chaablod Disabod a2

Available settings are explained as follows:

Item

Description

Ports

Use the drop down to specify the interface ID or the list of
interface IDs.

Path Cost (0=Auto)

Path cost is the cost of transmitting a frame on to a LAN
through that port. It is recommended to assign this value
according to the speed of the bridge. The slower the media,
the higher the cost. Entering 0 means the switch will
automatically assign a value.

Priority

Specify a priority value for the switch. The smaller the priority
value, the higher the priority and greater chance of becoming
the root.

Edge Port

In the edge mode, the interface would be put into the
Forwarding state immediately upon link up. If the edge mode
is enabled for the interface and there are BPDUs received on
the interface, the loop might be occurred in the short time
before the STP state change.

Yes - Enable the function.
No - Disable the function.

P2P Option

Auto - VigorSwitch determines the STP of link type for this
port automatically.

Yes - It means the STP of link type on this port is full-duplex
and directly connect to another switch or host.
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No - It means the STP of link type on this port is “not”
full-duplex and “does not” directly connect to another switch

or host.

BPDU Filter Yes - Drop all BPDU packets and no BPDU will be sent.

BPDU Guard Yes - BPDU Guard further protects your switch by turning this
port into error state and shutdown if any BPDU received from
this port. Check it to enable such function.

Apply Apply the settings to the switch.

After clicking it, the settings configured above will be shown
on the table below.

Ports Use the drop down to specify the interface(s) for applying the
function of Migrate.

Migrate Click it to force the port(s) specified above to send one RSTP
BPDU (Rapid Spanning Tree Protocol Bridge Protocol Data
Unit).

Admin Enable YES - Such port is managed by VigorSwitch.

Edit Click it to modify the settings for the selected GE port.

128

M

Auta

Edit Port GE1

Path Cost (0 = Auto)

L]

Priority

Edge Port

PZ2P Option

BPDU Filter: []ves

BPDU Guard: ]ves
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11-9-3 Bridge Setting

This page allows the network administrator to configure required information to negotiate
with other VigorSwitch for determining the bridge switch.

e [ G

Puorl Solfing 1 Slalkdics 3 MET Port Sefting

General Setup Prigaity: £y
Forward Delay: . [4-30)
Max Age: P (640}

Tx Hold Count: B 110}

EEE Helto Time: 2 110}

MAC Address Tabie

Blocked Port Recover
: Designated Bridge O 0/00:00-00:00:00.00

ONVIF Survellance

Raot Port
Socurily

Max Heps 0
ACL

Rema
o

Available settings are explained as follows:

Item Description

Priority Specify the bridge priority. The valid range is from 0 to 61440,
and the value should be the multiple of 4096. It ensures the
probability that the switch is selected as the root bridge, and
the lower value has the higher priority for the switch to be
selected as the root bridge of the topology.

Forward Delay Specify the STP forward delay time, which is the amount of
time that a port remains in the Listening and Learning states
before it enters the Forwarding state. Its valid range is from 4
to 10 seconds.

Max Age Specify the time interval in seconds for a switch to wait the
configuration messages, without attempting to redefine its
own configuration.

Tx Hold Count Specify the tx-hold-count used to limit the maximum numbers
of packets transmission per second. The valid range is from 1
to 10.

Hello Time Specify the STP hello time in second to broadcast its hello

message to other bridge by Designated Ports. Its valid range is
from 1 to 10 seconds.

Apply Apply the settings to the switch.
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11-9-4 Port Advanced Setting

This page allows user to edit general setting of STP CIST port and browser CIST port status.

malmm:_ Admin P2 nawn [ B
Bwich LAN = BTP > Part Advanced Selling

MEST Instance MST Port Setting

Port :’I’I“rli:sl:ll:l::iil}] :;‘:ﬂ;‘;l! Designoted R... Root Path Cost Deslgnated B... :doi;';;;‘f ::’10:':)!’;2" Por Riole Port State Edit
SE1 0 4 20000 0/ o o0 0 0/ 00-00-00:00:0 o/ Na Auta { No Disabed ]
GEZ Tesatbied ]
33 2 Dhesaabaodd ]
— GE4 514 Aut 1 ]
it GES Auta | No Disabed ]
Jeimia Frame GES Auta | No Disabed (]
_| GET 7 Auta | No Disabed (]
TS GED Auto | Yes Disabed [+]
SR GES A Na abad a
e GE1 Auiter | Yo thod [+]
'. : o 31 puta | Na bl [
Secat 31 fute | Na sabed [ (]
ACL Gt Auto | No sabed Disa (]
903 LAG: Auta | No Drzabed Diisal ]
Available settings are explained as follows:
Item Description
Port Display the interface number for GE and LAG.
Indentifier(Priority/ID) Display the spanning tree port identifier.
Path Cost Conf/Oper Display current path cost of given port.
Designated Root Bridge Display the identifier of designated root bridge.
Root Path Cost Display the operational root path cost.
Designated Bridge Display the identifier of next bridge on this port.
Edge Port Conf/Oper Display if this port is configured as Edge of STP network, for
speed up link up.
P2P MAC Conf/Oper Display if this port is configured as point to point link to
another switch or host.
Port Role Display current port role on the specified port. The possible
values will be: “Disabled”, “Root”, “Designated”,
“Alternative”, and “Backup”.
Port State Display current port state on the specified port. The possible
values will be: “Disabled”, “Discarding”, “Learning”, and
“Forwarding”.
Edit Click it to modify the priority setting for the selected GE port /
LAG port.
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11-9-5 Statistics

This page displays STP statistics.

1izzas [1 Co

M3 Instance M3 Port Setting

Port Configure DFDUs Rx. TCHN BPDUs Rx. Configure DPDUs Tx. TCH BFDUs Ta.

GE1 i ] 0 ]
ki GE2 0 ] 0
Link Aggengation GEF C
VLAN Managermant GE4 1] o 0 0
EEE G o o 0 o
Malicast = 0 " 7
N O e GET 0 0 ] 0

(&) o [ o
MAC Addreis Tabio

GEID o o o o
Blocked Porl Retovs

GEN 0 0 0
OMVIF Surmitancy

GE12 o 0 o
Security

LAG1 o o
ACL

LAG2 0 o 1] 0
i LAG3 ] o 0 ]

Available settings are explained as follows:

Item Description

Port Display the port number (GE / LAG).

Configure BPDUs Rx. Display the counts of the received CONFIG BPDU.
TCN BPDUs Rx. Display the counts of the received TCN BPDU.
Configure BPDUs Tx. Display the counts of the transmitted CONFIG BPDU.
TCN BPDUs Rx Display the counts of the transmitted TCN BPDU.
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11-9-6 MST Instance

MSTP allows traffic of different VLAN to be mapped into different MST Instances. VigorSwitch
supports up to 16 independent MST instances (0~15) with which the VLAN can be associated.

n210 i G

Diasnboard

MSTI || Priority

1] 32TEE
iomos 1 3768
Link Aggregalion 2 32768
it i 3 12760
L 4 33768
Wluitcast 3 A3TRE
Jumba Frame B 3276
MAD Address Table 8 2760
Bnckad Por Recovor 9 TR
ORVIF Sunsillance w 12168
Sesunty n 3I6E
ACL 12 32768
o 17 32768
Uriri 14 12760

MET Instance

Birielgge deaifiter Roat Part

327658-00:10:A:00:2...  0-00-00:00:00-00:00 Ni&

32758-00:10:A%:00:2,..  0-D0000:00:00:00:00 Ni&

2758001048002, 0-D0:00:00:00-00:00 Mi&

1768001048002, C-00:00:00:00:00:00 s

3276800 1D AAD0 2 0-00 00 00 NiA

ATEAO0IDAATD 2 D00 05000 00 00 00 NiA

32758-00:10:A%:00:2...  0-D0000:00:00:00:00 Ni&
2758001044002, 0-D0-00:00:00-00:00 Mid,
1276001044002 Nisy

2

Q0 1D:AAD0-2 NiA

A2TEE001DAADD 2 MNiA

12168-00:10:AA:00:2 0-00:00:00:00-00:00

12758-00:10:45:002.  0-D0-00:00:00:00:00 Ni&

1760001048002, C-00:00:00:

1276800 1D-AAD0-2 0-D0-00:00:

Available settings are explained as follows:

Root Path Cost

o> o a a o

MET Porl Setling

Resnaining Hop || VLAN

1-4094

e o o o o a

ol o o a

FOQO0 QPO OQQOODROR

Item Description

MSTI Display the index number of MST Instance. Each MSTI can have
one or multiple VLANSs.

Edit

port / LAG port.

e - Click it to modify the priority setting for the selected GE

32788
32768-00:1D:AADD:2B:0A

0-00:00:00:00:00:00

Edit MSTI 1

; VLAN

(1- 4004, st 0 to cancel)

Priority

(0 - 61440, default 32768)

| Bridge Identifiter

Designated Root Bridge

Root Port

Root Path Cost

Remaining Hop

VLAN - Enter the ID (1-4094) of the VLAN which should be
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associated with this MSTI.

Priority - The switch priority for this MST instance. A lower
number gives the switch higher chance to be chosen as the
root bridge.

Bridge Identifiter - Display the priority of MSTI instance
number + MAC address of the switch.

Designated Root Bridge - Display the Bridge Identifier of the
root bridge.

Root Port - Display the port toward the root.

Root Path Cost - Display the path cost toward the root.
Remaining Hop - Display the remaining hop count in BPDU.
OK - Save the modifications.

11-9-7 MST Port Setting

MST Port Settings is used to configure the GE port / LAG group settings for each MST instance.
The table displays the MST parameters for each port.

nz2es 0

Dashuoard ©) Switch LAN > STP = MST Port Sefting

Status

General Setup
Port Setting
Mirror
Link Agoregation Fort
VLAN Management GE1
EEE GE2
cE3
Multcast o
GE4
Jumbo Frame
=
GE&
MAC Address Table
GET
Blocked Port Recover
GE&
ONVIF Survelllance
GE%
Security
GE110
ACL
GEN
Qo8
7216 GE12

Port Setting

MSTIE:

Path Cost
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000

20000

Priority

128

Bridge Setting Port Advanced Setting Statistics MST Instance

Port Role Port State Mode Type Desi B... Desi P... Desi: Cow ining Hop
Disabled Disabled RSTP Boundary 0-00:00:00:00-00 1261 20000 20
Disabled Farwarding RSTP Boundary  0-00:00:00:00:00 128-2 20000 20
Disabled Disabled RSTP Boundary 0-00:00.00.00:00 1283 20000 20
Disabled Forwarding RSTP Boundary 0-00:00:00:00:00 1264 20000 20
Disabled Disabled RETP Boundary 0-00:00.00.00:00 1285 20000 20
Disablad Disabled RSTP Boundary 0-00-00:00:00:00: 1286 20000 20
Disabled Drisabled RSTP Boundary 0-00:00:00:00:00 1267 20000 20
Disabled Farwarding RSTP Boundary 0-00-00:00:00:00 128-8 20000 20
Disabled Disabled RSTP Boundary 0-00:00:00.00:00 1259 20000 20
Disabled Forwarding RSTP Boundary 0-00:00:00:00:00 128-10 20000 20
Disabled Disabled RETP Boundary 0-00:00.00.00:00 12811 20000 20
Disablad Disabled RSTP Beundary 0-00-00:00:00:00: 128-12 20000 20

Available settings are explained as follows:

Item

Description

MSTI

Select one of the MST instances.

Edit

9 - Click it to modify the path cost and priority setting for
the port.
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Edit Port GE1

MSTI
{1 |0
2 Path Cost
] | O {1 - 200000000, 0 = Auto)
4 Priority
23 -

MSTI - Display the selected MST instance.

Path Cost - Set path cost value for the port. A port with lowest
value will be used as the forwarding port by spanning tree.
Default value was set according to the bandwidth of the port.

Priority - Among the ports with same path cost, port with
lower priority will have higher chance to be used as the
forwarding port by spanning tree. Use the drop down list to
choose desired priority value.
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11-10 MAC Address Table

This section allows user to view the dynamic MAC address entries in the MAC table, change
related setting, and assign MAC address into MAC table.

1I-10-1 Static MAC Setting

This section allows user to manually assign MAC address into MAC table. The configuration
result will be displayed on the table listed on the lower side of this web page.

) Bwitch LAN = MAC Address Table = Stafic MAS Seliing > Stafe MAC

Li"wm' Port:
VLAN Management m
EEE :
——
Blocked Port Recover
Available settings are explained as follows:
Item Description
MAC Address Enter the MAC address that will be forwarded.
VLAN This is the VLAN group to which the MAC address belongs.
Port Select the port where received frame of matched destination
MAC address will be forwarded to.
Add Click it to add any port into the static MAC table.
Delete Click it to remove the selected port from the static MAC table.
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11-10-2 Dynamic Address Setting

This page allows a user to configure aging time for dynamic MAC address.

nzw [ B

(D) Swezn LAN » MAQ Address Table » Dynamic Address Seting » Dymamic Aderess Setting

Drynamic Address Setting

Aging Tama:

(ERFIT]

Blocked Port Recaver

CAVIF Syl ko

Available settings are explained as follows:

Item Description

Aging Time Enter the Dynamic MAC address aging out value (5-32767
seconds).

Apply Apply the settings to the switch.

11-10-3 Dynamic Learned

This page displays the MAC address and port number automatically learned by VigorSwitch.

1532767

CNVIF Surveillance

Available settings are explained as follows:

Item Description

MAC Address Display the MAC address that will be forwarded.
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VLAN Display the VLAN group to which the MAC address belongs.

Type Display whether the MAC address is Dynamic (learned by the
Switch) or Static Unicast (manually entered in the Static MAC
Forwarding screen).

Port Display the port to which this MAC address belongs.

Add to Static

Click this button to add any port into the static MAC table.
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11-11 Blocked Port Recover

This page is used for configuring settings to recover the port which is being blocked by the
following functions after a defined period of time.

35 [ G

Diasnpoard (D) Swacn LAN > Blocke

Biocked Port Recover

Recovery Interval: X Sec (30 - BGA00)

Status

General Setup

P Sering BPDU Guard: Enable

1 Solf Loop: Fnable

Link A 5 Broadcast Flood: Cnable

VLAN Management
EEE Unicast Fiood: Enable

Unknown Multicast Flood: Cnable

Wlicast ACL: Enable
Ao R Port Sncurity: Enabili
- HEP Rate Linmit Fnalile

MAC Address Tabts ARP Rate Limit Cnable

Hiocked Porl Recover m
ONVIF Survelllance ¥

Socury

ACL

03

Available settings are explained as follows:

Item Description

Recovery Interval The port being blocked will be able to receive and send traffic
after the time period configured here.

BPDU Guard Enable - Recover the port being blocked by BPDU Guard after

the time set in Recovery Interval.

Self Loop Enable - Recover the port being blocked by self loop Guard
after the time set in Recovery Interval.

Broadcast Flood Enable -Recover the port being blocked by broadcast flood
after the time set in Recovery Interval.

Unknown Multicast Flood | Enable - Recover the port being blocked by unknown multicast
flood after the time set in Recovery Interval.

Unicast Flood Enable - Recover the port being blocked by unicast flood after
the time set in Recovery Interval.

ACL Enable - Recover the port being blocked by ACL after the time
set in Recovery Interval.

Port Security Enable - Recover the port being blocked by port security after
the time set in Recovery Interval.

DHCP Rate Limit Enable - Recover the port being blocked by DHCP rate limit
after the time set in Recovery Interval.

ARP Rate Limit Enable - Recover the port being blocked by ARP rate limit
after the time set in Recovery Interval.

Apply Apply the settings to the switch.
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Part Il ONVIF Surveillance
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l1I-1 Topology

ONVIF (Open Network Video Interface Forum), an International standard for current

surve
With
°

°

°

°

illance system industy, focuses on security products based on network IP address.
this feature, VigorSwitch can:

Integrate the ONVIF device and surveillance network

Centralize management of IP video products

View video images directly on VigorSwitch WUI

Offer remote IP video products maintenance

ONVIF devices can be

centralized and managed remotely via VigorSwitch. With a hierarchy

view, the administrator can manage several ONVIF devices and check abnormal traffic
detected by Vigor system.

111-1-1 Status

The status (including port enabled, traffic, downlink, etc.) of the IP cameras and NVRs
(Network Video Recorders) can be seen on this page.

v v D

Dashboard
Status

Switch LAN
|
Video

Device Maintenance

Discovery:
@ Enable

Default Password:

Security

Status
System Maintenance
Diagnostics

el Total Group

Product Registration

Device Information

Port |i Device Name

GE2

© ONVIF Surveiliance = Topology > Status

Default Username:

Throughput Thresheld

Group Information

Admin P2121 13748 [} >

Group All -

Disable

Q PoE & PoE error

5] o]

2 4 6 8 10 12
= 10100m
EE e
1 3 &6 7 9 "

@

0 +Add New Group

Group Name Group Devices Modify

No data available in table

Type Hardware P Port Throughput Port PoE Usage Location Group WModify

CAM DC8-2530L 192 166152 0 Mbps / 0 Mbps 43W

Available settings are

explained as follows:

Item

Description

Discovery

Enable - If enabled, VigorSwitch will automatically detect
ONVIF devices, recognize third party IP cameras and NVR and
integrate ONVIF device(s) to form surveillance network.

Disable - Disable the function of Discovery.

Default Username /
Default Password

Enter a name / password as the default value.

In the entire ONVIF Surveillance menu, VigorSwitch will input
this value in advanced and retrieve data. System administrator
can access the IP device in which the username and password
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are as same as the default values.

However, you can also input another username/password
manually if the IP device username/password is different from
the one you enter in Default Username/Default Password.

Group

Specify a group for displaying group information and device
information under the selected group.

Or, choose the default setting, All, to display information for
all groups.

PoE / PoOE Error

PoE - Display the number of LAN PoE device(s) connected to
VigorSwitch.

PoE Error - Display the number of LAN PoE device(s)
disconnected.

Q FoE PoE error 5

s |
2 4 6

8 10 12
¥ 10/100m
Port: GE2
] 1

Device Type: CAM
Device Name:
Device Hardware: DCS-2530L
MAC: BD:C5:54:44:CD:26
IP: 192.168.1.52

Online: frue

NVR Display the number of NVR device(s) connected to
VigorSwitch. The panel sketch on the screen will display which
LAN port that the NVR device connected.

CAM Display the number of IP camera(s) connected to VigorSwitch.

The panel sketch on the screen will display which LAN port
that the IP camera connected.

Group Information

Total Group

Display the total number of groups.

+Add New Group

A group can contain one (IP camera or NVR, as group leader) to
several devices (IP cameras as group devices).

Click the button to create a new group for managing multiple
devices.

Step (1) - The first page allows you to configure general
settings for a new group.
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+Add New Group I

o

General Setting
Group Name
group_carrie !
Group by

NVR ® IP Camera

Group Leader

GES - DS-D3200VN -

Group Device

GES - DCS-2530L -

ONVIF Device Admin Username

admin F

ONVIF Device Admin Password I

VLAN

Group Name - Enter the name of a group.

Group by - The system will detect the NVR or IP cameras,
and list them on the field of NVR or Group Leader.

NVR/Group Leader - Select an IP device. For the vedio
from IP camera will be recorded on an NVR device, it is
suggested to assign an NVR as the group leader.

Group Device - This field lists all devices (IP cameras)
not included by other group. Select one IP device to
multiple devices or select all the devices for managed by
this group.

ONVIF Device Admin Username/Password - When the
group members share the same username and password,
enter the username and password in these two field for
administration.

Next - Click it to access into next page.

Step (2) - The second page allows you to configure throughput
threshold for the group port. It is helpful for the system
administrator to make the corresponding process if
encountered abnormal situation.
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+Add New Group

Y

Group Ports Throughput Threshold

Apply to All Member Ports

I GES8 Ingress Threshold Mailalert I

i®] Enable Disable

GEB8 Egress Threshold Mailalert

® Enable O Disable
GES8 Ingress Rate (kbps)

16 (16-1000000, multiple of 16)
GE8 Egress Rate (kbps)

16 (16-1000000, multiple of 16)

®  Apply to All Member Ports - Check the box to apply the
throughput threshold setting to all member ports.

® GE# Ingress Threshold Mailalert - Click Enable to set the
ingress limit value. When the incoming traffic (packet) of
the GE port reaches the limit, the Vigor System will send
an alert email to the system administrator.

B GE# Ingress Rate - If enabling the ingress threshold
alert, enter the ingress rate as a threshold to send
mail alert.

®  GE# Egress Threshold Mailalert - Click Enable to set the
egress limit value. When the outgoing traffic (packet) of
the GE port reaches the limit, the Vigor System will send
an alert email to the system administrator.

B GE# Egress Rate - If enabling the egress threshold
alert, enter the egress rate as a threshold to send
mail alert.

® OK - Save the configuration and exit the box.

®  Cancel - Exit the box without saving the configuration.

Device Information

Modify Click it to modify the settings of the selected IP device.
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Edit Device - Camera

Online
true
Port
GE9 I
Device Name i
i
Group
No Group -
I Auth Username I

Auth Info for location modify or

Auth Info for location modify or device reboot

Location

Set Location

Settings may not take effect immediately

100 VigorSwitch P2121User’s Guide



l11-2-2 Throughput Threshold

This page is used for set throughput threshold for multiple ONVIF devices managed by

VigorSwitch.
Dashboard ©) oMF Swveillance = Topology > Thioughpt Threshcid
status
Bwitch LAN 4 escavery: Group
o o ® Enabie Disatie
i — | Default Usemame: Q@ PoE 7 4 PoE enor (o]
|
Voo Dt Passwon: 5] 5]
o i & 2 4 8 8 10 12
= 10n00m
. o EEE -
o = Y8 5 7 e

i suts | Thrcugheut Theeshak

Syslen Malntonance

Thioughpu! Thieshokd Selfing

Diagnostics

M el = Mote: Throughput Threshold is to check the rate of a single port. nota single device,

Prochuct Regestration Ports:

Ingress Threshold Mailnlert: Emable # Disable

Egress Threshold Maoilolert: Emable + Disable

@D
Port Current Ingress (kbps) Current Egress (kbps) Ingress Alert Threshold (kb... Egress Alen Threshold (kbps) Moddify
off off 9
ofl ol O
Available settings are explained as follows:
Item Description
Ports Specify one to several GE ports which will be limited by the
threshold configured here.
Ingress Threshold Disable - No mail alert will be sent out.
Mailalert Enable - When the ingress rate reaches the threshold

configured here, Vigor system will send alert mail to specified

mail address.

® Ingress Rate (Kbps) - Enter a value as the threshold of
ingress packets.

Egress Threshold Disable - No mail alert will be sent out.

Mailalert Enable - When the egress rate reaches the threshold
configured here, Vigor system will send alert mail to specified
mail address.

Egress Rate (Kbps)- Enter a value as the threshold of engress

packets.

Apply Save the settings or changes to the switch.

Modify Click it to modify the settings for the selected GE port / LAG
port.
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! Edit Port GE1

Ingress Threshold Alert

1 Enable ® Disable
Egress Threshold Alert

Enable ® Disable

Ingress Rate (Kbps)

16 (16-1000000, multiple of 16)

Egress Rate (Kbps)

16 (16-1000000, multiple of 16)

|
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111-2 Video

On this page, users may directly view images captured from the specified IP camera.

Dashboard

Status

Switch LAN

Device Maintenance
Secunty

ACL

Qos

FoE

System Mairtenance
Diagnostics

nail Alert

Froduct Registration

©) ONVIF Suneiliance > Video > Video

Group

All Devices

Camera List Video Preview

Username
Passwora o

_ Live Streaming

Network Came sl m
o

Copy URI to watch live stream on video player. (recommend)

Sl /12/2019; 19704,
i

Available settings are explained as follows:

Item

Description

Group

Specify a group which contains the IP camera you want to
check.

Camera List

Search - Enter the device name of the IP camera for searching
and displaying on this field.

Video Preview

After authenticated with correct username and password, the
image of the specified IP camera (supported by VigorSwitch)
will be shown immediately.

Usename / Password - The default username/password will be
input if it is configured on the Topology page. However, if the
default input is not the correct username/password, enter the
correct one of the IP camera instead.

Login - Click it to authenticate the username and password for
the specified IP camera.

Live Streaming - Display the streaming URI of the IP camera.
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I11-3 Device Maintenance

The system administrator can remotely configure time setting and reboot the devices (IP
camers or NVRs) managed by VigorSwitch.

l11-3-1 General

This page displays the information (e.g., device online, device name, etc.), time and date
and the device action for a selected IP device (e.g., IP camera). Meanwhile, this page allows
configuring settings for ping check of IP camera or NVR.

1473 [ 3
Dashboard © OrIF Surveltlance > Device Maintenance » General
Stalus -
NVIF Surveillance -
=

2 4 &8 8 10 12

Video = 10M100m
d = 1000m
| 9 1"

S ST,

Securty
ACL
QoS
PoE

General I Network | Security
Systern Maintenance

Usemame Password & m
Diagnostics -
Mal Alert -
Device Informabon Time and Date
Product Registration
Device Online Yes UTC Time
Device Name 9 Current Time

Manufacturer Time Zone

Model Daylight Saving

ane

BAFEEAALCO

Available settings are explained as follows:

Item Description

Device List Search - Enter a string to search the IP device you want.

Username / Password - The default username/password will

be input if it is configured on the Topology page. However, if

the default input is not the correct username/password, enter
the correct one of the IP device instead.

Login - Click it to authenticate the username and password.
Later, current network settings related to this device will be
shown on the screen.

Device Information Display the information related to the selected device.

6 - Click it to modify the device name.
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| Name Setting

Device Name

T T

Time and Date Display the time and date information related to the selected
device.

9 - Click it to modify the time setting for the device.

Device Action Display the action performed by IP-based device.

Factory Default - Click the Apply button to rest the factory
default to the IP device.

Reboot - Click the Apply button to reboot the IP device
immediately.

Device Ping Check -- Configure settings for ping check of IP camera or NVR.

Port Display the port number of the IP device

Enable Enable - Click it to enable the device ping check function.
Disable - Click it to disable the function.

Ping IP Address Add Device - Click it to add an IP address of the device to be

pinged by VigorSwitch. Up to 16 IP address(es) can be added
and displayed in this field one by one (with the format of
X XXX, X XXX, XXX X))

Del Device - Click it to remove the selected IP address.

Interval Time (sec) Set a time interval (15, 30, 60, 120) for pinging action.
Retry Time Choose 1, 3, or 5 for Vigor system to retry the pinging action.
Mail Alert Enable - When the device is offline, Vigor system will send an

alert mail to notify the receiptant.

® Mail with Snapshot - If enabled, the switch will try to get
snapshot from the device per half hour. Before using this
feature, set the group authentication information when
adding group or configure Default Username/Password in
the Topology page first.

Disable - When the device is offline, no action will be
performed.

Apply Save the settings or changes to the switch.

111-3-2 Network

This page displays the network settings of the specified device (IP CAM or NVR).
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Dashboand ©) ONVIF Surveilance > Device

Status

SenLAY :

System Maintenance
Diagriestics - Username
Mail Alart

Product Registration
Mode:

Hostname:
IP Address:

Prefix Length:

Mainenance > Network

14858 [ B

i

7|
2 4 6 8 0 12
3 5 T

® 10:100m
E B B o
9 1

1

Static DHCP

Available settings are explained as follows:

Item

Description

Device List

Search - Enter a string to search the device you want.

Username / Password - The default username/password will

be input if it is configured on the Topology page. However, if

the default input is not the correct username/password, enter
the correct one of the IP device instead.

Login - Click it to authenticate the username and password.
Later, current network settings related to this device will be
shown on the screen.

Mode

Change the connection mode for this device.

Static - When it is selected, you have to enter value for
network setting manually for the IP device.

() IP Address - Enter an IPv4 address for the IP device.

®  Prefix Length - Specify the subnet mask for the IP
address.

® Gateway - Enter the IPv4 address for the gateway.

® DNS Serverl/2 - Enter the IP address for primary /
secondary DNS server.

DHCP - When it is selected, the IP device will be assigned with
the settings by the network's DHCP server automatically to
access the Internet.

® Hostname - Display the hostname of the DHCP server.

Zero Configuration

Enable - The network settings for the IP device will be
configured automatically.

Disable - The network settings for the IP devcie must be
configured manually.

Apply

Save the settings or changes to the switch.
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111-3-3 Security

This page displays the security settings of the specified IP device (IP CAM or NVR).

ez [l

Dazhboard © ONVIF Sunveillance > Davice Maintznance > Security
Status
Switch LAN

4 6 8 w 12

= 10/100m
E E B T
9 1

1 3 6 7

Topology
_

Gengral Naotwork Security
Syslem Maintenance
Diagnostics . Usemname Password @ Lm
Wall Alert
Product Registration
HTTP Ports: Enabie Disable
HTTPS Ports: Enable Disable
RTSP Ports: Enabie Disable

Available settings are explained as follows:

Item Description

Device List Search - Enter a string to search the device you want.

Username / Password - The default username/password will

be input if it is configured on the Topology page. However, if

the default input is not the correct username/password, enter
the correct one of the IP device instead.

Login - Click it to authenticate the username and password.
Later, current network settings related to this device will be
shown on the screen.

HTTP Ports Current HTTP port number of the IP device is shown in this
field.

Enable - Click it to enable the HTTP port configuration and
enter a port value if required.

Disable - Disable the HTTP port configuration.

HTTPS Ports Current HTTPS port number of the IP device is shown in this
field.

Enable - Click it to enable the HTTPS port configuration and
enter a port value if required.

Disable - Disable the HTTPS port configuration.

RTSP Ports Current RTSP port number of the IP device is shown in this
field.

Enable - Click it to enable the RTSP port configuration and
enter a port value if required.

Disable - Disable the RTSP port configuration.

Apply Save the settings or changes to the switch.
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Part IV Security
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IV-1 RADIUS

This page allows the network administrator to add and configure multiple RADIUS servers.

Dashboarg

Staws

© Security > RADIUS > RADIL

Switch LAN

ONVIF Survedilance

TACACS+

Management Access Authenticat o
Managemant Access Control
802 1XMAC Authentication
Port Security

Storm Control

Dos

Dynamic ARP Inspection
DHCP Snooping

1P Source Guard

1P Confict Prevention

Loop Protection

ACL

Acd RADIUS Server

Retries:
Timeout for Reply:

Key String:

<D

Address Type: Hosmame @ IPve O IPVE

Server Address:
server Port:

Accounting Port:

Priority:

Retry: # Use Default

Available settings are explained as follows:

Item

Description

Use Default Parameters

Retries - The retry time before this server being considered
not-reachable.

Timeout for Reply - Set the time (in seconds) before this
server being considered lost connection.

Key String - Enter the string used to encrypt and authenticate
with RADIUS server.

Apply - Save the settings.

Add RADIUS Server

Address Type - Specify whether switch uses a hostname to
resolve address by DNS to connect to server, or directly
connect using IPv4 address.

Sever Address - Enter the server’s address corresponding with
address type given.

Server Port - Enter the port number used by RADIUS server.

Accounting Port - Enter a port number to receive the
information related to the user/device authenticated by the
RADIUS server. The collected information will be used for
network monitoring or statistics.

Priorty - Specify the priority that switch uses this server. The
higher number, the lower priority. Switch will start with server
with lowest priority.

Retry - Set the time before this server being considered
not-reachable

Timeout - Set the time (in seconds) before this server being
considered lost connection.

Key String - Enter the key string used for encrypting and
authenticating with server. Unless Key String is specified here,
the default string will be used.

Usage -Specify whether you would like to use this server for
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switch login authentication or 802.1x access port
authentication, or both.

Add - Click it to add a new RADIUS server and display in this

page.

9 under Edit- Click it to modify the priority setting for the
selected GE port / LAG port.

VigorSwitch P2121 User’s Guide

| |
Server: 192.168.1.56
Server Port: 1812 & [1-B5535, default 1812)
Priority: 1 E (0 - B5535)
]
Retry: Use Default
3 sac (1-10, default 3) [
Timeout: Use Default
3 sac (1-30, default 3) I
Key String: Use Default
E
Usage: O Login ©8021x%x @Al
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V-2 TACACS+

This page allows the network administrator to add and configure multiple TACACS+ server.

Dashboard
Status
Switch LAN

OMNVIF Survediiance

Management Access Authenticat
Management Access Control
802.1XMAC Authentication
Port Security

Storm Control

DaS

Dynamic ARF Inspection
DHCF Snooping

IP Source Guard

IP Conflict Prevention

Loop Fratection

ACL

©) Security = TACACS+ > TACACS+

Use Default Parameters

Timeout

Key String:

Address Type: Hostname = IPv4 1PV

Server Address:

Server Port:

Priority:

Timeout: # Use Default

Key String: # Use Default

Available settings are explained as follows:

Item

Description

Use Default Parameters

Timeout -Set the time (in seconds) before this server being
considered lost connection.

Key String - Enter the string used to encrypt and authenticate
with TACACS+ server.

Apply - Save the settings.

Add TACACS+ Server

Address Type - Specify whether switch use a hostname to
resolve address by DNS to connect to server, or directly
connect using IPv4 address.

Sever Address - Enter the server’s address corresponding with
address type given.

Server Port - Enter the port number used by TACACS+ server.
Priorty - Specify the priority that switch uses this server. The

higher number, the lower priority. Switch will start with server
with lowest priority.

Timeout -Set the time (in seconds) before this server being
considered lost connection.

Key String - Enter the key string used for encrypting and
authenticating with server. Unless Key String is specified here,
the default string will be used.

Add - Click it to add a new RADIUS server and display in this
page.

9 under Edit- Click it to modify the priority setting for the
selected GE port / LAG port.
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V-3 Management Access Authentication

IV-3-1 Method Profile

This page allows a user to create method list for applying on management service.

Distourd £ Setumy » Wanagement Access Aumenticaton » Memag Frofie

Method Profle Appication Authenication

Hame:

Optional Methads:

Meinod Profie
Satected Mathods:
a2
B
a
@D
Sulocted Methods Edit
Locak [ ]

Available settings are explained as follows:

Item

Description

Method Profile

Name - Enter a name for creating a method.

Optional Methods - Available methods include Local, RADIUS
and TACACS+.

Selected Methods - The method listed in this field will be
applied for such method profile.

Add - Click it to add a method from Optional Method onto
Selected Method.

e under Edit

Click it to modify the optional methods/selected methods for
the selected profile.

Edit Profile: default

Optional Methods: Selected Methods:

Mane
RADIUS
TACACS+
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IV-3-2 Application Authentication

This page allows the network administrator to select the customized Method List to apply to
any management service, for management access control.

Dashboard @ Security > Management Access Authentication = Application Authentication

Status -

Switch LAN -
RADIUS Application: Console .
TACACS+ Selected Profile: default -
Management Access Control
R EGRE AT NGE 1TT Application Selected Profile
(iRl Console default
Storm Cantral Telnst default
Dos SSH default
Dynamic ARP Inspection HTTP default
DHCP Snoeping HTTPS default
IP Source Guard
IP Conflict Prevention
Loop Protection

ACL

17216.2176:2122/#tab-

Available settings are explained as follows:
Item Description
Application There are five methods to be configured with different profile
respectively.

® Console/Telnet/SSH/HTTP/HTTPS

Selected Profile Specify one of customized method profiles to apply to any
management service, for management access control.

Apply Save the settings.
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IV-4 Management Access Control

IV-4-1 Management Access Control Profile (ACL)

This page allows a user to add, edit, and delete Management Access Control profiles.

LR © Security > Management Access Control > Management Access Control Profle(ACL
Status -
Management Access Control Profile{ACL) Management Access Control Entries (ACE)
Switch LAN -
RADIUS ACL Name:
s o
Managemant Access Authenticat o
Managemant Access Control
 Nermomers oo G T S R Deacves Do
802 1X/MAC Authentication
ACL_Carrie_1 Inactive 1] o2 G
Port Sexurity
Storm Control
DoS

Dynamic ARP Insgection
DHEP Snooping

1P Spurce Guard

I Confict Prevention
Loop Protection

ACL

Available settings are explained as follows:

Item Description

ACL Name Enter a name to create a profile for ACL.
Once a profile is created, it will be displayed on this page.

Add Click it to create a new ACL profile after entering the ACL
name.

ACL Profile Name Display the name of the ACL profile.

State Display if such ACL profile is active or inactive.

Rule Display the number of ACE used by this ACL profile.

Activate / Deactivate
9 - Click it to activate / deactivate such entry.

To configure detailed settings for the selected ACL profile, do
not click Activate for that profile.

Delete Click the icon under Delete to remove the selected entry.
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IV-4-2 Management Access Control Entries (ACE)

This page allows a user to add, edit, or remove Access Control Entries (ACE) of the
Management Access Control profiles. However, only the ACE of inactive profiles can be
modified, and before configuring ACE, at least one ACL profile should be created.

Dashboard © securiy

Status

Management Access Control Profile{ACL)

Switch LAN

ONVIF Survedlance

RADIUS

TACACS+

Management Access Authenticat
Management Access Control
802.1X/MAC Authentication
Port Security

Storm Conkrol

Dos

Dynamic ARF Inspection
DHCP Snooping

P Source Guard

1P Conflict Prevention

Loop Protection

AL

Management Access Control > Management Access Control Entries (ACE

Management Access Control Enlries (ACE)

ACL Profile Name

ACL_Carrie_1(Inactive) 1 ALL Den GE1

Management Access Control Entries (ACE)

ACL Profile Name:
Priority: B853S
Service:

Action: Deny

Ports:

1P Versions: # AN O IPvA O IPVE

1Pvd

IPv:

Priority Service Action Ports. IP Address IP Netmask Edit

20

IP Version

Available settings are explained as follows:

Item

Description

ACL Profile Name

Use the drop-down list to select the inactive ACL profile you
would like to modify.

Priority Specify a priority number (1 to 65535) for such rule. The lower
the number, the higher the priority.

Service Choose the service type you would like to control the access.

Action Select the action to be taken on the traffic of selected service
type.
Deny - Incoming / outgoing data which meets ACE rules will be
blocked.
Permit - Incoming / outgoing data which meets ACE rule is
allowed to pass through.

Ports Select the ports to which the ACL should be applied.

IP Versions Specify the IP address/subnet to which the ACL should be
applied.
®  All - All the IP address should be applied.
® |Pv4 - Specify the IPv4 address /subnet.
® |Pv6 -Specify the IPv6 address /subnet.

IPv4 Enter the IPv4 address/subnet to which the ACE rule should
apply.

IPv6 Enter the IPv6 address/subnet to which the ACE rule should
apply.

Add Click it to create an ACE rule profile.

Then, such ACE rule profile will be shown on the table below.
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Edit
9 - click it to modify the settings for the selected entry.

Edit ACE with ACL profile=sdf |
and Priority=1

Service: Al .
Action: Deny .
Ports: GE1 .
IP Versions: @Al ©IPvd O IPv6
IPvd: I
IPv6: f

@- click it to remove the selected entry.
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V-5 802.1X/MAC Authentication

118

The authentication manager allows you to configure securely access from any host connected
to physical ports. You may apply multiple ways of authentication to each port.

IV-5-1 Properties

IV-5-1-1 Global Settings

VigorSwitch P2121 supports 802.1x and MAC-based authentication methods. In Global Settings

page, you can specify authentication type, enable Guest VLAN function, specify a VID and
select format for MAC address entry.

Dashboard © Security > 802 1XMAC Authentication > Properties > Giobal Setings
Stalus -

Giobal Seftings [l Port Authentication Setfing
Switch LAN .
RADIUS Authentication Types:
TACACS+ Guest VLAN: Enabié
Management Access Authenticat - Selected VID:

Management Access Control MAC-Based User ID Format MO

802 1XMAC Authentication

D
Port Security
Storm Conkrol
DosS
Dynamic ARF Inspection
Available settings are explained as follows:
Item Description
Global Settings Authentication Types - Use the drop down list to specify

which type (802.1x, MAC-based) will be used for
authentication. Choose to enable 802.1x or MAC-based
authenticate method for host connecting to Ethernet port. You
may configure which type to be used per port, but enabling
any per port without enabling here will not be effective.

Guest VLAN - Check to enable a Guest VLAN for those have not
successfully authenticated with any given methods. Choose
one of the VLAN ID as a Guest VLAN.

Selected VID - If Guest VLAN is enabled, use the drop down list
to specify one VID number.

MAC-Based User ID Format -Specify how the MAC-based user
ID should be expressed in EAP message between AAA server
and switch.

Apply - Click it to save the settings.

Apply Save and activate the settings configured above.
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IV-5-1-2 Port Authentication Setting

This page allows the network administrator to configure detailed authentication settings for

each port.

Raskhoa
SEus
SWETT AR

CINGL e lance

Rani &=

TACACS*

Matausimenl Asveiss Al v -
Mznagsment Access Coriral

BUZTEMAL AUENDCA0ON

— MAC-tased
Fort ControlSettings
MAG Buwead Losal Acowaril

Aulhenlivaled Hesls

Accouning

Viort ttecunty Lutal
St Gl

Cos

Cynizmiz AR ligp=clion

) Strurty = 802 TXMANG AVINETICton * Froporcs = Fof AUNERiSaton Seng

‘Biotal 3efinge Port Authensication Satiing

Apoly Sciiings to Pons:

Authertication Types Enabled

Aumlable AuthErtication Iypes:

Eumlable Methods:

Lutiple Autnzt shon

Selzcted Authenticztion Iypes: {in Urmer)

8024~

Selected Matonda: (In Drdar

RACIIE

Available settings are explained as follows:

Item

Description

Apply Settings to Ports

Select physical port(s) for applying settings.

Note that port authentication will not be effective if none of
them were enabled.

Authentication Types
Enabled

Select 802.1x and/or MAC-based authenticate method for host
connecting to this port.

Host Mode

Multiple Authentication - Each host are authenticated
individually.

Multiple Hosts - Authentication is done on port basis, only one
authenticated host is required; other hosts connected to this
port can access freely as authenticated host.

Single Host - Only one host can be authenticated, and access
the port.

Available Authentication
Types

Display available authentication types of AAA server (or local)
you wish to have on this port.

Selected Authentication
Types

Specify the order of authentication type you wish to have on
this port.

Available Methods

Display available methods of AAA server (or local) you wish to
have on this port.

Selected Methods

Specify the order of authentication methods you wish to have
on this port.

Guest VLAN

Check Enable to enable Guest VLAN on this port for those
didn't authenticated successfully.

RADIUS VLAN Assignment

Disable - Switch will ignore the VLAN assignment from the
RADIUS server and keep the original VLAN of the host.

Static - Switch will use the VLAN assignment from the RADIUS
server if it receives the information. If there is not VLAN
information, it will keep the original VLAN of the host.

Reject - Switch will reject the host if it does not receive the
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VLAN information from RADIUS server.

Apply The modification made above can be applied on to the
selected GE port immediately.

IV-5-2 Port Control/Settings

This page allows the network administrator to controls port setting, based on 802.1X, for
ethernet port authentication.

Dashboard (Q Security » 802 1X/MAC Authentication > Port ControuSetbngs. > Port Control/Settings
Status -
Port ControvSetings

Swich LAN -
ONVIF Sunveiliance - Por Contiol/Setings
RADIUS Ports:

TACACS+ Port Control: Disablea

SRR A e Periodic Reauthentication: Enabie
Management Control

ST Max Hosts:

802 1UMAC Authentication

Reauthentication Period:

Inactive Timeout.

Quiet Period:

Resend EAP Period(802.1X Parameter):

Supplicant Timeout(802.1X Parameter):

Part Seurity
Server Timeout(802.1X Parameter).

Storm Control

Max EAP Requests(802.1X Parameter): 2 10, default 2
Dos

Dynamic ARP Inspection m

Available settings are explained as follows:

Item Description
Ports Select the ports to modify the port control settings.
Port Control Specify if you wish this account to be allowed (Authorized) or

blocked (Unauthorized) or determined by VigorSwtich (Auto).

® Disabled - Disable any authentication requirement for
port access. All clients are allowed to access the
network.

® Force Authorized- Port will be considered authorized.
All clients are allowed to access the network.

® Force Unauthorized - Port will be considered
un-authorized. All clients are NOT allowed to access the
network.

® Auto - Port will be considered authorized or
unauthorized based on the authentication results of the

host.
Periodic Enable - The hosts via the selected GE port will be
Reauthentication re-authenticated periodically.
Max Hosts If Multiple Authentication mode is selected as Host Mode

(802.1X/MAC Authenticaion>>Properties>>Port Authentication
Setting), the total number of hosts cannot exceed the
maximum numer of hosts configured here.

Reauthentication Period | Enter a time period. When the time is up, the host shall return
to initial state and prepare to pass authentication procedure
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again. Default is 3600 seconds.

Inactivate Timeout

When there is no packet coming from the authenticated host,
the system will start the inactive timer. After inactive
timeout, the host will be unauthorized and corresponding
session will be deleted. In Multiple Hosts mode (configured in
802.1X/MAC Authenticaion>>Properties>>Port Authentication
Setting), the packet is counted on the authorized host only and
not all packets on the port.

Quiet Period

When a GE port is disabled just because authentication fails
several times, the host connected to that port will be blocked
for a period of time configured in quiet period.

Later, after the time period set in this field, the host wll be
allowed to perform authentication again.

Resend EAP Period
(802.1X Parameter)

Set the period for host to re-send EAP (Ethernet Automatic
Protection) requests.

Default value is 30 (seconds).

Supplicant
Timeout(802.1X
Parameter)

Set a period of time for the maximum number of EAP requests
will be sent.

If a response from the host is not received by VigorSwitch after
the defined period (supplicant timeout), the authentication
process will be started again.

Server Timeout (802.1X
Parameter)

Set a period of time for the server. The EAP requests shall be
resent to the supplicant within the time; otherwise, the time
setting will lapse and the requests won’t be sent out.

MAX EAP Request
(802.1X Parameter)

Set the maximum time interval for EAP request sent out.

Apply

The modification made above can be applied on to the
selected GE port immediately.
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IV-5-3 MAC-Based Local Account

This page allows the network administrator to create profiles by entering MAC address of the
hosts to be authenticated.

Dathboard O Security = B02 1X/MAC Authenticaion > MAC-Based Local Account = MAC-Based Local Account
Status -

MAC-Based Local Account
Switch LAN -

ONVIF Surveiiiance - MAC-Based Local Account Sellings

RADIUS MAC Address:
TACACS+ Fori Conirol » Force Authorized © Force Unauthorized
Management Access Authenticat o VLAN: User Defined

Managemen Conirol
| Aceess Reauthentication Pariod: User Defined

802 1XMAC Authentication

Inactive Timeout: User Defined

MAC Address Port Control VLAN Reauthentication Period Inactive Timeout Edit
DeS
Dynamic ARP Inspaction
Available settings are explained as follows:
Item Description
MAC Address Enter the MAC address of the host.
Port Control Specify a control type for the host.

® Force Authorized - Click it to forcefully authenticate the
host specified above.

® Force Unauthorized - The host specified above will not be
authenticated by VigorSwitch.

VLAN User Defined - Check it to specify which VLAN will be assigned
by the host of this account.

Reauthentication Period | User Defined - Check it to specify the time this account
required to be authenticated again after authentication taken

place.

Inactive Timeout User Defined - Check it to specify the time of inactive this
account becoming log-off.

Add Click it to create a new account.

Edit It is available when there is one profile existed.

e - Click it to modify the settings for the selected entry.
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IV-5-4 Authenticated Hosts

This page displays information related to the host authenticated by VigorSwitch.

Dashboard © Security > 802 1XMAC Authentication > Authenticated Hosts > Authenticated Hosts.
Status -

Switch LAN

ONVIF Survesiiance

Mo data avaiable in table

Authentication

Port ControliSettings.

MAC-Based Local Account

Authenticated Hosts

Accounting
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IV-5-5 Accounting

This page allows the network administrator to authenticate the client via RADIUS server.

After enabling the accounting service, VigorSwitch will periodically transmit information
related to the authenticated user or device to the RADIUS server to comprehend the usage
records of the user/device for the purposes of network monitoring or billed accordingly.

At present, VigorSwitch supports and sends the following attributes to specified RADIUS
server.

NAS-IP-Address
Called-Station-Id
NAS-Identifier
NAS-Port-Type
User-Name
Acct-Session-Id
Acct-Status-Type
Acct-Input-Octets
Acct-Output-Octets
Acct-Input-Gigawords
Acct-Output-Gigawords

Dashboarg © Security > 802 1XMAC Authentication > Accounting > Accounting

Switch LAN -
oweswence - |

Stalus

RADIUS State: Enable = Disable
TACACS+ Server: = RADIUS

Managemant Access Authenticat Disconnect Message Port: 3790 (1 - 65535, default 3799

Managamant Access Control

Update Perigd:

802 AXMAC Authentication m

Port Security
Storm Control
Dos

Dynamic ARP Inspection

Available settings are explained as follows:

Item Description
State Enable - Enable the authentication made by the RADIUS
server.

Disable - Disable the function.

Server RADIUS - At present, only RADIUS server can be used for
authentication.

Disconnect Message Port | Enter a port number (1~65535) to notify the system
administration the disconnection of RADIUS server.

Update Period Enter the update period (1~60) for authentication.
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V-6 Port Security

This page allows the network administrator to configure security settings for each port
interface (GE port /LAG group). When port security is enabled for each interface, releated
action will be performed once detecting that the number of MAC address exceeds the limit.

Dashboard 0 Secunty Port Secunity Por Secunty

Status =

Switch LAN -

oM Sunvtance -
RADIUS State: # Enable Disable

TACACS+
Management Access Authenticat
Managament Accass Control

802 1XMAC Authentication

Dynamic ARP Inspaction
DHCP Snooping

1P Spurce Guard

1P Conflict Prevention
Loop Protection

ACL

Ports:

Port State:

MAC Address:

Action:

Enable & Disable
{0 - 255)

Forward @ Discard © Shutdown

State MAC Address Action Maodify
Disabled Discard
[Disabled Discard
Disabled Discard
Disabled Discard

Disabled Discard

Disabled Discard

Available settings are explained as follows:

Item Description

State Enable or disable port security function on the switch.
Enabled - Enable the port security function.
Disabled - Disable the port security function.

Ports Select the port(s) you would like to configure the port security
settings.

Port State Enable or disable port security function on the ports selected
above.
Enabled - The selected port applies the port security settings.
Disabled - The selected port does not apply the port security
settings.

MAC Address Enter the maximum number of MAC addresses that the port is
allowed to learn.

Action Select an action to perform when there is an unknown MAC
address on the port.
Forward- Forward a packet whose source MAC is unknown to
the switch.
Discard- Discard a packet whose source MAC is unknown to the
switch.
Shutdown- Shutdown this port when a packet with unknown
source MAC is received.

Apply The modification made above can be applied on to the
selected GE/LAG port immediately.

Modify

9 - click it to modify the settings for the selected entry.

VigorSwitch P2121 User’s Guide

125



Edit Port GE14

Port State
() Enabled & Disabled

MAC Address
1 (0- 254)

Action
{yForeard & Discard O Shutdown

126 VigorSwitch P2121User’s Guide



V-7 Storm Control

Storm Control helps to suppress possible broadcast, unknown multicast or unknown unicast
storm by applying a rate limit on those packets.

IV-7-1 Properties

This page allows a user to configure general settings for Storm Control.

Dashboard © Security
Status

Switch LAN

ONVIF Surveilance

Preamble & Inter Frame Gap

RADIUS m
TACACS+

Management Access Authenticat o

Management Access Control

802 1UMAC Authentication

Port Security

Stoern Control

Dynamic ARP Insgection
DHCP Snooping
1P Source Guard

IP Confiict Prevention

Storm Control Mode:

Packetisec #® Kbitsisec

® Excluded Included

Available settings are explained as follows:

Item

Description

Storm Control Mode

Select the mode of storm control.

Packet/sec - Storm control rate will be calculated by
packet-based.

Kbits/sec - Storm control rate will be calculated by
octet-based.

Preamble & Inter Frame
Gap

Select the rate calculation with/without preamble & IFG (20
bytes).

Excluded - Exclude preamble & IFG (20 bytes) when count
ingress storm control rate.

Included - Include preamble & IFG (20 bytes) when count
ingress storm control rate.

Apply

Apply the settings to the switch.
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IV-7-2 Port Setting

This page allows the network administrator to configure port settings for Storm Control. The
configuration result for each port will be displayed on the table listed on the lower side of this

128

web page.

Dashboard Q) Security » Storm Control > Port Setting > Port Settings
Staius

Switch LAN

ONVIF Survedlance

RADIUS Ports:
TACACS+ Storm Control:
Management Access Authenticat - Limiting Rate
Management Access Control

802.1XMAC Authentication

Fort Security
Action:

Stoemn Control

Pont Storm Control Broadcast (Kbps)

BT R GE1 Disabled Disabled

DHCP Snooping GE2 Disablad Desabled

e GE3 Disabled Disabled

e GE4 Disabled Disabled

Enable & Disable

Broadcast

Unknown Multicast

Unknown Unicast

= Drop O Shutdown

Unknow Multicast (Kbps)
Disabled
Disabled
Disabled

Disabled

Unknow Unicast (Kbps)
Disabled
Disabled
Disabled

Disabled

Action
Drop
Drop
Drep

Drop

Modify

(AU

Available settings are explained as follows:

Item

Description

Ports

Use the drop down list to select the port profile (GE1 to GE12).

Storm Control

Disable - Disable the storm control configuration for the
selected port profile.

Enable - Enable the storm control configuration for the
selected port profile.

Limiting Rate

Check the box(es) to enable strom control rate limited for
Broadcast, Unknown Multicast and/or Unknow Unicast packet.

Broadcast - Specify the storm control rate for Broadcast
packet. Value of storm control rate, Unit: Kbps (Kbits
per-second). The range is from 16 to 1000000.

Unknown Multicast - Specify the storm control rate for
unknown multicast packet. Value of storm control rate, Unit:
Kbps (Kbits per-second). The range is from 16 to 1000000.

Unknown Unicast - Specify the storm control rate for
unknown multicast packet. Value of storm control rate, Unit:
Kbps (Kbits per-second). The range is from 16 to 1000000.

Action

Select the state of setting.

Drop - Packets exceed storm control rate will be dropped.
Shutdown - Port exceeds storm control rate will be shutdown.

Apply

Apply the settings to the switch.
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V-8 DoS

A Denial of Service (DoS) attack is a hacker attempt to make a device unavailable to its users.
DoS attacks saturate the device with external communication requests, so that it cannot
respond to legitimate traffic. These attacks usually lead to a device CPU overload.

The DoS protection feature is a set of predefined rules that protect the network from
malicious attacks. The DoS Security Suite Setting enables activating the security suite.

IV-8-1 Properties

This page allows a user to configure DoS setting to enable/disable DoS function for global

roperties

setting.
Dashboard © Security > DoS > Properties > P
Status -
Switch LAN -
ONVIF Survedlance
RADIUS

TACACS+

Management Access Authenticat
Management Access Confrol
802, 1XMAC Authentication
Fort Security

Stoem Control

DaS

?

DoS Port Setting
Dynamic ARF Inspection
DHCP Snooping
1P Soutce Guard

P Conflict Preavention

Dst MAC = Src MAC * Enable
LAND ® Enabie
UDP Blat # Enable
TCP Blat # Enable
Ping of Death = Enable
1Pv6 Min Fragments. # Enable
ICMP Fragments = Enable
IPv4 Ping Max Size & Enable
1PvE Ping Max Size # Enable
Ping Max Size Seiting 512

Smurf Attack # Enable
TCP Min Har Size = Enable
TCP-SYN (SPORT=1024) = Enable

Null Scan Aftack & Enable

Disable
Disable
Disable
Disable
Disable
Disable 1240
Disable
Disabie
Disable
Bytes (0-65535)
Disable Netmask Length: 0
Disable 20
Disabie

Disable

Bytes {0-65535)

Bytes {0-31)

0-32)

Available settings are explained as follows:

Item

Description

Dst MAC=Src MAC

Drop the packets if the destination MAC address is equal to the
source MAC address.

Disabled - Disable the item function.
Enabled - Enable the item function.

LAND

Drop the packets if the source IP address is equal to the
destination IP address.

Disabled - Disable the item function.
Enabled - Enable the item function.

UDP Blat

Drop the packets if the UDP source port equals to the UDP
destination port.

Disabled - Disable the item function.
Enabled - Enable the item function.

TCP Blat

Drop the packages if the TCP source port is equal to the TCP
destination port.

Disabled - Disable the item function.
Enabled - Enable the item function.
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Ping of Death

Avoid ping of death attack.

Ping packets that length are larger than 65535 bytes.
Disabled - Disable the item function.

Enabled - Enable the item function.

IPv6 Min Fragments

Check the minimum size of IPv6 fragments, and drop the
packets smaller than the minimum size. The valid range is
from 0 to 65535 bytes, and default value is 1240 bytes.

Disabled - Disable the item function.
Enabled - Enable the item function.

ICMP Fragments

Drop the fragmented ICMP packets.
Disabled - Disable the item function.
Enabled - Enable the item function.

IPv4 Ping Max Size

Determine the IPv4 PING packet with the length.
Disabled - Disable the item function.
Enabled - Enable the item function.-

IPv6 Ping Max Size

Determine the IPv6 PING packet with the length.
Disabled - Disable the item function.
Enabled - Enable the item function.

Ping Max Size Setting

Determine the IPv4/IPv6 PING packet with the length. Specify
the maximum size of the ICMPv4/ICMPV6 ping packets. The
valid range is from 0 to 65535 bytes, and the default value is
512 bytes.

Smurf Attack

Avoid smurf attack. The length range of the netmask is from 0
to 323 bytes, and default length is 0 byte.

Disabled - Disable the item function.
Enabled - Enable the item function.

TCP Min Hdr Size

Check the minimum TCP header and drops the TCP packets
with the header smaller than the minimum size. The length
range is from 0 to 31 bytes, and default length is 20 bytes.

Disabled - Disable the item function.
Enabled - Enable the item function.

TCP-SYN (SPORT<1024)

Drop SYN packets with sport less than 1024.
Disabled - Disable the item function.
Enabled - Enable the item function.

Null Scan Attack

Drop the packets with NULL scan.
Disabled - Disable the item function.
Enabled - Enable the item function.

X-mas Scan Attack

Drop the packets if the sequence number is zero, and the FIN,
URG and PSH bits are set.

Disabled - Disable the item function.
Enabled - Enable the item function.

TCP SYN-FIN Attack

Drop the packets with SYN and FIN bits set.
Disabled - Disable the item function.
Enabled - Enable the item function.-

TCP SYN-RST Attack

Drop the packets with SYN and RST bits set.
Disabled - Disable the item function.
Enabled - Enable the item function.
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TCP Fragment (Offset=1) | Drop the fragmented ICMP packets.
Disabled - Disable the item function.
Enabled - Enable the item function.

Apply Apply the settings to the switch.

IV-8-2 DoS Port Setting

This page allows a user to configure and display the state of DoS protection for interfaces.
The configuration result for each port will be displayed on the table listed on the lower side
of this web page.

Diashboard O Security » DoS » DoS Port Setting > Port Settings
Status
Port Setings
Switch LAN -
ONVIF Sunvitance -
RADIUS Ports:
TACACS+ DoS Protection: # Enable Disable
Management Access Authenticat - m
Management Access Control
e Port DoS Protection Modify
EOr e GE1 Disabled
Storm Controt Disabled a
Disabled 9
Disabled ]
Disabled 0
Dynamic ARF Inspection GEB Disabled )
DHCP Snooping GE7 Disabled 9
IF Source Guand GE3 Disabled 9
IP Conflict Prevention GE9 Disabled (]
Available settings are explained as follows:
Item Description
Port Use the drop down list to select the port profile (GE1 to GE12)
or profiles.
DoS Protection Disabled - Disable the function of DoS Protection.

Enabled - Enable the function of DoS Protection.

Apply Apply the settings to the switch.
Modify

9 - Click it to modify settings.
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IV-9 Dynamic ARP Inspection

Dynamic ARP inspection (DAI) can prevent ARP spoofing attacks by validating ARP packet in a
network. It can intercept, record, and discard ARP packets with invalid IP-to-MAC address
bindings; and then protect the network against malicious attacks.

IV-9-1 Properties

IV-9-1-1 Global Property Settings

This page allows a user to configure global property settings for the fuction of Dynamic ARP

Dashboard © Securty » Dynamic ARF Inspection > Frogerties > Global Froperty Settings
Status -
Global Property Seffings Per Port Property Settings
Swith LAN -
us State: Enable
e VLANS:
Management Access Authenticat -

Management Access Control
802, 1XMAC Authentication
Fort Securty

Storrn Control

Dynamic ARP Inspection

DHCP Snooping
P Source Guand

P Conflict Prewention

Available settings are explained as follows:

Item Description

State Enable - Check the box to enable global property settings.

VLANS Select VLAN profile(s) to apply the function of Dynamic ARP
Inspection.
Only the GE/LAG port within the selected VLAN will apply DAI
function.

Apply Apply the settings to the switch.
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IV-9-1-2 Per Port Property Settings

This page allows a user to configure detailed settings of DAI for each port (GE/LAG).

Dashboard
Status

Switch LAN

RADIUS

TACACS+

Management Access Authenticat
Management Access Condrol
802 1XMAC Authentication

Port Security

Storm Control

Dynamic ARP Inspaction

DHCP Snooping GE3
P Source Guand GE4
IP Conflict Prevention GES

ONVIF Surveilance 7 Per Port Propesty Settings

Ports:

Trust:

Source MAC Address: Enable

DestinationMAC Address: Enable

1P Address:

Rate Limit:

Trust

Disabled
Disabled
Disabled
Disabled

Disabled

Enable

Enable Allow Zero (0.0.0.0}

pos (0 - 50, datault 0. 0 s Uniméed

Aot
Source MAC Address Destination MAC Address IP Address Rate Limit
Disabled Disabled Disabled Unlimsted
Disabled Disabled Disabled Unlimited
Dusabled Drisabled Disabled Unlimited
Disablad Disablad Disabled Unlimitad
Disabled Disabled Disabled Unlimited

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port (GE1 to GE12, LAG1
to LAGS) or ports for applying DAI function.

Trust Enable - Enable the function of DAI for the port(s) selected

above.

Source MAC Address

Enable - Check it to enable the function of source MAC address
validation mechanism for the selected port(s).

Destination MAC Address

Enable - Check it to enable the function of destination MAC
address validation mechanism for the selected port(s).

IP Address Enable - Check it to enable the function of IP address
validation mechanism for the selected port(s).
Allow Zero - The IP address of “0.0.0.0” can be applied to the
selected port(s) if it is enabled.

Rate Limit Use the drop down list to choose a rate limitation value (0~50)
for the selected port(s).

Apply Apply the settings to the switch.
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IV-9-2 Statistics

This page displays all statistics recorded by Dynamic ARP Inspection function.

Dashboard Q) Security » Dynamic ARP Inspection > Statistics = Statistics.

Status

. i
owrsennce - [

@retresn | Dciea

Port Forward Source MAC Failure Destination MAC Fail... Source IP Validation ... Destination IP Valida... IP-MAC Mismatch Fa...

0

GEB

Dynamic ARP Inspection

o o e o o e

Properties

Statstics

s 8 &8 5 5 8 8 58 2 o

GE10
GE11

=)

[2]

m
o & & &6 56 5 56 & 5 5 & o
o o 2 0 9o o o @ 2 o o ©
o o o o o o o @ o o o o
o o o o o o 06 @ 5 o & °

e o o o o

GE12
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IV-10 DHCP Snooping

DHCP snooping is able to validate DHCP messages obtained from untrusted sources and filter

out invalid message.

For DHCP snooping to function properly, it is suggested to connect DHCP servers to
VigorSwitch through trusted interfaces; because untrusted DHCP messages will be forwarded

to trusted interfaces only.

IV-10-1 Properties

IV-10-1-1 Global Property Settings

This page allows a user to configure global property settings for the fuction of DHCP snooping

Inspection.

In default, DHCP snooping is inactive on all VLANs. You can enable such feature on a single

VLAN or a range of VLANSs.

Dashboard
Status
Switch LAN

ONVIF Survesilance

RADIUS State:
TACACS+ VLANS:
Management Actess Authenticat

Management Access Control

802 1UMAC Authentication

Port Security

Stoem Cantrol

Das

Dynamic ARP Inspection

Option&2 Property

Option&2 Circuit 1D

() Security > DHCP Snooping > Properties > Giobal Property Settings

Global Property Setings Per Port Progerty Settings

Global Property Settings

Enable

Available settings are explained as follows:

Item Description

State Enable - Check the box to enable global property settings.

VLANS Select VLAN profile(s) to apply the function of DHCP Snooping
Inspection.
Only the GE/LAG port within the selected VLAN will apply
DHCP Snooping function.

Apply Apply the settings to the switch.
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IV-10-1-2 Per Port Property Settings

This page allows a user to configure detailed settings of DHCP Snooping for each port

(GE/LAG).

Any device that is not in the service provider network will be regarded as an untrusted source
(such as a customer switch). Host ports are untrusted sources. In VigorSwitch, you can assign
a source as trusted device by configuring the trust state of its connecting port.

Dashooard © Security > DHCP Snooping >

Status

Global Property S

Switch LAN

ONVIF Survediance

RADIUS

TACACS+

Management Access Authenticat

Ports:
Trust:

Verify Chaddr.

Per Port Progarty Sottings:

Properties > Per Port Property Settings

Per Port Property Seltings

Enable

Enable

Management Actess Control Rate Limit:
802 DUMAC Autnentication

Port Segurity

Storm Control Poct
(e GE1
Dynamic ARP Inspecton GE2

DHCP Snooping GE3
Properties. GE4
Statistcs GES

‘Option&2 Propety GEe

Trust

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled

Verify Chaddr
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled

Rate Limit

Unlimited

Unlimited

Uniimited

Unlimited

Uniimited

Unlimited

Unlimited

Disabled Unlimited

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port (GE1 to GE12, LAG1
to LAG8) or ports for applying DHCP snooping function.

Trust Enable - Check it to make the port(s) selected above as
trusted interface.

Verify Chaddr Enable - Check it to enable chaddr (client hardware address)
validation of GE/LAG port. All DHCP packets will be checked if
the client hardware MAC address is the same as source MAC in
Ethernet header or not. Default is disabled.

Rate Limit Input rate limitation (0~300) of DHCP packets. The unit is
“pps”. “0” means unlimited. Default is unlimited.

Apply Apply the settings to the switch.
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IV-10-2 Statistics

This page displays all statistics recorded by DHCP snooping function.

Dashboard Q) Security » DHCP Snooping > Statisacs > Statistics

Stalus

. o |

owesnsncs - [

O

RADIUS

TACACS+
Management Accees Authenticats  Port
Management Access Control GE1
802.1XMAC Authentication &=
Port Security GE3
Storm Control GE4
— GES

GE6
GE7
GES
GE®

GE10

Options2 Propesty

GET

52
Option&2 Circuit ID GE12

O cear

Forward

o o o o o

o o o o o o o

Chaddr Check Drop

5 & & 58 8 B

o o o o o

Untrust Port Orop

2 2 = o o

e 2o o e o o o

Untrust Port Drop with Opti...

a & 5 o o

e o b 8 a8 s o

Invalid Drop

0 2 2 o o

0 2 2 o o o o
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IV-10-3 Option82 Property

You can use information settings including Remote ID and Circuit ID for Option82 Property,

also known as the DHCP relay agent, to protect VigorSwitch against spoofing attacks.

IV-10-3-1 Global Option82 Property Settings

This page allows a user to set string as remote ID for DHCP option82. For example, use a

switch-configured hostname or specify an ASCII text string as remote ID.

Dashboard

Status

Swiich LAN

ONVIF Survelllance

Management Access Authenticat

Management Access Control
302 1/MAC Authentication
Port Security

Storm Control

3

Dynamic ARP Insgection

DHCP Snoaping

Remote ID:

Global Option&2 Property Settings

Available settings are explained as follows:

Item Description

Remote ID The string specified here is used to identify the remote host.
User Defined - Check it and manually enter ASCII text string in
the entry box.

Apply Apply the settings to the switch.
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IV-10-3-2 Per Port Option82 Property Settings

This page allows a user to configure detailed settings of DHCP Snooping, Option82 for each

port (GE/LAG).

Dashboard © Securtty > GHCP Snooping > O

Status

Global Opond2 Property Selings

Switch LAN

ONVIF Surveilance

RADIUS

TACACS+
Management Access Authenticat -
Management Access Control

802 1XMAC Authentic ation

Port Security Port
Storm Control GE1
DoS GE2
Dynamic ARP Inspection GE3

Option82 Circuit ID

p8ond2 Property > Per Port Optiona2 Property Settings

Per Port Option82 Property Setfings

Per Port Oplion82 Property Settings

Enable

Keep & Drop Replace

State: Allow Untrust
Disabled Drop
Disabled Drop
Disabled Drop
Disabled Drop
Disabled Drop
Disabled Drop
Disabled Drop
Disabled Drop

Disabled Drop =

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port (GE1 to GE12, LAG1
to LAG8) or ports for applying DHCP snooping, Option82
Property function.

State Enable - Check it to make the port(s) selected above apply the

settings configured in this page.

Allow Untrust

Untrusted packets detected by VigorSwitch will be performed
by the action determined here.

Keep - Packets are allowed to pass through.
Drop - Packets are blocked and discarded.
Replace - Packets will be replaced.

Apply

Apply the settings to the switch.
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IV-10-4 Option82 Circuit ID

This page allows a user to set string as circuit ID for DHCP option82 setting. Circuit ID shall be
combined with VLAN name (or VLAN ID number) and interface name (GE/LAG port).

Dashboard ) Security > DHCP Snooping > Option82 Circuit ID > Oplion82 Circuit ID
Stalus -
Option&2 Circuit 1D
Swiich LAN .
ONVIF Surveliance - Option&2 Circul ID Tabie
RADIUS Port: GE1
TACACS< VLAN:

Sl n e L Circuit ID:
Management Access Control

802.1XMAC Authentication

Farsecy o
Steem Control

Port VLAN Circuit ID Edit
Dos

Mo data available in table
Dynamic ARP Inspection

DHCP Snoaping

Properties
Statistics

Options2 Property

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port (GE1 to GE12, LAG1
to LAG8) or ports for applying DHCP snooping, Option82
Property function.

VLAN Choose a number as VLAN ID which is easy to be identified for
a packet containing with it.

It is optional setting.

Circuit ID Enter ASCII text string in the entry box. Later, any packet
passes through the specified interface (GE/LAG port) will be
inserted with such information.

Add Click it to create a profile.
Edit

9 - click it to modify the circuit ID value for the selected
entry.

@- click it to remove the selected entry.
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IV-11 IP Source Guard

By using the source IP address filtering function, IP source guard can prevent a malicious host
from feigning a legal host with its IP address and performing malicious attack.

IV-11-1 Port Settings

IP source guard is a port-based feature. Therefore, it is necessary to configure detailed
settings for each GE/LAG port interface separately.

Dashboard

Status

Swiich LAN

ONVIF Survediance

RADIUS Poms:

TACACS+ State:

Management Access Authenticat o Verify Source:

Managameant Accass Control Max Entry:

802.1XMAC Authentication
Port Security

Ll State

Dos

GE1 Disabled

Dynamic ARF Inspection Disabled

[DHCE Snooging Disabled

P Spurce Guard

Disabled
Disabled

Disabled

Disabled

e shlad

Enable

® 1P O IPMAC

Verify Source Current Entry Max Entry
Undimited
Undimited
1] Undimited
Undimited
Unlimited
Unlimited
Un

mited

T T % POV TV VW

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port (GE1 to GE12, LAG1
to LAGS) or ports for applying IP source guard function.

State Enable - Check it to make the port(s) selected above apply the

settings configured in this page.

Verify Source

Specify the type of source IP for the packet coming from.
IP - Only the packet with specified IP address will be verified.

IP-MAC - Only the packet with specified IP address and MAC
address will be verified.

Max Entry Define the number (0~50) for the port.
The default is 0 (no limit).
Apply Apply the settings to the switch.
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IV-11-2 IMPV Binding

This page allows the network administrator to set the filtering conditions (binding type, MAC
address, IPv4 address) for packets through the specified LAN port.

Dashboard
Status

Switch LAN

© Securty » IP Source Guard > IMPV Binding > IMPV Binding

ONVIF Survedlance

RADIUS Ports:

TACACS+ VLAN:

Management Access Authenticat - Binding:

Management Access Conirol MAC Address:
B02. 1XMAC Authentication

1Pvd Address:
Port Security
Storm Control
Dos

Dynamic ARP Inspection Fort VLAN
DHCP Snooping

WP Source Guard

Port Setlings.

IMPV Binging

IP Conflict Prevention

IP-MAC-Port-VLAN Binding Table

MAC Address

& IP-MAC-POrtVLAN O IP-Port-VLAN

IP Address Subnet Mask Binding Type Lease Time

No data available in table

Available settings are explained as follows:

Item Description

Ports Use the drop down list to select the port (GE1 to GE12, LAG1
to LAG8) or ports for applying IMPV Binding function.

VLAN Choose a number as VLAN ID which is easy to be identified for
a packet containing with it.
It is optional setting.

Binding Select the binding type for such feature.
IP-MAC-Port-VLAN - Packets will be allowed to pass through
the port interface if they meet the conditions specified by IP
address, MAC address, Port setting and VLAN ID setting.
IP-Port-VLAN - Packets will be allowed to pass through the
port interface if they meet the conditions specified by IP
address, Port setting and VLAN ID setting.

MAC Address Enter the MAC address of the device connecting to the port
interface selected above.

IPv4 Address Enter the IP address with mask address of the device
connecting to the port interface selected above.

Add Click it to create a new binding profile.

Edit

9 - Click it to modify the settings for the selected entry.
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| Edit

Ports: GE1 -
VLAN: 1 (1 - 4094)
Binding: IP-MAC-Port-VLAN  IP-Port-VLAN

MAC Address: pn.on7es1:20:94

IPv4 Address: 19 155182 ! 2685 265 766 265

@- click it to remove the selected entry.
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IV-12 IP Conflict Prevention

144

A user can configure IP addresses for network devices manually. However, it might result in
conflict between different devices due to using the same IP address, and cause the devices
not working correctly.

This page allows you to prevent IP conflict by binding the port with the specified IP address.

Dashboard © Security > IP Conflict Prevention > IP Conflict Prevention

Stalus

Switch LAN »

1P Conflict Prevention Setup Wizard
ONVIF Survediiance - Dwick Start Wizard

_ L Enable « Disanie

RADIUS

Link Aggregation: Enable ® Disable
TACACS+

| A Conflict Status
Management Access Control

802 1XMAC Authentication

Fort Seurity

Storm Control

DaS

Dynamic ARP Inspection

DHCP Snooping

1P Soce uard

1P Conflict Prevention
_ Port 1L IPAddress MAC Address Host Type Conflict Ports Modify

Loop Protection

o data available in table
ACL

Available settings are explained as follows:

Item Description
IP Conflict Prevention Quick Start Wizard - The system will guide to bind server port
Setup Wizard with an IP address step by step.

Step 1

Select a port for DHCP server.

Server Port: GE1

1 Next

T At T

Step 2
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0—0

Please confirm the port type

8 10 12 DHCF Client

2 4 6
|E| @ |E| © Static Binding
Multiple Hoste
[SISIOTS] [BI[B] = oecr soner
1 3 5 7 9

1 il LAG Group

Note: Click on the port to change the port type to correct one

Step 3

Detecting your network...

0—0—0

Please confirm the protected hosts

Protected Hosts Table

Port 12 IP Address

GE2 192.165.1.5

Note: Please make sure your PC is in the protected

IP Address

are not

available to login your VigorSwitch once you enable |JEREPSLERES

Step 4

Your PC: GE1
Host Type: ® Static DHCP
IP Address:

Skip this step with empty string
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0—0—0-0

IP Conflict Prevention

® Enable Disable

After clicking OK, the IP address specified for the GE port will
be unavailable for other network devices.

IP Prevention Enable - Click it to activate the function of IP prevention.
Disable - Click it to deactivate the function of IP prevention.

Apply Apply the settings to the switch.

Clear Remove all settings of IP source guard DHCP snooping and
dynamic ARP inspection.

Modify e
- Click it to modify the settings for the selected entry.

Edit GE2 t

Port Type
DHCP Client -

IP Address

Edit GE2 ‘

Port Type

Multiple Hosts -

IP Address(es)

—

There's a DHCP Server in this port
Yes @ No

e L= - LA = e LT ]

Port Type - There are four selections - DHCP Client, Static
Binding, Multiple Hosts and DHCP Server. Each type will bring
out different IP address(es) settings.
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OK - Click it to save the settings.

— Click it to remove the selected entry.
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IV-13 Loop Protection

Loop event might be caused due to wrong hardware connection. VigorSwitch will periodically
send packets out to check if they loopback or not. This page allows you to set conditions and
perform an action when VigorSwitch detects the loopped packet.

Dashboard © Security > Loop Protection > Loop Protection Setting
Status -
Loop Probection Setting
Switch LAN -
ONVIF Sunveitance - Loop Protection Setting
. i state: & Enable © Disable
RADIUS

Transmission Time: (1-3sec)
TACACS+
Action;
Management Access Authenticat o
Management Access Control @
802, 1XMAC Authentication

State Transmission Time Action
Port Security

e DISABLED 1 Shutdewn Port
DoS

Dynamic ARP Inspection

DHCP Snooping

1P Spurce Guard

P Conflict Prevention

B

ACL

Available settings are explained as follows:

Item Description

State ® Enable - VigorSwitch detects the loop event of GE
ports/LAG ports automaticlly.

® Disable - VigorSwitch will not detect the loop event.

Transmission Time When the loop event occurred, VigorSwitch will perform the
action after a period of time.

Action When the switch detects loop situation occurred to a port; it
will perform the action selected in this field.

® Log - The switch will reord such event as a log.
®  Shutdown Port - The switch will shut down the port.

® Shutdown Port and Log - The switch will shut down the
port and record the event as a log. The system
administrator will view the content from system log.

Apply Apply the settings to the switch.
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Part V ACL Configuration




V-1 Create ACL

An Access Control List (ACL) is a sequential list of permit or deny conditions that apply to IP
addresses, MAC addresses, or other more specific criteria. This switch tests ingress packets
against the conditions in an ACL one by one. A packet will be accepted as soon as it matches a
permit rule, or dropped as soon as it matches a deny rule. If no rules match, the frame is

accepted.

V-1-1 MAC

The function is used to show the Access Control List (ACL) based on Layer 2 filtering, the MAC
layer. The ACL is composed by many Access Control Element (ACE) rules. You can create a
new ACL here; then add multiple ACEs.

Dashboard © ACL > Create AC

Stalus

Swiich LAN

ONVIF Survellance

Security

Systern Maintenance
Diagnostics
Mad Alert

Product Registration

ACL Profile Name:

MAC ACL Name Action

ACL_MAC_1 ®

Available settings are explained as follows:

Item Description

ACL Profile Name Enter a name for creating a new ACL profile.
Add Add a new ACL entry using given ACL name.
Action

- click it to remove the selected entry.
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V-1-2 |IPv4

The function is used to show the Access Control List (ACL) based on Layer 2 to Layer 4 filtering,
the IPv4. The ACL is composed by many Access Control Element (ACE) rules. You may create a
new ACL here; then add multiple ACEs.

Dashboard © ACL > Create AC
Status
MAL 1Pvd IPv
Swich LAN
OMVIF Survelilance = ACL Profile Name: A vd_1
Security - m
Create ACE P ACL IPvd 1 @
ACL_IPv4_1
ACL Binding

PoE

Systern Maintenance
Diagnostics

Mail Awert

Produtt Registration

Available settings are explained as follows:

Item Description
ACL Profile Name Enter a name for creating a new ACL profile.
Add Add a new ACL entry using given ACL name.
Action @

- click it to remove the selected entry.
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V-1-3 IPv6

The function is used to show the Access Control List (ACL) based on Layer 2 to Layer 4 filtering,
the IPv6. The ACL is composed by many Access Control Element (ACE) rules. You may create a
new ACL here; then add multiple ACEs.

Dashboard 0 AC e ACH
Status
MAC 1Pv4 1Pv6

Switch LAN

ONVIF Surveillance ACL Profile Name:

Security m

Cracts ScE ACL_IPS_C2 @
ACL Binding

QoS

PoE

Systern Maintenance

Diaghostics

Mad Aert

Product Registration
Available settings are explained as follows:

Item Description

ACL Profile Name Enter a name for creating a new ACL profile.

Add Add a new ACL entry using given ACL name.

Action @

- click it to remove the selected entry.
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V-2 Create ACE

Since ACL based on MAC, IPv4 and/or IPv4 has been created on the section of IV-1, now you
can add multiple ACE rules for each ACL.

V-2-1 MAC

This page shows ACE based on MAC address. You may choose ACL, permit, and deny particular
packet or frame, even shutdown the port.

You may provide filtering/matching criteria for one or more of packet characteristic (such as
Source/Destination MAC, Ethertype, VLAN, 802.1p) for this ACE to identify the packet.

Dashboard 0 Al Create ACE > MAC
Status -
ONVIF Survediance E ACL Profile Name:
il Sequence:

Action:
Create ACL

Source MAC: # Any
ACL Binding
s Destination MAC: Any
PoE
System Maintenance Etheriype: Any
Diagnostics
Mai Alert = WLAN: Any
Product Registration

20210 “ Any

=
No. Name Sequence Action Source MAC/Mask Destination MAC!... Ethertype VLAN 802.1p Modify
CL_MAC_ Parmit Anyliay AaylAny Ay Any AnyiAny o @

Available settings are explained as follows:

Item

Description

ACL Profile Name

Use the drop down list to selected one of the user defined ACL
profiles.

Sequence

Assign a sequence number to this ACE. The sequence is used to
identify which one of ACEs in an ACL is firstly used to match
ingress packets. The switch port bound with an ACL use the
contained ACE rules, start with the one with lower sequence
number to match the packet first.

Action

Select the action applied to the packet matched this ACE.
Permit or deny the packets into switch core, or shutdown the
port for stopping further transmission.

() Permit
[ Deny
® Shutdown

Source MAC / Destination
MAC

Specify the source and the destination MAC address for
filtering.
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Any - All packets will be filtered.
Or, enter the IP address to filter the packets coming from that

address.
Ethertype Specify ethernet type for filtering.

Select Any.

Or, enter the value with the format of “0x600 ~ OXFFF”.
VLAN Specify VLAN profile for filtering.

Select Any.

Or, enter a VLAN number. The packets coming from the VLAN
specified here will be filtered by Vigor device.

802.1p Specify the 802.1p priority value for filtering. Select Any, or a
number from 0 to 7.

Add Click it to create a new ACE rule.

Modify

9 - click it to modify the settings for the selected entry.

Edit ACE ACL_1_carrie

Sequence: |

Action: Permit .

Source MAC: [#1Any

/

Destination MAC: [F]Any

/

Ethertype: wlAny
(DxB00-0xFFFF)

VLAN: Zlany
£1-4094)

B0Z.1p: @lany

/

- click it to remove the selected entry.

V-2-2 |IPv4

This page shows ACE based on IPv4 address. You may choose ACL, permit, and deny particular
packet or frame, even shutdown the port.

You may provide filtering/matching criteria for one or more of following packet characteristic
(such as Protocol over the IP layer, Source/Destination IPv4 address, Type of Service,
Source/Destination port number, TCP flags, ICMP Type, if chosen protocol contains ICMP), for
this ACE to identify the packet.
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Dashboard

Status

Switch LAN
' ACL Profile Name:

ONVIF Surveillance
Sequence:

Security
Action:

G, Protocol:

ACL Binding

QoS - Destination 1P:
PoE

System Maintenance = Service:
Diagnostics Source Port:

Mail Alert
Destination Port:

Product Registration
ICMP Type:

ICMP code:

No. || Name Sequence

|

Action Protocol Source IPiMask Destination I... Dscp PP Source Port ... Source Port ... Destination P... I

Available settings are explained as follows:

Item

Description

ACL Profile Name

Use the drop down list to selected one of the user defined ACL
profiles.

Sequence Assign a sequence number to this ACE. The sequence is used to
identify which one of ACEs in an ACL is firstly used to match
ingress packets. The switch port bound with an ACL use the
contained ACE rules, start with the one with lower sequence
number to match the packet first.

Action Select the action applied to the packet matched this ACE.
Permit or deny the packets into switch core, or shutdown the
port for stopping further transmission.
® Permit
[ Deny
®  Shutdown

Protocol Spec