
Release Notes for DrayTek Vigor2830n V2 (UK/Ireland)

Firmware Version 3.8.5
Release Type Regular – Upgrade recommended when convenient
Release Date 24th October 2017
Build Date 24th October 2017
Revision 69451
Applicable Models Vigor2830n 'v2'
ADSL Modem Code 571801_A (Standard), 571701_A
Locale UK Only / Annex A Only

New Features

(None)

Improvements

1. Improvements to Wireless WAN (WAN2) mode WPA2 security to protect against WPA2 Key 
Reinstallaton Atack (KRACK), for more details please read this security advisory:
htps://www.draytek.co.uk/informaton/our-technology/wpa2-krack-vulnerability

2. Resolved an issue with NAT loopback when forwarding to WAN IP Alias addresses

Known Issues

1. Configuraton setngs in 3.8.5 firmware are not backwards compatble with 3.7.8.1. It is not 
possible to downgrade from 3.8.x to 3.7.8.1 and retain setngs. To downgrade, use the .rst 
file to clear setngs. 
Before upgrade to 3.8.5 we recommend taking a backup of the previous configuraton. To 
downgrade to 3.7.8.1 onto a unit running 3.8.5, first .rst reeash 3.7.8.1 and then restore a 
previously saved .cfg from 3.7.8.1 or earlier.

https://www.draytek.co.uk/information/our-technology/wpa2-krack-vulnerability


IMPORTANT NOTE – Hardware Versions

This firmware can only be used if your unit is a 'v2' (version 2). This firmware is not for use with the 
version 1 model. If you're not sure which you have, check this guide:
htp://www.draytek.co.uk/support/guides/kb-v2830n-v1-vs-v2

Firmware File Types

The ZIP file contains the firmware with two diferent file extensions, .ALL and .RST.  The firmware is 
identcal but the RST file contains factory default setngs. If you install the ALL file, your router will 
retain all existng setngs. If you use the RST file, all setngs will be wiped from your router.

Upgrade Instructons

It is recommended that you take a configuraton backup 
prior to upgrading the firmware. This can be done from 
the router's system maintenance menu. 

To upgrade firmware, select 'firmware upmgradue' from 
the router's system maintenance menu and select the 
correct file.  nsure that you select the ALL file unless you
want to wipe out your router’s setngs back to factory 
default.

Manual Upgrade

If you cannot access the router's menu, you can put the router into 'TFTP' mode by holding the 
R S T whilst turning the unit on and then use the Firmware Utlity. That will enable TFTP mode.  
TFTP mode is indicated by all L Ds eashing. This mode will also be automatcally enabled by the 
router if there is a firmware/setngs abnormality.  Upgrading from the web interface is easier and 
recommended – this manual mode is only needed if the web interface is inaccessible.

http://www.draytek.co.uk/support/guides/kb-v2830n-v1-vs-v2


Firmware Version 3.8.1.2
Release Type Regular – Upgrade recommended when convenient

Note: A previous firmware (3.8.1.1) was a critcal release. This 
f/w includes all changes/improvements that were in 3.8.1.1.

Release Date 4th August 2017
Build Date 3rd July 2017
Revision 66612
Applicable Models Vigor2830n 'v2'
ADSL Modem Code 571801_A (Standard), 571701_A
Locale UK Only / Annex A Only

New Features

1. Support for extra TR-069 parameters
2. Support WAN load balance by Session, configured in  WAN] >  General Setup]

Improvements

1. Improved Content Filtering of Youtube when accessed through the Google Chrome browser
2.  VPN and Remote Access] >  PPP General Setup] Dial-In PPP Authentcaton can now specify 

"MS-CHAPv2 Only"
3. Resolved an issue with NAT loopback when forwarding to WAN IP Alias addresses

Known Issues

1. Configuraton setngs in 3.8.1.2 firmware are not backwards compatble with 3.7.8.1. It is 
not possible to downgrade from 3.8.x to 3.7.8.1 and retain setngs. To downgrade, use the 
.rst file to clear setngs. 
Before upgrade to 3.8.1.2 we recommend taking a backup of the previous configuraton. To 
downgrade to 3.7.8.1 onto a unit running 3.8.1.2, first .rst reeash 3.7.8.1 and then restore a 
previously saved .cfg from 3.7.8.1 or earlier.



Firmware Version 3.8.1.1
Release Type Critcal – Upgrade recommended immediately
Release Date 20th December 2016
Build Date 8th December 2016
Applicable Models Vigor2830n 'v2'
ADSL Modem Code 571801_A (Standard), 571701_A
Locale UK Only / Annex A Only

New Features in this Firmware

(None)

Improvements in this frmware

1. Security improvements including one or more considered critcal.
2. Misc. minor WUI changes/correctons.   

Known Issues

1. Configuraton setngs in 3.8.1.1 firmware are not backwards compatble with 3.7.8.1. It is 
not possible to downgrade from 3.8.x to 3.7.8.1 and retain setngs. To downgrade, use the 
.rst file to clear setngs. 
Before upgrade to 3.8.1.1 we recommend taking a backup of the previous configuraton. To 
downgrade 3.7.8.1 onto a unit running 3.8.1 first .rst reeash 3.7.8.1 and then restore a 
previously saved .cfg from 3.7.8.1 or earlier.



Firmware Version  3.8.1
Release Type Regular – Upgrade recommended when convenient
Release Date  20th May 2016
Build Date  11th April 2016
Applicable Models  Vigor2830n 'v2'
ADSL Modem Code  571801_A (Standard), 571701_A
Locale  UK Only / Annex A Only

New Features

1. WAN2 can now operate in 2.4GHz Wireless Staton Mode, switchable with  thernet 
mode  WAN] >  General Setup] >  WAN2]

2. WAN1 PPPo /PPPoA now supports Fallback account, used if the primary details are 
unable to establish a working connecton

3. WAN Connecton Detecton - Ping Detect now supports Primary/Secondary Ping IP, 
Interval & Retry parameters

4. Mult-WAN & Mult-LAN IPv6 now supported
5. Notficaton Objects now have WAN Budget and Central VPN Management optons
6. URL Content Filter Profiles now have  xcepton List opton
7. LAN DNS entries now support CNAM  (Domain Alias)
8.  Load Balance / Route Policy] >  Diagnose] added
9. DrayTek SMB protocol stack
10. Web Server and SSL VPN supports TLS 1.2
11. VigorACS can now display the status of LAN ports on the router
12.  SSL VPN] >  General Setup] can select which WAN interfaces listen for SSL VPN 

connectons
13.  System Maintenance] >  Firmware Upgrade] can now check for latest available 

firmware
14. Support for X.509 Certficates over 2048 bytes in size e.g. StartCom
15. SSH now supports 2048-bit DH 
16.  Web Portal] feature improvements, now supports HTTPS redirecton
17. RTS Threshold and Fragment Length can be configured from  Wireless LAN] >  Advanced 

Setng]
18. URL Content Filter Profiles now have  xcepton List opton
19. Dynamic DNS configuraton now supports up to 64 characters for Login Name and 

Password setngs
20. Telnet command 'adsl snr' allows control of SNR target



Improvements

1. Changed TCP Inital seeuence number mechanism 
2. Added X-Frame-Optons to HTTP headers
3. Session validaton method improved in Web UI
4. Improved TCP SYN protecton mechanism 
5. TCP port 2869 and UDP port 1900 responding on WAN when UPnP enabled
6. Improved LDAP compatbility with Windows Server OS
7. DNS Queries could be blocked by the router's firewall in some situatons
8.  LAN] >  Bind IP to MAC] ARP table could not display IP address over 11 digits
9. Added DHCP setng for "Next Server IP Address"

Known Issues

1. Configuraton setngs in 3.8.1 firmware are not backwards compatble with 3.7.8.1. It is not 
possible to downgrade from 3.8.x to 3.7.8.1 and retain setngs. To downgrade, use the .rst 
file to clear setngs. 
Before upgrade to 3.8.1 we recommend taking a backup of the previous configuraton. To 
downgrade 3.7.8.1 onto a unit running 3.8.1 first .rst reeash 3.7.8.1 and then restore a 
previously saved .cfg from 3.7.8.1 or earlier.



Firmware Version  3.7.8.1
Release Date  6th July 2015
Build Date  15th June 2015
Applicable Models  Vigor2830n 'v2'
ADSL Modem Code  544401_A (Standard), 552011_A
Locale  UK Only / Annex A Only

New Features

1. The router's Online Status can display DSL informaton from a Vigor 130 modem 
connected to WAN2.

2. Support for TR-069 HTTP/HTTPS trigger, available in  System Maintenance] >  TR-069] 
"Test with Inform" buton.

Improvements

1. Resolved an issue with the Firewall that could stop users accessing the internet due to a 
session limit error under some circumstances.

2. Added additonal TCP SYN protecton from WAN.
3. Web interface improved to protect against Cross-Site-Reeuest-Forgery atacks.
4. RFC-1483 Routed IP LLC mode did not work correctly.



Firmware Version  3.7.8
Release Date  16th February 2015
Build Date  8th February 2015
Applicable Models  Vigor2830n 'v2'
ADSL Modem Code  544401_A (Standard), 552011_A
Locale  UK Only / Annex A Only

New Features

1. Added the DNS filter object in  Firewall] >  General Setup] which allows the DNS filter to be 
applied using filter rules. DNS filter can now use either URL or WCF filter profiles.

2. Supports Virtual IP Mapping for LAN to LAN VPN tunnels, to map / NAT local IPs to a 
reeuired subnet.

3.  Load Balance/Route Policy] now supports metrics. 
htp://www.draytek.co.uk/support/guides/kb-policy-routng-guide-v2

Improvements

1. Improvements to the layout of the  System Maintenance] >  SNMP] page.
2. The router's TCP SYN atack protecton has been improved.
3.  Applicatons] >  LAN DNS/DNS Forwarding] now supports DNS forwarding, to forward 

specific DNS reeuests to other DNS servers.

http://www.draytek.co.uk/support/guides/kb-policy-routing-guide-v2


Firmware Version  3.7.4.2
Release Date  12th December 2014
Build Date  4th December 2014
Applicable Models  Vigor2830n 'v2'
ADSL Modem Code  544401_A (Standard), 552011_A
Locale  UK Only / Annex A Only

New Features

(None)

Improvements

1. SSL3 now disabled in favour of TLS by default for SSL tunnels and web management.
2. Improved display of IPv6 statc routes with a prefix length of /128 in  Diagnostcs] > 

 Routng Table].
3. Improvements to wireless performance with multple wireless clients.



Firmware Version  3.7.4.1
Release Date  24th September 2014
Build Date  22nd September 2014
Applicable Models  Vigor2830n V2
ADSL Modem Code  544401_A (Standard), 552011_A
Locale  UK Only / Annex A Only

New Features

(None)

Improvements

1. LAN users were prevented from accessing router's Web UI using HTTPS via WAN IP.
2. Connecton mode for WAN2 wasn't shown correctly in VigorACS SI.
3. LAN2 Routng Mode didn't respond to WAN ARP reeuests from LAN Clients like IP 

Routed Subnet did.
4. Stability of WCF mechanism improved
5. Fixed a problem of memory usage afer PPPo  disconnecton.
6. Mail Alert did not work with 1and1 SMTP server.
7. New TR069 parameters added to cater for VigorACS SI 1.1.5
8. Could not show "_" character in the comment field of Bind IP to MAC.



Firmware Version  3.7.4
Release Date  1st July 2014
Applicable Models  Vigor2830n V2
ADSL Modem Code  544401_A (Standard), 552011_A
Locale  UK Only / Annex A Only

First Firmware Release for this model

     

[END OF FILE]


