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Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7 and Explorer are trademarks of Microsoft Corp.
® Apple and Mac OS are registered trademarks of Apple Inc.

° Other products may be trademarks or registered trademarks of their respective manufacturers.
Safety Instructions

® Read the installation guide thoroughly before you set up the router.

(] The router is a complicated electronic unit that may be repaired only be authorized and qualified personnel.
Do not try to open or repair the router yourself.

L Do not place the router in a damp or humid place, e.g. a bathroom.
The router should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.

Do not expose the router to direct sunlight or other heat sources. The housing and electronic components
may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.
(] Keep the package out of reach of children.
( When you want to dispose of the router, please follow local regulations on conservation of the environment.

Warranty

@ We warrant to the original end user (purchaser) that the router will be free from any defects in workmanship
or materials for a period of two (2) years from the date of purchase from the dealer. Please keep your
purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty period, and upon
proof of purchase, should the product have indications of failure due to faulty workmanship and/or materials,
we will, at our discretion, repair or replace the defective products or components, without charge for either
parts or labor, to whatever extent we deem necessary tore-store the product to proper operating condition.
Any replacement will consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is modified, misused,
tampered with, damaged by an act of God, or subjected to abnormal working conditions. The warranty does
not cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the manual and
online documentation and to make changes from time to time in the contents hereof without obligation to
notify any person of such revision or changes.

Be a Registered Owner
@ \Web registration is preferred. You can register your Vigor router via http://www.DrayTek.com.
Firmware & Tools Updates

® Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please consult
the DrayTek web site for more information on newest firmware, tools and documents.

http://www.DrayTek.com
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Part | Installation

This part will introduce Vigor router and guide to
install the device in hardware and software.

Installation
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I-1 Introduction

This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides
suitable for your region or product, please contact local distributor.

Vigor3220 Series, a broadband router, integrates IP layer QoS, NAT session/bandwidth
management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly and offers several protocols (such as
IPSec/PPTP/L2TP) with up to 100 VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy easily. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before. By
the way, DoS/DDoS prevention and URL/Web content filter strengthen the security outside
and control inside.

Object-based firewall is flexible and allows your network be safe. In addition, Vigor3220
Series supports USB interface for connecting USB printer to share printer, USB storage device
for sharing files, or for 3G/4G WAN.
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I-1-1 Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and

connectors first.

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
USB1~USB2 On A USB device is connected and active.
Blinking The data is transmitting.
CSM™ On The profile of CSM (Content Security Management) for
IM/P2P application is enabled from Firewall >> General
Setup. (Such profile is established under CSM menu).
WLAN On Wireless access point is ready.
Blinking Ethernet packets are transmitting over wireless LAN.
Off The WLAN function is inactive.
WAN1~WAN4 On The WAN connection is ready.
Blinking It will blink while transmitting data.
VPN On The VPN tunnel is active.
Off VPN services are disabled
Blinking Traffic is passing through VPN tunnel.
LED on Connector
DMZ Left On The port is connected.
LED Off The port is disconnected.
(Green) [ Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps.
(Green)
Left On The port is connected.
LAN | LED Off The port is disconnected.
Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
Left On The port is connected.
WAN1 | LED Off The port is disconnected.
~WAN Blinking The data is transmitting.
4 Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
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Interface
Wireless LAN
ON/OFF/WPS

Description

WLAN On - Press the button and release it within 2 seconds. When the
wireless function is ready, the green LED will be on.

WLAN Off - Press the button and release it within 2 seconds to turn off
the WLAN function. When the wireless function is not ready, the LED
will be off.

WPS - When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making
network connection through WPS.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

Console Connecter reserved for RD debug.

DMz Connecter for local DMZ host.

LAN Connecters for local networked devices.

WAN1~WAN4 Connecter for remote networked devices.

USB1~USB2 Connecter for a USB device (for 3G/4G USB Modem or printer).

Connecter for a power adapter.

ON/OFF

Power Switch.
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I-2 Hardware Installation

I-2-1 Installing Vigor Router

Before starting to configure the router, you have to connect your devices correctly.

Cable/DSL Modem @

or Media Converter

LIS T w7
[ AL e (g
A
o

Vigor3d220n

SuHiAEAM Sarurity Rairder

Power Adapter

1. Connect the cable Modem/DSL Modem/Media Converter to any WAN port of router with
Ethernet cable (RJ-45).

2. Connect one end of an Ethernet cable (RJ-45) to the LAN port of the router and the
other end of the cable (RJ-45) into the Ethernet port on your computer. Or, use a switch
to connect Vigor router and computer(s).

3.  Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

4.  Power on the device by pressing down the power switch on the rear panel.

5. The system starts to initiate. After completing the system test, the ACT LED will light up
and start blinking.

(For the detailed information of LED status, please refer to section 3. Panel Explanation)
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I-2-2 Installing USB Printer to Vigor Router

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Printer Name:192.168.1.1
PortName:|IP_192.168.1.1

Router(192.168.1.1)

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open All Programs>>Getting Started>>Devices and Printers.

] -
Srmart WPM Client
—d =l T3 11

Cornputer

J[ Getting Started r
] Contral Panel

% Privatefirewall 7.0
Dewices and Printers

! Connectto a Projector
] L Default Pragrams
g

it Calculator Help and Support

Windous Security

L ff | »
* Al Pragrarns L|

3. Click Add a printer.

Devices and Printers

e

';\ § LY jJ @ » Cantral Panel = Hardware and Sound = Dewvices and Printe

Sdd a device | Add a printer

a Devices (D
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4.  Adialog will appear. Click Add a local printer and click Next.

o Add Printer E

u\ ) oy Sdd Printer

What type of printer do you want to install?

= Add alocal printer

Use this option only if you don't hawve a USE printer, (0Windows autormatically installs USE printers
wibien you plug therm in.)

=» Add a network, wireless or Bluetooth printer

Make sure that your computer iz connected to the netwaork, or that your Bluetooth orwireless
printer is turned an,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop down
list to select Standard TCP/IP Port. Then, click Next.

i Add Printer x|
@ = Add Printer
Choose a printer port

A printer portis a type of connection that allows your cormputer to exchange information with a printer,

™ Use an existing port: ]LPTl: (Printer Port) _]

v

=

Type of port:

Mext Cancel
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6. In the following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

i Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Device ‘_]
Hastname or IP address: 1192.168.1.1
Port name: |102.168.1.1

[~ Query the printer and automatically select the driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

o Addd Printer x|

@ i Add Printer

Additional port information required

The device is not found on the network, Be sure that:

. The device is turned on,

. The network is connected,

. The device is praperly configured,

. The address on the prewious page is correct,

o

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows,

Device Type -

(+ Standard

" Custom tt

Mext Cancel

Vigor3220 Series User’s Guide



8.  Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the
selection, click Next.

= Add Printer El

@ e Add Printer

Install the printer driver

; Choose your printer frarn the list. Click Windows Update to see rmore models.

To install the driver from an installation CD, click Hawve Disk,

o |~ [ . \ﬁl
Brother | H (= Erother DCP-116C |
Canon LalBrother DCP-117C
DrrayTek Sl Brother DCP-128C
Epson ol Brother DCP-129C
Fuii Xerox j (=] Brather DCP-130C j

5] This driver is digitally signed. Windows Update | Have Disk... |

Tell rre why driver signing is impaortant

9. Type a name for the chosen printer. Click Next.

2 Add Printer x|

-
0 d= Add Printer

Type a printer name

Printer narne:

This printer will be installed with the Brother DCP-116C driver,

Mext Cancel

Vigor3220 Series User’s Guide



10

10. Choose Do not share this printer and click Next.

=+ Add Printer

& ) sy Add Printer

Printer Sharing

If you wwant to share this printer, you must provide a share name, You can use the suggested narme or

fype a new one, The share name will be visible to other network users,

' Do not share this printer

™ Share this printer so that others on your network can find and use it

11. Then, in the following dialog, click Finish.

= Add Printer

() & AddPrinter

You've successfully added Brother DCP-116C

I Set as the default printer

MNext

Cancel

To check if your printer is warking properly, or to see troubleshooting information for the printer, print a

test page.

Print a test page

I Finisn |

Cancel
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12. The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % ~ Control Panel + Hardware and Sound « Devices and Printers +
Add adevice  Add a printer  Seewhat's printing | Print server properties | emove device

: e far this printl
[server. |

& Devices (3

Generic Non-PnP  WMware Vitwal  WINTPRO-SVR

Monitor disk SCEI Disk
Device

« Printers and Faxes ()

GF_Printer Adm_Printer

Microsoft XPS
Docurment Writer

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties REMOvE device

Forms ~ Perts |Dli\-'ers| Securit_l,ll Advanced

a WMYIMTPRO- SR,

Ports on this server

Part Description Printer I;I
Ts002 Inactive TS Part

=il TI00L Inactive TS Part
TP ThinPrint Print Port fo..

172.16.2.2... Standard TCR/IP Port af
LPR_local., Standard TCP/IP Part Adm_Printer
el Bl it L C e
ndard TCP/IP Port Brother
FasPaort: acal Ho ICrasa acument Wrter |

Add Port.., Delete Port Configure Port... | ]

ak I Cancel Apply

Vigor3220 Series User’s Guide 11



12

14. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

reer propertie

3 FREMMOWE dEviCe

| ™ Print Server Properties

Port Settings |

Paort Mame:

Forms Ports |Drivers| Securit_l.JI .&dvancedl

Printer Marme ar [P Address:

X|

|192.168.1.1

|192.168.1.1

Protocol
’7 " Raw

& LPR

Raww Settings

Port Murrber IEIlUIJ

LPR Settings

Queue Mame: Ip]_l

[~ LPR Byte

Counting Enabled

SNRAP Status Enabled

Caormmunity Marme: Ipublic

SMEAP Dewice Index |1

QK I Cancel
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The printer can be used for printing now. Most of the printers with different manufacturers
are compatible with vigor router.

1)

Info Note 1: Some printers with the fax/scanning or other additional functions are not
supported. If you do not know whether your printer is supported or not,
please visit www.draytek.com to find out the printer list. Open Support
>FAQ/Application Notes; find out the link of USB>>Printer Server and click
it.

D T k MyVigor | Register | E-newsketter | DrayTek HQ | edia Center | |Global { English | v Login

FAQ / Application Yiou are here: Home » Supports » FAQ/ Application Motes » Printer Server

UsSB
Printer Server

3G/4G Internet
Connection

Then, click the What types of printers are compatible with Vigor router?
link.

Note 2: Vigor router supports printing request from computers via LAN ports
but not WAN port.
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I-3 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later
section - Trouble Shooting of the guide.

2.  Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

DrayTek ““Vigor3220 series

Username admin

Password [

Login

Copyright @ 2015 DrayTek Corp. 2l Rights
Rezariad,

3. Please type “admin/admin” as the Username/Password and click Login.

Info If you fail to access to the web configuration, please go to “Trouble Shooting” for
detecting and solving your problem.
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4. Now, the Main Screen will appear.

Info The home page will be different slightly in accordance with the type of the
router you have.

5. The web page can be logged out according to the chosen condition. The default setting

is Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

Auto Logout |+
Auto Logouot
Off

1 rnin

3 min

S min

10 min
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I-4 Changing Password

Please change the password for the original security of the router.

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will

open to ask for username and password.

2. Please type “admin/admin” as Username/Password for accessing into the web user

interface with admin mode.

3. Go to System Maintenance page and choose Administrator Password.

System Maintenance > Administrator Password Setup

Administrator Password

Old Password
Mew Password
Confirm Password

(Max. 232 characters allowed)
(Max. 23 characters allowed)

Mote:

Password can containonly a-z A-Z 0-9 , ;0 "< >=* += |2 @# " 1()

Administrator Local User

Local User
Local User List
Index Uzer Name

Specific User
User Mame:

Add
Enable 'admin' Login From YWan

Password: Confirm Password:
{Max.15 characters for User Mame and Password)

4.  Enter the login password (the default is “admin’) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

Info The maximum length of the password you can set is 23 characters.

5.  Now, the password has been changed. Next time, use the new password to access the

Web user interface for this router.

16
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DrayTek gl [ i&rr i

Username adrin

Password  ssses |

Login

Copyright @ 2000- 2017 DrayTek Corp. All Rights Reseryed

Info Even the password is changed, the Username for logging onto the web user interface
is still “admin”.
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I-5 Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Auto Logout

Dashboard
vVizaras

A web page with default selections will be displayed on the screen. Refer to the following
figure:

Dashboard

Vigor3220n

Mubi-WAN Security Rauter

System Information
Model Name Yigor3220n System Up Time  |[0:0:17 System Status
Router Name DrayTek Current Time 2000 Jan 1 Sat 0:0:5 Dynamic DNS
Firrmware Yersion |3.8.8.1 Build Date/Time Mar 15 2018 21:03: 27 TRO69
La&MN MAC Address | 00-1D-44-F1-15-D0 User Management
IM/P2P Block
IPv4 Internet Access Schedule
Line / Mode 1P Address MAC Address Up Time Syslog / Mail Alert
WAN1 Ethernet / DHCP Client |Disconnected 00-10-A4-F1-15-D1 00:00:00 LDAP
WAN2 | Ethernet / DHCF Client | Disconnected 00-10-44-F1-15-D2 00; 0000 RADIUS
WIAN3 | Ethernet / -—- Disconnected 00-10-&4-F 1-15-03 00:00; 00 Firewall Object Setting
WANA | Ethernet / —— Disconnected 00-10-AA-F1-15-D4 00:00;00 Data Flow Monitor
WANS USe / --- Disconnected 00-10-A4-F1-15-05 0o; 00; 00
W AN Connected @ 0, WANT W ANZ W AT i M WAMNE
J LAN Connected : 0, @Portl
3 WLAN Connected @ O
Connected ; 0, LUSE 1
s 0, use 2
A VPN Connected : 0 Remote Dial-in User / LAN to LAN
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I-5-1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds. When you
move and click the mouse cursor on LEDs (except ACT), USB ports, DMZ, LAN, or WAN1~4,
related web setting page will be open for you to configure if required.

Dashboard

Tl e A N N-lN

®
T ACT *B,. VPN usat i
Vlgorszzon RN D Ei mmmm
Multi WAN Security Routor . e

Wirsleds LAN
ONOFFWFS

Port Color Description
DMZ Black DMZ port is disconnected.
Orange DMZ port is connected at 10/100 Mbps.
Green DMZ port is connected at 1 Gbps.
LAN Black LAN port is disconnected.
Orange LAN port is connected at 10/100 Mbps.
Green LAN port is connected at 1 Gbps.
GigaWAN Black WAN2 port is disconnected.
1-4 Orange WAN2 port is connected at 10/100 Mbps.
Green WAN2 port is connected at 1 Gbps.
uUsB Black No USB device is connected.
Green A USB device is connected.

For detailed information about the LED display, refer to I-1-1 LED Indicators and
Connectors.
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I-5-2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WAN1~5 and etc.) below means you can
click it to open the configuration page for modification.

System Information

Model Mame Yigoraz2on System Up Time 0:0:17

Router Hame DrayTek Current Time 2000 Jan 1 Sat 0:0:5
Eirmware Wersion J 3.8.8.1 Build Date/Time Mar 15 2018 21:03. 27
LaW MAC Address | 00-1D-AA-F1-15-D0

IPv4 Internet Access

Line / Mode IP Address MAC Address Up Time

(" WAN1 Fthernet / DHCP Client |Disconnected 00-10-44-F1-15-D1 00:00: a0
WAN2 Fthernet / DHCP Client |Disconnected 00-10-44A-F1-15-D2 00:00; a0
WAN3 Fthernet / -—- Disconnected 00-10-44-F1-15-D32 00:00: a0
WAN4 Fthernet / -—- Disconnected 00-10-44A-F1-15-D4 00:00; a0

|\ WANS SBE / --—- Disconnected 00-10-44-F1-15-D5 00:00: a0

I-5-3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

System Status

Dynamic ONS
TR-0R9

User Management
HA/P2P Block
Schedule

SysLog / Mail Alert
LDAP

RADIUS

Firewall Object Setting
Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P Block,
Schedule, Syslog/Mail Alert, LDAP, RADIUS, Firewall Object Setting and Data Flow Monitor are
displayed here. Move your mouse cursor on any one of the links and click on it. The
corresponding setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them
if required.
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WAN Connecked :0,  WANL  WANZ L WANT L WANS  WANS
| & Connected 0, @@LAMI
1 PLAN Connected :0
Connecked :0,  USBE 1
- 0, _USE 2
L =y Connected : 0 Remote Dial-in User / LANto LAN
1 . .
Myigar Activate @ 0
CPU Usage: O 1%
Current Status ¢ Memory o
Usage %

Note that there is a plus (J ) icon located on the left side of VPN/LAN. Click it to review the
VPN connection(s) used presently.

VPN Connected : 1 Remote Dial-in User / LAHN to LAN
Current Page: 1 Page MNo. |1 ¥
Name [ User Type | Security Host IP Up Time
V2920 IPsec/3DES 172.16.2.145 0:0:20

User Mode is OFF now.

] LAN Connected @ 3, (@LANL WLANZ LANZ LaM4 LAME LANB
Host ID IP Address MAC
ALPHA-NE 10.23.60.13 1C-4B-DE6-D2-D7-DB
10.23.60.14 00-15-AF-09-7E-FA
10.28.60.11 00-50-7F-C9-76-45

Host connected physically to the router via LAN port(s) will be displayed with green circles in
the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC address
indicates that the traffic would be transmitted through LAN port(s) and then the WAN port.
The purpose is to perform the traffic monitor of the host(s).
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I-5-4 GUI Map

All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.
Click the icon on the top of the main screen to display all the functions.

GUI Map

Dashhoard Certificate Management

Wizards Local Certificate
Quick Start Wizard Trusted CA Certificate
Service Activation Wizard Certificate Backup
VYPH Client Wizard Wireless LAN
VYPH Server Wizard General Setup
Wireless Wizard Security

Online Status Access Control
Physical Connection WPpPS
Virtual WAN WDS

WAN Advanced Setting
General Setup AP Discovery
Internet Access Aitime Fairness
Multi- VLAN Station List

LAN Station Control
General Setup Bandwidth Management
VLAN SSL VPN
Bind IP to MAC General Setup
LAN Port Mirror SS1L Web Proxy
Web Portal Setup SSL Application

Routing User Account
Static Route User Group
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I-5-5 Web Console

= N >

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.
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I-5-6 Config Backup

= W AE e

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen and a pop up dialog will appear.

T#ETIFREEE x

Mla  vizen 20180323 DrayTek 3881 cfg
L 149 KE
HFE T#k -

= =l = =

|

[ TEERE fBTF HTiH
et  — ||

Click Save to store the setting.

I-5-7 Logout

T =

Click this icon to exit the web user interface.
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I-5-8 Online Status

Connection
AN

I-5-8-1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, ADSL information, and so on.

Physical Connection for IPv4 Protocol

Online Status
Physical Connection System Uptime: Dday 1:41:52
1Pvd IPvG
LAN Status Primary DN%: 2.2.2.0 Secondary DNS: ©.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 ] 3012
WaAHN 1 Status
Enable Line Hame Mode Up Time
Yes Ethernet - 00:00:00
IP GW IP TX Bytes TX Rate{Bps) R Bytes RX Rate{Bps)
-—- -—- 0B} ] =Y u]
WAN 2 Status === Dial PPP
Enable Line Hame Mode Up Time
Yes Ethernet - 00:00:00
IP GW IP TX Bytes TX Rate(Bps) RX¥ Bytes RX Rate(Bps)
- - 0 (B} ] 0] ]
WAHN 3 Status
Enahle Line Hame Mode Up Time
fas Ethernet - 00:00:00
P GW IP TX Bytes TX Rate{Bps) RX Bytes RX Rate{Bps)
-—= -—= 0B} ] 0ie) ]
WAHN 4 Status
Enable Line Hame Mode Up Time
fes Ethernet - 00:00:00
{[n] Ly 1P T¥ Parkpts TY¥ RatniPns) RY Darkpte RY¥ RataiPhs)
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Physical Connection for IPv6 Protocol

Online Status

Physical Connection

System Uptime: Oday 1:42:38

LAN Status
IP Address
FEZO:: 210 AMFFFEQD: 06 (Link)
TX Packets RX Packets
20 u]

TX Bytes RX Bytes
2400 ]

Detailed explanation (for IPv4) is shown below:

Item

Description

LAN Status

Primary DNS-Displays the primary DNS server address for
WAN interface.

Secondary DNS -Displays the secondary DNS server address
for WAN interface.

IP Address-Displays the IP address of the LAN interface.

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

WAN1/WAN2/WAN3
/WAN4 Status

Enable - Yes in red means such interface is available but
not enabled. Yes in green means such interface is enabled.

Line - Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name - Display the name of the router.

Mode - Displays the type of WAN connection (e.g., PPPOE).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the WAN
interface.

Detailed explanation (for IPv6) is shown below:

Item

Description

LAN Status

IP Address- Displays the IPv6 address of the LAN interface..

TX Packets-Displays the total transmitted packets at the LAN
interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the LAN
interface.
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Item Description

WAN [|Pv6 Status Enable - No in red means such interface is available but not
enabled. Yes in green means such interface is enabled. No in
red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default gateway.

Info The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface
is not ready for accessing Internet.

I-5-8-2 Virtual WAN

Such page displays the virtual WAN connection information.
Virtual WAN are used by TR-069 management, VolIP service and so on.

The field of Application will list i-9the purpose of such WAN connection.
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I-6 Quick Start Wizard

Quick Start Wizard can help you to deploy and use the router easily and quickly. The first
screen of Quick Start Wizard is entering login password. After typing the password, please
click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password.

Old Passward
Mew Password
Confirm Password

Hint: If you want to keep the password unchanged, leave the password blank and
press "Mext" bhutton to skip this process.

On the next page as shown below, please select the WAN interface (WAN 1 to WANS5) that you
use. If Ethernet interface is used, please choose WAN1~WAN4. If USB interface is used, choose
WANS5. For WAN 1 to WAN4, choose Auto negotiation as the physical type for your router.
Here we take WANL as an example. Then, click Next for next step.

Quiick Start Wizard
WAHN Interface
WAl Interface: WHANT w
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negotiation  [w

Auto negotiation
10M half duplex
10M full duplex
100M half duplex
100 full duplex
10000 full duples

[ =Back | [ Med> ]

WAN1~ WAN4 and WANS will bring up different configuration page. Refer to the following
sections for detailed information.
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I-6-1 For WAN1~ WAN4 (Ethernet)

WAN1~ WAN4 are dedicated to physical mode in Ethernet. Please select the appropriate
Internet access type according to the information from your ISP. For example, you should
select PPPoE mode if the ISP provides you PPPOE interface.

PPPOE

1. Choose WANL1 as the WAN Interface and click the Next button. The following page will

be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WWAN 1
Select one of the following Internet Access types provided by your ISP,
® PPPOE
O PRTP
O LaTP
O Static IP
O DHCP

(=Back ] [next=]

2.  Click PPPoE as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

WAN 1

Enter the user name and password provided by your ISP,
Service Mame (Optional) CHT
Username 540056457 @hinet.net
Password  jessss
Confirm Password e

(=Back | [ Mest= |
Available settings are explained as follows:
[tem Description
Service Name Enter the description of the specific network service.
(Optional)
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5.

Item Description

Username Assign a specific valid user name provided by the ISP.
Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.
Note: The maximum length of the password you can set is 62
characters.

Confirm Password Retype the password.

Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

Wak Interface: WA T
Physical Mode: Ethernet
Internet Access: PPPOE

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router,

[ Finish | [ cancel |

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.

Vigor3220 Series User’s Guide



PPTP/L2TP

1. Choose WAN2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet
VWAN 2
Select one of the following Internet Access types provided by your ISP,
O PPPoE
© pPTP
O L2TP
O static IP
O DHCP

[ < Back ] [ MNext = ]

2.  Click PPTP/L2TP as the Internet Access Type. Then click Next to continue.
Quick Start Wizard

PPTP Client Mode

VAN 2

Enter the user name, password, WAN IP configuration and PPTP server IP provided by
wour ISP,

User Name 547Taed|

Password [XTIT]

Confirm Password [XTIT]

WAN IP Configuration
O obtain an IP address automatically
® sSpecify an IP address

IP Address 192.168.3.100
Subnet Mask 255255 2550
Gateway 192.168.3.1
Primary DNS
Second DNS

PPTP Server

[ <Back | [ MNext>
Available settings are explained as follows:
Item Description
User Name Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Vigor3220 Series User’s Guide 31



Confirm Password Retype the password.

WAN IP Configuration | Obtain an IP address automatically - the router will get an
IP address automatically from DHCP server.

Specify an IP address - you have to type relational settings
manually.

IP Address - Type the IP address.

Subnet Mask -Type the subnet mask.

Gateway - Type the IP address of the gateway.

Primary DNS -Type in the primary IP address for the router.
Second DNS -Type in secondary IP address for necessity in

the future.
PPTP Server / L2TP Type the IP address of the server.
Server
Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

Wik Interface: WA 2
Physical Mode: Ethernet
Internet Access: PPTR

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router,

[ Finish ] [ cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OR!

5.  Now, you can enjoy surfing on the Internet.
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Static IP

1. Choose WAN2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VAN 2

Select one of the following Internet Access types provided by your ISP.
O PPPOE
O PPTP
O L2TP
® static IP
O DHcp

[ <Back | [ MNext> |

2.  Click Static IP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

Static IP Client Mode

WAN 2

Enter the Static IP configuration provided by your ISP,

WAk 1P 192.168.2.102

Subnet Mask 255.255.2550

Gateway 192.168.3.1

Primary DNS 2.8.8.8

Secondary DMS 2.8.4.4 (optional)

(=Back ] [Next= ]
Available settings are explained as follows:
Iltem Description
WAN IP Type the IP address.
Subnet Mask Type the subnet mask.
Gateway Type the IP address of gateway.
Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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4.

5.

Please type in the IP address information originally provided by your ISP. Then click Next

for next step.

Quick Start Wizard

Please confirm your settings:

Wak Interface: WA 2
Physical Mode: Ethernet
Internet Access: Static IP

settings and restart the Vigor router,

Click Back to modify changes if necessary, Otherwise, click Finish to save the current

[ Finish | [ Cancel ]

Click Finish. A page of Quick Start Wizard Setup OK!!l will appear. Then, the system

status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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DHCP

1. Choose WAN2 as WAN Interface and click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2
Select one of the following Internet Access types provided by your ISP.

O PPPoE
O PPTP
O L2TP
O static IP
& DHCP

[ < Back ] [ Mext = ]

2. Click DHCP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

DHCP Client Mode

WAN 2
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Name (optional)

MAC 00 | -[1D | -|AA | -|A8 | -|BT | -|BA foptional)

(B ] [(Tiec
Available settings are explained as follows:
Item Description
Host Name Type the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC address
for access authentication. In such cases you need to enter
the MAC address.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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3.  After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAk Interface: WA 2
Physical Mode: Ethernet
Internet Access: DHCP

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Wigor router,

[_Finish ] [ cCancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5.  Now, you can enjoy surfing on the Internet.
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I-6-2 For WANS (USB)

WANS is dedicated to physical mode in USB.
1. Choose WAN5 as WAN Interface.

Quick Start Wizard

WAHN Interface
WA Interface: YWARS v
Display Name:
Physical Mode: Use

(<Back ] [ Newt> ]

2. Then, click Next for getting the following page.

Quick Start Wizard

Connect to Internet

WAH 5
Internet Access . 3G/4G USE ModemiPPP mode) |+

364G USE Modem(PPP mode)
3G/4G USBE Modem{PPP mode) 4G USH ModermiDHCF mode)
SIM PIM code
Modern Initial String ATEFEDV X &D2EC150=0

(Default ATRFEDW1xX1ED28C150=0)
APM Mame

(=Back ] [ Ned= |

Available settings are explained as follows:

Item Description

Internet Access Choose one of the selections as the protocol of accessing the
internet.

3G/4G USB Modem SIM Pin code -Type PIN code of the SIM card that will be used

(PPP mode) to access Internet. The maximum length of the pin code you

can set is 15 characters.

Modem Initial String - Such value is used to initialize USB
modem. Please use the default value. If you have any
question, please contact to your ISP. The maximum length of
the string you can set is 47 characters.

APN Name - APN means Access Point Name which is provided
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5.

and required by some ISPs. Type the name and click Apply.

4G USB Modem (DHCP
mode)

SIM Pin code -Type PIN code of the SIM card that will be used
to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name - APN means Access Point Name which is provided
and required by some ISPs.

Info Such mode (4G USB Modem (DHCP mode) is supported by WAN3 only.

Then, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WA Interface:
Physical Mode:
Internet Access:

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router.,

WANS
USE
PP

[_Finish ] [ Cancel |

Click Finish. A page of Quick Start Wizard Setup OK!!l will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OR!

Now, you can enjoy surfing on the Internet.
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|-7 Service Activation Wizard

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, therefore, please type “admin/admin’ on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version of WCF directly
without accessing into the server (MyVigor) located on http://myvigor.draytek.com. For
using Web Content Filter Profile, please refer to later section Web Content Filter Profile for
detailed information.

Now, follow the steps listed below to activate WCF feature for your router.

1)

Info Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

2. In the following page, you can activate the Web content filter services and APPE
Enforcement service at the same time or individually. When you finish the selection,
please click Next.

Service Activation Wizard

Select the service type that you want to activate

Activation Date : 2017-09-12
Web Content Filter(WCF) Service :

EPjM License Agreement

This is a web content filter that is provided by the German government, It is a free service without any guarantee and will
expire one year after activation. You may re-activate the service after expiry.

Cyren 30-Days Free Trial License Agreement

This is a worldwide web content filter service. The free trail license can only be used once. At the end of the free trail period
you may purchase the offical one-year Cyren Web Content Filker from an authorized DrayTek reseller.

APP Enforcement(APPE) Service :

[0 DT-&PFPE License Agreement
Upgrade APPE Signature automatically.

[ 1 have read and accept the above Agreement. (Please check this box), ]

Info BPjM is web content filter (WCF) for German Speaking users. It is ideal for your
family to provide more Internet security for youngsters.

Cryan 30-day trial is WCF which offers 30-day trial period. After trial, you can
purchase DrayTek's prepared Cryan GlobalView WCF package from retailing
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outlets.

DT-APPE, developed by DrayTek, offers a mechanism to upgrade APPE
signature automatically.

3. Setting confirmation page will be displayed as follows, please click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type ! Trial wersion

Sevice Activated © weh Content Filter ¢ Cyren / Commtouch )

Please click Back to re-select service type you to activate.

| < Back || Cancel |

(1)

Info

The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

DrayTek Service Activation

Service Mame Start Date Expire Date Status

VWeb Content filter 2017-08-28 2017-09-27
APP Enforcement -—-

Cyren

-—- Mot Activated

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended.

Copyright © DrayTek Corp. All Rights Reserved.
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I-8 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1 Please login the web configuration interface of Vigor router by typing “admin/admin” as
User Name / Password.

Dray Tek LTI

Username  |admin

Password  [sesss |

Login

Copyright & 2000- 2017 DrayTek Corp. All Rights Reserved

2 Click Support Area>>Production Registration from the home page.

Product Regist

3 A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

MyVigor DrayTek

@
English v \ _

c
SALAJAMEE TOLETS | | ¢, @mm--
) :

&  yfntsui
8 e .
[ Login ]
Forgotten password? Create an account now

Customer Serice | (886) 3 597 2727 or email to : suppori@draytek.com

Info If you haven’t an accessing account, please refer to section Creating an
Account for MyVigor to create your own one. Please read the articles on the
Agreement regarding user rights carefully while creating a user account.
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The following page will be displayed after you logging in MyVigor. When the following
page appears, please type in Nickname (for the router) and choose the right registration

date from the popup calendar (it appears when you click on the box of Registration
Date). Click Add.

When the following page appears, your router information has been added t
database.

Your device has heen successfully added to the datahase.

After clicking OK, you will see the following page. Your router has been registered to
myvigor website successfully.
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Part Il Connectivity

Vigor3220 Series User’s Guide

(—@ It means wide area network. Public IP will be used in
CAw( WAN.

WAN

It means local area network. Private IP will be used in
LAN.

Local Area Network (LAN) is a group of subnets
regulated and ruled by router. The design of network
LAN structure is related to what type of public IP addresses
coming from your ISP.

®

When the data flow passing through, the Network
Address Translation (NAT) function of the router will

NAT

©

Applications

Routing



lI-1 WAN

44

It allows users to access Internet.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANs), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and other
related information will usually be assigned by your ISP.

Network Connection by 3G/4G USB Modem

For 3G/4G mobile communication through Access Point is popular more and more, Vigor3220
adds the function of 3G/4G network connection for such purpose. By connecting 3G/4G USB
Modem to the USB port of Vigor3220, it can support LTE/HSDPA/UMTS/EDGE/GPRS/GSM and
the future 3G/4G standard (HSUPA, etc). Vigor3220n with 3G/4G USB Modem allows you to
receive 3G/4G signals at any place such as your car or certain location holding outdoor
activity and share the bandwidth for using by more people. Users can use LAN ports on the
router to access Internet. Also, they can access Internet via 802.11(a/b/g/n/ac) wireless
standard, and enjoy the powerful firewall, bandwidth management, and VPN features of
Vigor3220n series.
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After connecting into the router, 3G/4G USB Modem will be regarded as the WAN3/WAN4 port.
However, the original WAN1 and WAN?2 still can be used and Load-Balance can be done in the
router. Besides, 3G/4G USB Modem in WAN3/WAN4 also can be used as backup device.
Therefore, when WAN1 and WAN2 are not available, the router will use 3.5G for supporting
automatically. The supported 3G/4G USB Modem will be listed on DrayTek web site. Please
visit www.draytek.com for more detailed information.
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II-1-1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN1, WAN2 and WAN3/WAN4 in details.

This router supports multiple-WAN function. It allows users to access Internet and combine
the bandwidth of the multiple WANSs to speed up the transmission through the network. Each
WAN port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1, WAN2, WAN3 and
WAN4 settings.

This webpage allows you to set general setup for WAN1, WAN2, WAN3 and WAN4 respectively.
In default, WAN2 is disabled. If you want to enable it, simply click the WAN2 link and select
Yes in the field of Enable.

WAN >> General Setup

Load Balance Mode: | Auto Weight w IF Based w
Setup
Physical Line Speed{Kbps) .

Index Enable Mode /Type DownLink/UpLink Active Mode Load Balance
WAN1 W Ethernet/auto negotiation 0/0 Slways On W
WAN2 W Ethernetfauto negotiation 0/0 Slways On W
WAN3 i Ethernet/auto negotiation 0/0 Llways On v
WaAN4 W Ethernet/auto negotiation 0/0 Always On W
VWANS W LISE- 0/0 Slways On W

Hote:

The line speed setting of Wak interface is available only when According to Line Speed is selected

as the Load Balance Mode.

Available settings are explained as follows:

Item Description

Load Balance Mode This option is available for multiple-WAN for getting enough
bandwidth for each WAN port. If you know the practical
bandwidth for your WAN interface, please choose the setting
of According to Line Speed. Otherwise, please choose Auto
Weight to let the router reach the best load balance.

IP Based - The same source / destination IP pair will select
the same WAN interface as policy. It is the default setting.

Session Based- All of the WAN interfaces will be used (as
out-going WAN) for passing through new sessions to get
better transmission speed. Though good speed test result for
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throughput might be reached; however, some web site may
not open smoothly, especially the site need authentication,
e.g., FTP.

If you have no strong demand about speed test result, keep
default settings as IP based.

Index Click the WAN interface link under Index to access into the
WAN configuration page.
Enable V means such WAN interface is enabled and ready to be used.

Physical Mode / Type

Display the physical mode and physical type of such WAN
interface.

Line Speed(Kbps)
DownLink/UpLink

Display the downstream and upstream rate of such WAN
interface.

Active Mode Display whether such WAN interface is Active device or
backup device.
Backup (WAN#)- Display the backup WAN interface for such
WAN when it is disabled.

Info In default, each WAN port is enabled.

After finished the above settings, click OK to save the settings.

[I-1-1-1 WAN1 ~ WAN4 (Ethernet)
Ethernet is the Physical Mode for WAN1 to WAN4.

VAN =» General Setup

VAN 1
Enable: Yeg r
Display Mame:
Physical Mode: Ethernet

Physical Type:

Line Speed(Khbps):
DowniLink
JpLink

WILAN Tag insertion
Tag value:
Priority:

Active Mode:

Active When:

Auto negotiation -

0
0
Disable
0 {0~4095)
0 (0~7)
Failover | Load Balance: &
= \WaAN Failure
Traffic Threshaold
Upload User defined * | (0K bps (Default unit: K)
Download |Userdefined « | 0K bps (Default unit: K)
= ~ny of the selected WaMN disconnect
All of the selected WAN disconnect
WIAN 1L WAN 2L WARN 30 WARN 4 L WARN S

Hote:

The line speed setting of WaMN interface is available only when According to Line Speed is selected as the

Load Balance Mode.

8124 Cancel

Available settings are explained as follows:

Item

Description

Enable

Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.
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Display Name

Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Physical Type

You can change the physical type for
WAN1/WAN2/WAN3/WAN4 or choose Auto negotiation for
determined by the system.

Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.

VLAN Tag insertion

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WAN1.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The
range is form O to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Active Mode

Choose Always On to make the WAN1/WAN2/WAN3/WAN4
connection being activated always.

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.

Active Mode

Always On - Choose Always On to make the
WAN1/WAN2/WAN3/WAN4 connection being activated
always.

Failover v

Alwaﬁs ]y

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.

Failover - Choose it to make the WAN connection as a
backup connection.

® WAN Failure - When the active WAN failed, such WAN
will be activated as the main network connection.

® Traffic Threshold - When the data traffic of active
WAN reaches the traffic threshold (specified here),
the failover WAN will be enabled automatically to
share the overloaded data traffic.

Active When

If you choose Failover as the Active Mode, the option of
Active When will appear.

® Any of the selected WAN disconnect - Such WAN
connection will be activated when any selected WAN
interface (checked below) disconnects.

) All of the selected WAN disconnect - Such WAN
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connection will be activated only when all of selected
WAN interfaces (checked below) disconnect.

® Check boxes for WAN1 to WANS - Specify the WAN
interface by checking the WAN box.

After finished the above settings, click OK to save the settings.

[1-1-1-2 WANS (USB)

To use 3G/4G network connection through 3G/4G USB Modem, please configure WAN3 or
WAN4 interface.

WAN >» General Setup

VWAN 5
Enable: fag ¥
Display Name:
Physical Mode: Lse
Line Speedi(Kbps):
Diowerilink 0
UpLink 0
Active Mode: Failover + | Load Balance: &

= WAk Failure
Traffic Threshold
Upload User defined = | 0K
Download |User defined » | 0k
Active When: = Any of the selected WaN disconnect
All of the selected WaN disconnect
WOAR 1 CWAN 2 MAN 3 0WAN 4 WAN S

bps (Default unit: K)
hps (Default unit: K)

Hote:
The line speed setting of WakN interface is available only when According to Line Speed is selected as the
Load Balance Mode,

QK Canceal

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name

Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Line Speed

If your choose According to Line Speed as the Load Balance
Mode, please type the line speed for downloading and
uploading for such WAN interface. The unit is kbps.
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Active Mode Always On - Choose Always On to make the WAN5
connection being activated always.

Failover hd

Alwais Cn

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in connection
status.

Failover - Choose it to make the WAN connection as a backup
connection.

® WAN Failure - When the active WAN failed, such WAN
will be activated as the main network connection.

® Traffic Threshold - When the data traffic of active
WAN reaches the traffic threshold (specified here), the
failover WAN will be enabled automatically to share the
overloaded data traffic.

Active When If you choose Failover as the Active Mode, the option of
Active When will appear.

® Any of the selected WAN disconnect - Such WAN
connection will be activated when any selected WAN
interface (checked below) disconnects.

® All of the selected WAN disconnect - Such WAN
connection will be activated only when all of selected
WAN interfaces (checked below) disconnect.

® Check boxes for WAN1 to WANS - Specify the WAN
interface by checking the WAN box.

After finished the above settings, click OK to save the settings.
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lI-1-2 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings (for
WAN1/WAN2/WAN3/WAN4) for Internet Access. Due to different Physical Mode for WAN
interface, the Access Mode for these connections also varies. Refer to the following figures.

WAHN >> Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
WA 1 Ethernet Static or Dynamic IP +| [Details Page | [IPvE]
Mane "
WA 2 Ethernet PPPoE [Details Page | [IPvE]
WAM3 Ethernet Static or Dynarmic |P
EEAES Ethernet .F;EIEILQTP -
WANS Use Mane v
[DHEP Client Option |
And,

WAHN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WANT Ethernet Static or Dynamic IP v | [Details Page | [IPvE |
WANZ Ethernet Static or Dynamic IP v | [Details Page | [IPv |
WIAN Ethernet Mane v
AN Ethernet Mane v
WIANS use Mane v

. . 3Gi4G USE Modem (PPP mode)
(DHGP Client Option] 344G USB Modem(DHCP mode)
Available settings are explained as follows:

Item Description

Index Display the WAN interface.

Display Name It shows the name of the WAN1/WAN2/WAN3/WAN4/WAN5
that entered in general setup.

Physical Mode It shows the physical connection for WAN1~4 (Ethernet)
/WANS5 (3G/4G USB Modem) according to the real network
connection.

Access Mode Use the drop down list to choose a proper access mode. The

details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the settings.

Details Page This button will open different web page (based on IPv4)
according to the access mode that you choose in WAN
interface.

Note that Details Page will be changed slightly based on
physical mode.

IPv6 This button will open different web page (based on Physical
Mode) to setup IPv6 Internet Access Mode for WAN interface.

If IPv6 service is active on this WAN interface, the color of
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“IPv6” will become green.

DHCP Client Option This button allows you to configure DHCP client options.

DHCP packets can be processed by adding option number and
data information when such function is enabled and
configured.

WAN >> Internet Access

DHCP Client Options Status

Options List
Enable Interface Option Type Data

Enable:

All WENL WANZ WANZ WAN4 WANS WANG WAN7 WANS
O O O 0O 0O O O O

Interface:

Option Mumber:

DataType: (®AsCI Character (EX: Option: 18, Data:/path)
(Hexadecimal Digit (EX: Option:18, Data:2f70617463)

(Oaddress List (EX: Option:44, Data:172.16.2,10,172.16.2.20...)
Data:

([ add ] [ update | [ Deete | [ Reset ]

Hote:

1.0ption 12 is reserved. You cannot configure it here, but you can configure it in "Router Name" field of "Wak »>»
Internet Access = Details Page".

2.0ption 55 is reserved and configured with value 1, 3, 6, 15 and 212, also 33 and 121 for some models.

3.Configuring aption 61 here will override the setting in "Wan »> Internet Access' page's DHCP Client Identifier
field.

Enable - Check the box to enable the function of DHCP
Option. Each DHCP option is composed by an option number
with data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for DHCP
option will be seen in DHCP reply packets.

Interface - Specify the WAN interface(s) that will be
overwritten by such function. WAN5 ~ WAN7 can be located
under WAN>>Multi-PVC/VLAN.

Option Number - Type a number for such function.

DataType - Choose the type (ASCII or Hex) for the data to be
stored.

Data - Type the content of the data to be processed by the
function of DHCP option.

Info If you choose to configure option 61 here, the detailed settings in WAN>>Interface
Access will be overwritten.
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[I-1-2-1 Details Page for PPPoE in Etherenet WAN

To choose PPPoE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WAN1 page. The following web page will be shown.

VWAN >> Internet Access

WWAN 1
PPPoE Static or Dynamic IP PPTPA2TP IPvi;
) Enable @& Disable PPPMP Setup
PPP &uthentication PAP or CHAP +
ISP Access Sety .
i :; onal Idle Timeaut H second(s)
ervice Hame (Optional) IP Address Assignment Method (IPCP)
Username WAk (P Alias
Password

=

Il Il

PPPoE Pass-through 1
[ For wired LaM
[ For wireless LAN

WiN Connection Detection
Mode

MTU
Path MTU Discovery

TTL
Change the TTL value

Index(1-15) in Schedule Setup:

Il

FFPF Detect »

1492

Enable

Fized IP: O Yes & Mo (Dynamic IP)
Fized IP Address

& Default MAC address
O Specify a MAC Address
MAC Aaddress: 00 | D | wa ZF1

14 | (D1

(Max: 1492

W

[ ok ] [ cancel |

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Service Name (Optional) - Enter the description of the
specific network service.

Username - Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password - Type in the password provided by ISP in this field.
The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

PPPOE Pass-through

The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
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clients to your ISP via the Vigor router. When PPPoA protocol
is selected, the PPPoE package transmitted by PC will be
transformed into PPPoA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPOE session (different with
the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you check
this box, PCs on the same wireless network can use another
set of PPPOE session (different with the Host PC) to access
into Internet.

Note: To have PPPoA Pass-through, please choose PPPoA
protocol and check the box(es) here. The router will behave
like a modem which only serves the PPPOE client on the LAN.
That’s, the router will offer PPPoA dial-up connection.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

@ TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

WAl hooge LE - UDD% L fiioime
12.168.1.1/doc/pathmtu.him

Path MTU to: | IPv4 Host v

MTL size start from 1500 (1000~1500)

MTL reduce size by ] (1~100)
Detect

Hote: Path MTU discavery will reduce the MTU size far 2 times.

Accept Cancel

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet.

® MTU reduce size by- It determines the decreasing size
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of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

) Detect - Click it to detect a suitable MTU value

®  Accept- After clicking it, the detected value will be
displayed in the field of MTU.

TTL Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

Disable - TTL value will not be reduced. Then, when a packet
passes through Vigor router, it will not be cancelled. That is,
the client who sends out the packet will not be blocked by
ISP.

PPP/MP Setup PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment Usually ISP dynamically assigns IP address to you each time
Method (IPCP) you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using. Type the additional WAN
IP address and check the Enable box. Then click OK to exit
the dialog.

Fixed IP - Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Default MAC Address - You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Specify a MAC Address - Type the MAC address for the router
manually.

After finishing all the settings here, please click OK to activate them.

[I-1-2-2 Details Page for Static or Dynamic IP in Etherenet WAN

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address
to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static
or Dynamic IP tab. The following web page will be shown.
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VYWAN == Internet Access

WAN 1
PPPoE Static or lynamic IP PPTPL2TP IPv
@ Enable O Disahle WWAN IP Network Settings [ WiaN (P Alias
(¥) Obtain an IP address autornatical
Keep WAN Connection - 4

[] Enable PING to keep alive
PIMG to the IP

Router Mame Wigor
Domain Mame
] DHCP Client ldentifier *

*: Required for some ISPs
Hote:

PING Interval ] minutels)
Username
WAN Connection Detection Password
Mode ARP Detect » ) Specify an IP address
IP Address
MTU 1500 (Max:1500) Subnet Mask
Path MTU Discovery Gateway [P Address
RIP Protocol
[ Enable RIP & Default MAC Address
nable )
O Specify a MAC Address
Bridge Mode MAC Address: oo |10 | &8 EF1 15 | 01
[] Enable Bridge Mode
) DHS Server IP Address
Bridge Subnet LAM 1 » )
Prirary IP Address 2888
TTL Secondary IP Address  [B8.4.4
Change the TTL value Enable

1.1f enable firewall in bridge mode, IPv6 connection type would be change to DHCPv6 mode.
Z2.Bridge Subnet cannot be selected by Mulbi-wWaN Interface at the same time.
32.1If both Bridge Mode and Firewall are enabled, the settings under User Managerment will be

ignored,

[ ok ] [ cancel |

Available settings are explained as follows:

Item

Description

Enable / Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

Keep WAN Connection

Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.

PING Interval - Enter the interval for the system to execute
the PING operation.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

56
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@ Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.

With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

@ Ping Interval - Type the interval for the system to
execute the PING operation.

@ Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

Al nooge L - UDD% L fuocume

12.168.1.1/doc/pathmtu.him

Path MTU to: | IPv4 Host v

MTL size start from 1500 (1000~1500)

MTL reduce size by ] (1~100)
Detect

Hote: Path MTU discavery will reduce the MTU size far 2 times.

Accept Cancel

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.

® MTU reduce size by- It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

[ Detect - Click it to detect a suitable MTU value

®  Accept- After clicking it, the detected value will be
displayed in the field of MTU.

RIP Protocol

Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

TTL

Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

Enable - TTL value will be reduced (-1) when it passess
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through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

Disable - TTL value will not be reduced. Then, when a packet
passes through Vigor router, it will not be cancelled. That is,
the client who sends out the packet will not be blocked by
ISP.

WAN IP Network Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN [P Alias. You can set up to 32 public IP addresses other
than the current one you are using.

Obtain an IP address automatically - Click this button to
obtain the IP address automatically if you want to use
Dynamic IP mode.

® Router Name: Type in the router name provided
by ISP.

® Domain Name: Type in the domain name that you
have assigned.

DHCP Client Identifier for some ISP

® Enable: Check the box to specify username and
password as the DHCP client identifier for some
ISP.

® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum length
of the password you can set is 62 characters.
Specify an IP address - Click this radio button to specify
some data if you want to use Static IP mode.
® |P Address: Type the IP address.
® Subnet Mask: Type the subnet mask.
® Gateway IP Address: Type the gateway IP
address.

Default MAC Address: Click this radio button to use default
MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication. In
such cases you need to click the Specify a MAC Address and
enter the MAC address in the MAC Address field.

DNS Server IP Address

Type in the primary IP address for the router if you want to
use Static IP mode. If necessary, type in secondary IP address
for necessity in the future.

After finishing all the settings here, please click OK to activate them.
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[I-1-2-3 Details Page for PPTP/L2TP in Etherenet WAN

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAHN >> Internet Access

WWAM 1
PPPoE Static or Dymamic IP PPTPL2TP IPv
Enahle PPTP Enahble L2TP = Disahle PPP Setup
Server Address PPP Authentication FPAP or CHAR ¥
Specify Gateway 1P Address Idle Timeout 1 second(s)
IP Address Assignment Method {(IPCP)
WAR P Alias
ISP Access Setup Fized IP: Yes ® Mo (Dynamic IP)
lsername Fized IP Address
Password WAN IP Network Settings
Indexr(1-15) in Schedule Setup: Obtain an IF address autormatically
== s ' ' = Specify an I[P address
IP Address
MTU 1460 (Max:1460) subhet Mask
0] 4 Cancel
Available settings are explained as follows:
Item Description
PPTP/L2TP Enable PPTP- Click this radio button to enable a PPTP client

to establish a tunnel to a DSL modem on the WAN interface.

Enable L2TP - Click this radio button to enable a L2TP client
to establish a tunnel to a DSL modem on the WAN interface.
Disable - Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address - Specify the gateway IP address
for DHCP server.

ISP Access Setup Username -Type in the username provided by ISP in this
field. The maximum length of the user name you can set is 63
characters.

Password -Type in the password provided by ISP in this field.
The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

MTU It means Max Transmit Unit for packet.
PPP Setup PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment WAN IP Alias - If you have multiple public IP addresses and
Method(IPCP) would like to utilize them on the WAN interface, please use
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WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using.

Fixed IP - Usually ISP dynamically assigns IP address to you
each time you connect to it and request. In some case, your
ISP provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function. Click Yes to use this function
and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Settings | Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

Specify an IP address - Click this radio button to specify
some data.

® |P Address - Type the IP address.
® Subnet Mask - Type the subnet mask.

After finishing all the settings here, please click OK to activate them.

lI-1-2-4 Details Page for 3G/4G USB Modem (PPP mode) in USB WAN

To use 3G/4G USB Modem (PPP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (PPP mode) for
WANS5. The following web page will be shown.

WAN == Internet ACCcess

WAHN 5
JGIAG USB Modem{PPP mode) 36G/4G USE Modemi{DHCP mode) IPvG
| Modem Support List |
3G/4G USB Modem({PPP mode) Enable @ Disable

SIM PIM code

ATEFEDVH1 &D2ECTS0=0

Modern Initial Strin
g (Default ATRFEDV 1 1RD2RC150=0)

APN Marme Apply
Modem Initial String2 T
Modermn Dial String ATDT99#

(Default:ATDT* 004, COMAATOTH#7ZF, TD-
SCOMAATDT* 98 14)

Service Name (Cptional)
FPP Username (Optional)
FPP Password (Cptional)
PPP Authentication PAF or CHAP ¥
Index({1-15) in Schedule Setup:

== \ , )

WaAN Connection Detection
Mode ARF Detect

0]24 Cancel Default
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WAN == Internet Access

WAN 5
3G/4G USB Modem{PPP mode)

3G6/4G USB Modem{DHCP mode) IPvG

| Modem Support List |

3Gi4G USB Modemi{PPP mode)
SIM PIM code

Modermn Initial String

APM Mame
Madern Initial String2
Modermn Dial String

Service Mame

PFP Username
PPP Password
PPP Authentication

Index(1-15) in Schedule Setup:
== N ) )

WAHN Connection Detection
Mode

Primary Ping IP
Secondary Ping IP

& Enable O Disable

ATEFEDY1R1 &D2E&CT150=0
(Default:ATRFEOVIX1BDZ22C150=0)

AT

ATDT*G9%

(Defaul: ATOT*99#, COMAATOTH#777, TD-
SCDMAATOT* 95" 14)

(Optional)

(Optional)

(Optional)
PAP or CHAP w

Fing Detect | v
FPPF Detect

Fing Detect

TTL 755
Ping Interval 1 second(s)
Fing Retry 10 times
[ ok ] [ Cancel | [ Default |
Available settings are explained as follows:
Item Description

Modem Support List

It lists all of the modems supported by such router.

] 192.168.1.L/doc/pppsuptlst.him
36i4G Modem Support ListPPP mode)
The following compatibility test lists 3.5G/LTE modems supported by Vigor router under certain

environment or countries. If the LTE modem you have is on the list but cannot work properly, please
write an e-mail to support@draytek.com or consult your dealer for further information,

Brand

Model

LTE

Status

fiko

ko B30

A

lcatel

Alcatel L100V

((<]

Alcatel

Alcatel w100

@

BandRich

Bandluxe C170

Bandrich

Bandluxe C270

s
s
v
As

3G /4G USB Modem (PPP
mode)

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

SIM PIN code

Type PIN code of the SIM card that will be used to access
Internet.

The maximum length of the PIN code you can set is 15
characters.

Modem Initial String

Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 47
characters.

APN Name

APN means Access Point Name which is provided and
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required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 43
characters.

Modem Initial String2

The initial string 1 is shared with APN.

In some cases, user may need another initial AT command to
restrict 3G band or do any special settings.

The maximum length of the string you can set is 47
characters.

Modem Dial String

Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 31
characters.

Service Name

Enter the description of the specific network service.

PPP Username

Type the PPP username (optional). The maximum length of
the name you can set is 63 characters.

PPP Password

Type the PPP password (optional). The maximum length of
the password you can set is 62 characters.

PPP Authentication

Select PAP only or PAP or CHAP for PPP.

Index (1-15) in Schedule
Setup

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through PPP Detect or Ping Detect.

Mode - Choose PPP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

@ Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

After finishing all the settings here, please click OK to activate them.
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[I-1-2-5 Details Page for 3G/4G USB Modem (DHCP mode) in USB WAN

To use 3G/4G USB Modem (DHCP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (DHCP mode) for
WAN3/WAN4. The following web page will be shown.

WAN >> Internet Access

VWAN &
3G/4G USE Modem{PPP mode) 3G/4G USB Modem{DHCP mode) IPvi
| Modem Support List |
& Enable  ODisahle Authentication PAP oF CHAP w
Username {Dptional)
SIM PIN code Password {(Optional)

MNetwork Mode | 4G3GI2G » | (Default:4G,/3G/2G)

APM Mame

LTE software wersion
LTE hardware version

WAN Connection Detection
Mode ARP Detect
MTU 1500 (Default:1500)
Path MTU Discovery Choose IP
Hote:

Please note that in some case USE port connection will be terminated temporarily to activate the new
configuration.

[ ok | [ cancel |

Available settings are explained as follows:

Item Description
Modem Support List It lists all of the modems supported by such router.
] 192.168.1 1docfihe pouptlst him +
3Gi4G Modem Support List{DHCP mode) &
The following compatibility test lists 3.5G/LTE modems supported by Vigor router under certain
environment or countries. If the LTE modem you have is on the list but cannot work properly, please
write an e-mail to support@draytek.com ar consult your dealer for further information.
Brand Model LTE Status
&/catel Alcatel L100W @ ks
\2lcatel Alcatel LBOO (] Y
\2lcatel Alcatel w100 (] Y
\Blcatel Alcatel We0o @ M
\Blcatel Alcatel Y835 @ Y
D-Link D LINK DWh156 M
Enable / Disable Click Enable for activating this function. If you click Disable,

this function will be closed and all the settings that you
adjusted in this page will be invalid.

SIM PIN code Type PIN code of the SIM card that will be used to access
Internet.
The maximum length of the PIN code you can set is 19
characters.

Network Mode Force Vigor router to connect Internet with the mode

specified here. If you choose 4G/3G/2G as network mode,
the router will choose a suitable one according to the actual
wireless signal automatically.

APN Name APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.
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The maximum length of the name you can set is 47

characters.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Choose IP to open the following dialog.

12,168.1. Iidoc/pathmtu.htm

Path MTU to: | IPv4 Host v

MTU size start from 1500 (1000~1500})

MTU reduce size by a (1~100}
Detect

Mote: Path MTU discovery will reduce the MTU size for 3 times.

Accept Cancel

® Path MTU to - Type the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet. Default setting is 1500.

® MTU reduce size by- It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

() Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

After finishing all the settings here, please click OK to activate them.
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[I-1-2-6 Details Page for IPv6 — Offline in Ethernet/USB WAN
When Offline is selected, the IPv6 connection will be disabled.

VWARN ==> Internet Access

VAN 1
PFPcE Static or Dynamic IP PPTP IPvE
Internet Access Mode
Connection Type Offline ~
[ Ok ] [ Cancel ]

[I-1-2-7 Details Page for IPv6 — PPP in Ethernet WAN

During the procedure of IPv4 PPPOE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In
addition, PCs under LAN also can have the public IPv6 address for Internet access by means of

the generated prefix.
No need to type any other information for PPP mode.

WAN >> Internet Access a

VAN 1
PPPoE Static or lynamic IP PPTPA2TP IPvE

Internet Access Mode
Connection Type FFP w

WAN Connection Detection
Mode Ping Detect «
Ping IP/Hostname
TTL{1-255,0:Auta) 0

RIPng Protocol
[JEnable
Note: IPv4 Wak setting should be PPPoE i PPPoA client,

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.
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RIPng Protocol RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Below shows an example for successful IPv6 connection based on PPP mode.

Info At present, the IPv6 prefix can be acquired via the PPPOE mode connection which is
available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK.

[I-1-2-8 Details Page for IPv6 — TSPC in Etherenet WAN

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPv6 the Internet.
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WAHN == Internet Access d

WAN 1
PPPoE Static or Dynamic IP PPTPAL2TP IPvG

Internet Access Mode
Conneckion Type TSP v

TSPC Configuration
Username
Password
Tunnel Broker

WaAHN Connection Detection

Mode Ping Detect ¥
Ping IP/Hostname
TTL(1-255,0:AUt0) 0
Ol Cancel

Available settings are explained as follows:

Item Description

Username Type the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63

characters.
Password Type the password assigned with the user name.
The maximum length of the name you can set is 19
characters.
Tunnel Broker Type the address for the tunnel broker IP, FQDN or an
optional port number.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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[I-1-2-9 Details Page for IPv6 — AICCU in Ethernet WAN

WAHN => Internet Access t’

WAN 1
PPPoE Static or Dynamic IP PPTPL2TP IPvG

Internet Access Mode
Connection Type AlCCu v

AICCU Configuration
Always On
Uzername
Password
Tunnel Broker tic.sixs net
Tunnel 1D
Subnet Prefix !

WAN Connection Detection
Mode Ping Detect
Ping IPfHosthame
TTL{1-255,0:40t0) 0
Mote: If "Always On' is not enabled, AICCU connection would only retry three times.

Ok cancel

Available settings are explained as follows:

Item Description
Always On Check this box to keep the network connection always.
Username Type the name obtained from the broker. Please apply new

account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.

The maximum length of the name you can set is 19

characters.

Password Type the password assigned with the user name.
The maximum length of the password you can set is 19
characters.

Tunnel Broker It means a server of AICCU. The server can provide IPv6

tunnels to sites or end users over IPv4.

Type the address for the tunnel broker IP, FQDN or an
optional port number.

Tunnel ID One user account may have several tunnels. And, each
tunnel shall have one specified tunnel ID (e.g., T115394).

Type the ID offered by Tunnel Broker.

Subnet Prefix Type the subnet prefix address obtained from service
provider.

The maximum length of the prefix you can set is 128
characters.
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WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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[I-1-2-10 Details Page for IPv6 — DHCPv6 Client in Ethernet WAN

DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

WAN == Internet Access d
WAN 1
PPPoE Static or ynamic IP PPTPLZTP IPvi
Internet Access Mode
Connection Type DHCPyE Client -+

DHCPvE Client Configuration
1AID (Identity Association 1D) (44164003

WAHN Connection Detection
Mode Fing Detect =
Ping IP/Hosthame
TTL(1-255,0:A0t0) 0

RIPng Protocol
Enable
Bridge Mode
Enable Bridge Mode
Bridge Subnet LAM T

(0]54 Cancel

Available settings are explained as follows:

Item Description

Identify Association Choose Prefix Delegation or Non-temporary Address as the
identify association.

IAID Type a number as IAID.

WAN Connection Such function allows you to verify whether network

Detection connection is alive or not through NS Detect or Ping Detect.

Mode - Choose Always On, Ping Detect or NS Detect for the
system to execute for WAN detection. With NS Detect mode,
the system will check if network connection is established or
not, like IPv4 ARP Detect. Always On means no detection

will be executed. The network connection will be on always.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Bridge Mode Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
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| subnet and such WAN interface.

After finished the above settings, click OK to save the settings.

[I-1-2-11 Details Page for IPv6 — Static IPv6 in Ethernet WAN

This type allows you to setup static IPv6 address for WAN interface.

YWAN >> Internet Access

VWAN 1
PPPoE Static or Dynamic IP PPTPIL2TP IPvti
Internet Access Mode
Connection Type Static IPvE v
Static IPvi Address Configuration
IPv6 Address F Prefis Length
! [ Add ] [Undate] [ Delete |
Current IPvG Address Tahle
Index IPvh Address/Prefix Length Scope

Static IPvi Gateway configuration

IPvE Gateway Address

WAHN Connection Detection
Mode

RIPng Protocol
[JEnable

ME Detact  w

Bridge Mode

Bridge Subnet

[J Enable Bridge Mode

LAMN T [

[ ok ] [ cancel |

Available settings are explained as follows:

Item

Description

Static IPv6 Address
configuration

IPv6 Address - Type the IPv6 Static IP Address.

Prefix Length - Type the fixed value for prefix length.
Add - Click it to add a new entry.

Update - Click it to modify an existed entry.

Delete - Click it to remove an existed entry.

Current IPv6 Address
Table

Display current interface IPv6 address.

Static IPv6 Gateway
Configuration

IPv6 Gateway Address - Type your IPv6 gateway address
here.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On, NS Detect or Ping Detect for the
system to execute for WAN detection. Always On means no
detection will be executed. The network connection will be
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on always.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

RIPng Protocol RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Bridge Mode Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

After finished the above settings, click OK to save the settings.

[I-1-2-12 Details Page for IPv6 — 6in4 Static Tunnel in Ethernet WAN

This type allows you to setup 6in4 Static Tunnel for WAN interface.
Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather
than anycast endpoint. The mode has more reliability.

WAN == Internet Access J

VWAN 1
PPPoE Static or ynamic IP PPTPL2TP 1Pt

Internet Access Mode
Connection Type Gind Static Tunnel ¥

Gind Static Tunnel
Remote Endpoint IPv4 Address
6in4 IPv6 Address /B4 (default:a4)
LaM Routed Prefix J B4 (default:a4)
Tunnel TTL 255 (default:255)

WAN Connection Detection
Mode Ping Detact *
Ping IP/Hostname
TTL{1-255,0:A0t0) 0

Ok Cancel

Available settings are explained as follows:

Item Description

Remote Endpoint IPv4 Type the static IPv4 address for the remote server.

Address

6in4 IPv6 Address Type the static IPv6 address for IPv4 tunnel with the value
for prefix length.
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LAN Routed Prefix Type the static IPv6 address for LAN routing with the value
for prefix length.

Tunnel TTL Type the number for the data lifetime in tunnel.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.

Online Status

Physical Connection System Uptime: Oday 0:4:16
IPv4 IPv6
LAN Status
IP Address

2001:4DD0:FFO0:83E4:21D:AAFF:FES3:11B4/64 (Global)
FEB0::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPv6 Status

Enable Mode Up Time

Yes 6ind Static Tunnel 0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) o=
FES0::CO0A8:651D/128 (Link)
TX Packets RX Packets TX Bytes RX Bytes

3 26 211 2302
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[I-1-2-13 Details Page for IPv6 — 6rd in Ethernet WAN

This type allows you to setup 6rd for WAN interface.

VAN >> Internet Access

WAN 1

PPPoE Static or Dynamic IP PPTPALZTP

Internet Access Mode
Connection Type Grd v

6rd Settings
&rd Mode Auto 6rd @ Static Grd

Static 6rd Settings
IPv4 Border Relay:
IPv4 Mask Length: 0
ard Prefix:
ard Prefix Length: 0

WAHN Connection Detection
Mode Ping Detect
Ping IP/Hostname
TTL{1-255,0:A0t0) ]

u]24 Cancel

Available settings are explained as follows:

Item

Description

6rd Mode

Auto 6rd - Retrieve 6rd prefix automatically from 6rd service
provider. The IPv4 WAN must be set as "DHCP".

Static 6rd - Set 6rd options manually.

IPv4 Border Relay

Type the IPv4 addresses of the 6rd Border Relay for a given
6rd domain.

IPv4 Mask Length

Type a number of high-order bits that are identical across all
CE IPv4 addresses within a given 6rd domain.

It may be any value between 0 and 32.

6rd Prefix

Type the 6rd IPv6 address.

6rd Prefix Length

Type the IPv6 prefix length for the 6rd IPv6 prefix in number
of bits.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

@® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6rd mode.
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Online Status

Physical Connection

System Uptime: Oday 0:9:15

IPv4d IPvE

LAN Status

IP Address

2001:E41:A865:1D00:21D:AAFF:FE83:11B4/64 (Global)

FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

15 113 1354 18040
WAN1 IPv6 Status

Enable Mode Up Time

Yes ord 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 sz2
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620
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[I-1-3 Multi-VLAN

This router allows you to create multi-PVC for different data transferring for using. Simply go

to WAN and select Multi-VLAN page.

The system allows you to set up to eight channels which are ready for choosing as the first

PVC line that will be used as multi-PVC.

WAN => Multi-VLAN

Multi VLAN
General
Channel Enable WAN Type VLAN Tay
1 Mo Ethernet(iwaN1) Mone
. Mo Ethernet(iwaN2) Mone
3 Mo Ethernet(WaNI) Mone
4 Mo Ethernet{AN4) MNane
6. WaNG Mo Ethernet{AN1) MNane
1. WaANT Mo Ethernet{AN1) MNane
8. wWaNg Mo Ethernet{/AN1) MNane
Note: Channel 5 is reserved for USBE WARN,
Ok Cancel
Available settings are explained as follows:
Item Description
Channel Display the number of each channel.

Channels 1 and 2 are used by the Internet Access web user
interface and can not be configured here.

Channels 5 ~ 10 are configurable.

Enable Display whether the settings in this channel are enabled
(Yes) or not (No).

WAN Type Displays the physical medium that the channel will use.

VLAN Tag Displays the VLAN tag value that will be used for the packets

traveling on this channel.
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Click any index (6~8) to get the following web page:

WAN >> MultiVLAN »> Channel §

Wal Type

General Settings
VLaN Header
YLAN Tag:
Priarity:

WAN Application:
WAN Setup:

Multi-v'LAM Channel 8: '® Enable

Ethernet(¥WANT) ¥

o

Note: Tag wvalue must be set between 1~4095 and unique for each channel.
Only one channel can be untagged (equal to 0} at a time.

Open WAN Interface for this Channel
Management ¥

Static or Dynamic IP ¥

Disahle

ISP Access Setup
ISP Mame

Username
Password
PPP Authentication

Always On
Idle Timeout

Fized IP Address

IP Address From ISP
Fized IP YEs

WAN IP Network Settings
Obtain an IP address automatically
Router Name igor
Domain Mame
PAP or CHAP *: Required for some ISPs
Specify an IP address

[ second(s) IP Address

Subnet Mask

Gateway IP Address
DNS Server IP Address
Primary IP address

Mo (Dynarmic IP)

5.5.5.8

Secondary IP Address 0.6.4.4

[B]%4 Cancel

Available settings are explained as follows:

Item

Description

Multi-VLAN Channel 6~8

Enable - Click it to enable the configuration of this channel.
Disable -Click it to disable the configuration of this channel.

WAN Type

The connections and interfaces created in every channel may
select a specific WAN type to be built upon. In the
Multi-VLAN application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.

General Settings

VLAN Tag - Type the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from O to 7.

Bridge mode

Enable - Click it to enable Bridge mode for such channel.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the bridge
connection.
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Open WAN Interface for
this Channel

Check the box to enable relating function.
WAN Application -

Management - It can be specified for general management
(Web configuration/telnet/TR069). If you choose
Management, the configuration for this VLAN will be
effective for Web configuration/telnet/TR069.

IPTV - The IPTV configuration will allow the WAN interface to
send IGMP packets to IPTV servers.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to
execute for WAN detection.

Ping IP - If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) - Displays value for your reference. TTL
value is set by telnet command.

WAN Setup

It is available only when VDSL or Ethernet (WAN2) is
selected as WAN Type. Choose PPPOE/PPPOA Client or
Static or Dynamic IP as the WAN mode for such channel.

® If PPPOE/PPPOA Client is selected as WAN Setup, you
have to configure the settings listed under ISP Access
Setup. Enter your allocated username, password and
authentication parameters according to the information
provided by your ISP.
ISP Name - Type in the name of your ISP.
Username - Type in the username provided by ISP in this
field. The maximum length of the name you can set is 80
characters.
Password - Type in the password provided by ISP in this
field. The maximum length of the password you can set is
48 characters.

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

» Always On - Check it to keep the network
connection always.

» ldle Timeout - Set the timeout for breaking down
the Internet after passing through the time without
any action.

Fixed IP - Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

@ |f Static or Dynamic IP is selected as WAN Setup, you
have to configure the settings listed under WAN IP
Network Settings .

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

» Router Name - Type in the router name provided by
ISP.

» Domain Name - Type in the domain name that you
have assigned.

Specify an IP address - Click this radio button to specify
some data.

» IP Address - Type in the private IP address.
» Subnet Mask - Type in the subnet mask.
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» Gateway IP Address - Type in gateway IP address.

DNS Server IP Address - Type in the primary IP address for
the router if you want to use Static IP mode. If necessary,
type in secondary IP address for necessity in the future.

After finished the above settings, click OK to save the settings and return to previous page.
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[I-1-4 WAN Budget

This function is used to determine the data traffic volume for each WAN interface
respectively to prevent from overcharges for data transmission by the ISP. Please note that
the Quota Limit and Billing cycle day of month settings will need to be configured correctly
first in order for some period calculations to be performed correctly.

lI-1-4-1 General Setup

WAN =>> WAN Budyget
General Setup Status
Index Enable Quota Wwhen quota exceeded  Time cycle Duration
WWAN1 | QME/OME 0/00/00 00:00~0/00/00 00:00
WAN2 F OMBOMB 0400400 00:00~0/00/00 00:00
WAN3 ¥ OMB/OMB 0/00/00 00:00~0/00/00 00:00
VAN F OMB/OMB 0/00/00 00:00~0/00/00 00:00
WANS [P OMB/OMBE 0700400 00:00~0/00/00 00:00
Note:

1.The budget traffic information provided here is for reference only, please consult your ISP for the actual
traffic usage and charges.

2. \When hardware acceleration function is used, the monitored \WakN traffic of Ethernet WaAN interfaces may
be slightly inaccurate,

[ ok | [ cancel |

Click WAN1/WAN2/WAN3/WAN4/WANS link to open the following web page.
WAN >> WAN Budget

VAN 1

Enable
Criterion and Action

Quota Limit: 0 ME T
Wwhen quota exceeded : 4 Shutdown WaN interface
lIsing Notification Object | -------- v

Set Mail Alert or SMS message .
Monthhy Custom

Select the day of a month when your (cellular) data resets,
Data quota resets on day (1 = | at | 00:00 =

HNote:
1. Please make sure the Time and Date of the router is configured,
2. 5M5 message and mail will be sent when the usage reaches 95% and 100% of quota,

Ok Canceal

Available settings are explained as follows:

Item Description
Enable Check the box to enable such function.
Quota Limit Type the data traffic quota allowed for such WAN interface.

There are two unit (MB and GB) offered for you to specify.

When quota exceeded Check the box(es) as the condition(s) for the system to
perform when the traffic has exceeded the budget limit.

Shutdown WAN interface - All the outgoing traffic through
such WAN interface will be terminated.

®  Using Notification Object - The system will send out a
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notification based on the content of the notification
object.

®  Set Mail Alert - The system will send out a warning
message to the administrator when the quota is running
out. However, the connection charges will be
calculated continuously.

® Set SMS message - The system will send out SMS
message to the administrator when the quota is running

out.

Monthly Some ISP might apply for the network limitation based on the
traffic limit per month. This setting is to offer a mechanism
of resetting the traffic record every month.

Monthhy Custom
Select the day of a month when your (cellular) data resets,
Data quota resets on day |1 » | at | 00:00 »
Data quota resets on day ... - You can determine the starting
day in one month.

Custom This setting allows the user to define the billing cycle

according to his request. The WAN budget will be reset with
an interval of billing cycle.

Monthly is default setting. If long period or a short period is
required, use Custom. The period of cycle duration is
between 1 day and 60 days. You can determine the cycle
duration by specifying the days and the hours. In addition,
you can specify which day of today is in a cycle.

Use Cycle in hours -
Monthhy Custom

& Use Cycle in hours

O Use Cycle in days

Usage counter resets at the beginning of each ovole.
Cycle duration @ |1 s | days and |0 | hours

Today is day |1 % | in the cyole.

@ Cycle duration: Specify the days and hours to reset the
traffic record. For example, 7 means the whole cycle is 7
days; 20 means the whole cycle is 20 days. When the time
is up, the router will reset the traffic record
automatically.

® Today is day - Specify the day in the cycle as the starting
point which Vigor router will reset the traffic record. For
example, “3” means the third day of the cycle duration.

Use Cycle in days -
Maonthhy Custom

O Use Cycle in hours
® Use Cycle in days
lUsage counter resets at the heginning of each cycle.

Cycle duration @ |1« | days.
Today is day |1 »|in the cycle and data quota resets at | 00:00 |+

® Cycle duration: Specify the days to reset the traffic
record. For example, 7 means the whole cycle is 7 days;
20 means the whole cycle is 20 days. When the time is up,
the router will reset the traffic record automatically.
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@ Today is day - Specify the day and time for data quota
rest in the cycle as the starting point which Vigor router
will reset the traffic record. For example, “3” means the
third day of the cycle duration.

After finished the above settings, click OK to save the settings.

1I-1-4-2 Status
The Status page displays the status WAN budget, including the duration and the usage.
WAN >> WAN Budget
General Setup Status
Refresh Minis) |1 | Refresh |
Interface: Wan2 Duration: [2014/0719 11:00~201408/07 11:00 |
1000MB

If the WAN budget is exhausted, a lock will be displayed on the page if Shutdown WAN
interface is selected. Which means no data transmission will be carried out. Moreover, the
system will send out a warning message to the administrator if Mail Alert is selected. Or, the
system will send out SMS message to the administrator if SMS message is selected.

VAN >> WAN Budget
General Setup Status
Refresh Min(s) :|1 s | Refresh |
Interface: Wan2 Duration: [2014/0748 11:00~201408/07 11:00 |
2500MB
SME
250%
[
[ 1]
1000MBE
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Application Notes

A-1 How to assign an IPv6 address to LAN clients?

This document introduces how to set up Vigor Router for the LAN clients to obtain an IPv6
address from it.

1. Make sure there is a WAN interface that has IPv6 access available. (See How to configure
IPv6 on WAN interface?)

IPv4 Internet Access

Line / Mode IP Address MAC Address Up Time
WAN1 Fiber / --- Disconnected 00-1D-AA-B3-85-B9 00:00:00
WAN2 Ethernet / PPPoE 118.20200220222 | 00-1D-AA-B3-85-BA 2:56:04
WAN3 USB / --- Disconnected 00-1D-AA-B3-85-BB 00:00:00
WAN4 USB [ --- Disconnected 00-1D-AA-B3-85-BC 00:00:00
IPv6 Internet Access
Mode Address Scope Up Time
2401 »BeSSminhinR : 2/128 Global e
WaN2 i FE80::E800:100:70:2/128 Link e

2. Go to LAN >> General Setup, and click on "IPv6" for the LAN subnet to enter IPv6 setting

page.

LAN == General Setup

General Setup

Index

LAM 2
LAM 3
LAM 4
LAM S
LAM &
LAM 7
LAM &

CMZ Port F
IP Routed Subnet

Status
LAN 1 W

DHCP DHCPv6
W W

IP Address

192.168.1.1 [Details Page] | [IPvE]
102.168.2.1 IPyE
192.168.3.1 IPy
102.168.4.1 IPvE
192.168.5.1 IPy
102.168.6.1 IPyE
102.168.7.1 IPvE
192.168.8.1 IPy
192.168.17.1 [Cetails Page|  [IPvE]
192.168.0.1
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3. InIPv6 Setup page, set WAN Primary Interface to the WAN interface that has IPv6

service available, enable DHCPv6 Server, and click OK to apply.

LAN => General Setup

LAN 1 Ethernet TCP /IP and DHCP Setup LAN 1 IPvb Setup

[“lEnable IPv6
AR PTITETY It face || WANZ v

Static IPvG Address
IPva Address § Prefix Length
! [ Add | [ Delete |
Unigue Local Address{ULA) configuration
Off w | |- /64
Current IPvG Address Tahle
DNS Server IPvG Address Deploy when WAN is up »
Primary DNS Sarvar 2001:4860:4360::8388
Secondary DNS Server 2001:4860:4860::8844
Management SLAACstateless)
[Jother option{o-hit)
DHCPvii Server
() Enable Server O Disable Server

Auto IPvE range
Start IPve Address
End IPv6 Address

Advance setting Edit

advance setting

4. With the above configuration, LAN clients will be able to obtain an IPv6 address and an

IPv6 Gateway from Vigor Router. For Windows PC, we may check this by command
"ipconfig"”.

Documents and Settin

Windows IP Configuration

Ethernet adapter Ethernet:

Connecti ecific
IF Addr

net H

Address .

e e s

' Address T 24T ¢ B R S
IF fddress. . . . . . . . .. FedB:
Default Gateway

:1E6da:e3ff: febl:ca

PC will be able to ping and get response from an IPv6 host, e.g. "ipv6.google.com".
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C:\WINDOWS>ping ipu6.google.com

Pinging ipu6.l.google.com [2404:G6800:4008:c01

Ping statistics for 240Y:6800:4008: ct
Fackets: Sent = 4, Receiwved =
Approximate round trip times in milli-

Minimum = 172ms, Maximum = 326ms, Auverage =
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A-2 How to configure IPv6 on WAN interface?

This document is going to demonstrate how to implement an IPv6 address on Vigor Router's

WAN.
1. Before configuring IPv6 on WAN, please make sure the router is connected to the IPv4
Internet.
Online Status
Physical Connection Systern Uptime: Oday 0:3:25
IPwd IPvi

|LAN Status Primary DNS: 168.95.1.1 Secondary DNS: 168.95.192.1
IP Address TX Packets RX Packets
192.168.86.1 643 793

WAN 1 Status == Dial PPPos&
Enable Line Name Mode Up Time
Yes ADSL PPPol 00:00:00
[ GW IP TX Packets TX Rate(Bps) RXPackets RX Rate{Bps)
- 0 0 0 0

WAN 2 Status == Drop PPPoE
Emable Lime Marme Mode Up Time
Yes Ethermnet FPPoE 0:03:20
P GWIF TX Packets TX Rate(Bps) RXPackets RX Rate|Bps)
118,000, LUZ Lo Dl WS, w0 79 3 81 9

MAFA RE T C@mdn e

2. Go to WAN >> Internet Access, click on IPv6 of the WAN interface that you would like to
configure an IPv6 address.

WAN == Internet Access

Internet Access
Index Display HName Physical Mode Access Mode
WAN1 ADSL S VDSL2 PPFoE | FPPoA r Dretadts Fage || IPvE
WiN2 Ethernet PPPoE v [ Detals Page
WAaNT 1SR Mone T Metaida Pans || IPul

Qq,

3. Select a Connection Type from the drop-down list, enter the required parameters. Then
click OK and reboot the router to apply the settings.

WAN == Internet Access 0
VAN 2
PPPoE Static or Dynamic [P PPTRILZTP IPvE
Internet Access Mode
Connection Type Offtine i -
FFEP
TSPC
AICCU
DHCPE Chent
OK || static IPv6
Gind Static Tunmnel
Brd
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4. After accomplishing the configurations, Network Administrator may check the status from
the IPv6 tab on Online Status >> Physical Connection page.

Online Status
Physical Connection £y Uptime: Oday 0:57:49
1Pwd 1Pvé
LAN Status
1 Address

2406 a7 LG 17123 (Global)
FESQ: : TL O AT MO L= TR0 64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

1277 3060 182180 450067
WANT IPv6 Swius

Enable Mode Up Time

NG Offline

P Gateway |P
WANZ IPv6 Swatus

Enable Mode Up Time

Yes Static IPvE 0:57:43

P Gateway [P

2406:1EI 1 1re11/123 (Global) 2406: ATl 15 G-

2406 ME00 T Sl 123 (Global)

FESQ: I Sl TTE 14302064 (Link)

TX Packets RX Packets TX Bytes RX Bytes
120 2612 445044 224316

5. Furthermore, Network Administrator may test the connectivity of IPv6 from the router by
going to Diagnostics >> Ping Diagnosis and selecting "IPv6".

Diagnostics >> Ping Diagnosis

Ping Diagnosis

Mote: If you want to ping a LAN PC or you don't want to specify which WAN to
piivg through, please select "Unspecifiad”.

Pirg through: | Unspecfied «
Pirng IPvE Address:

Run

Result | Clear |
Pinging ipvé.google.com with 64 bytes of Data:
Receiwe?%?s?'msﬂﬁ:dm:(ﬂd::ﬁﬁ, time==100ms

Receive reply from 2484:6800:4008:004::66, time==dddms

Receive reply from 2404:6800:4008:004: 66, time==400ms

Receive reply from 2404:6800:4008:004;::66, time==J400ms

Receive reply from 2404 :6889:4008:0084::66, time==J38ms
Packets: Sent = 5, Received = 5, Lost = B (X loss)

Below we will provide some examples of configuring IPv6 with different connection types.
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PPP (Point-to-Point Protocol)

This applies if the IPv4 access mode is PPPoE, and the IPv4 ISP also provides an IPv6 address.
To use IPv6 PPP, you just need to choose the Connection Type to "PPP", no other setting is
required.

WAN >> Internet Access a

WAN 2

PPPoE Static or Dynamic IP PPTPAL2TP IPvE
Internet Access Mode

Connection Type PFPP w

WaAN Connection Detection
Mode Alwrays On w

RIPng Protocol
[JEnable

Hote:
[Py Wak setting should be PPPoE f PPPod client.

[ ok ] [ cancel |

TSPC (Tunnel Setup Protocol Client)

In this mode, the IPv6 connectivity is provided by a tunnel broker on the IPv4 Internet through
a tunnel set up by Tunnel Setup Protocol (TSP). To use TSPC, you'll need to sign up for a
tunnel broker service and get a username and password first, then, configure the router as

follows:

1. Set Connection Type to TSPC.

2.  Enter the Username and Password registered at the TSP server.

3. Enter the IP or Domain Name of the TSPC server for Tunnel Broker.

WAN =>> Internet Access a

WAN 2

PPPoE Static or Dynamic IP PPTPL2TP IPvG
Internet Access Mode

Connection Type TSPC ~

TSPC Configuration
Username reriepyd
Password [

Tunnel Broker hroker.aaretnet.au

WAN Connection Detection
Mode Always On [

[ ok | [ cancel |
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Static IPv6

If your ISP provides a static IPv6 address for you, you may configure that IPv6 address for WAN
by doing the following steps:

1.
2.

Set Connection Type to Static IPv6.
Enter the IPv6 address and Prefix Length which provided by the ISP, and click Add.

WAN == Internet Access

7
WAN 2
B B 1Pvé

Internet Access Mode
Connection Type Static IPvE r
Static IPvE Address Configuration

1Pvb Address J/ Prefix Length
[2406242201 2ead /2§ 4dd || Delete
Current IPvE Address Table

Index IPvE Addrass/Prafix Length Socope

1 FEE0: : FFB: C&3DS12E Link

You should see the IPv6 address in Current IPv6 Address Table. Then, specify the IP
address of IPv6 Gateway.

WAN == Internet Access

o

WAMN 2
FPPoE Statle or Dynamic IP PRTRILZTP IPvE

Internet Access Mode

Connection Type Stabe IPvE v

Static |PvE Address Configuration
1PvE Address ! Prefix Length

! Add | Delete

Current IPvE Address Table
Index IEvE Address/Brafi '_e:r.a:i". 2cope
1 2808782100 ¥ FY rn WIS 133 Glabal I
H FEZD::2LlD:ARFE: FECE: ZDDE/ 64

ARk

Static IPvE Gateway configuration
1PvE Gateway Address
| 24080000 1zmen

WAN Connection Detection
Meade

Bridge Mode
Enable Brdge Mode
Bridge Subnet

AlvaysOn =

LANTT
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6in4 Static Tunnel

In this mode, the IPv6 connectivity is provided by a tunnel broker on the IPv4 Internet through
a tunnel configured manually. To use 6in4 Static Tunnel, you need sign up for a tunnel broker
service and get an IPv6 address and routed IPv6 prefixes first. Then, configure the router as

follows:

1.

2
3.
4

Set Connection Type to 6in4 Static Tunnel.

Enter the tunnel server's IPv4 address in Remote Endpoint IPv4 Address.

Enter the router's IPv6 address in 6in4 IPv6 Address.

Enter the routed IPv6 prefix in LAN Routed Prefix.

WAN >> Internet Access

WAN 2
PPPoE

Static or Dynamic IP PPTPL2TP IPvE

Internet Access Mode
Connection Type

Gind Static Tunnel

Gin4 IPvE Address
LAaN Routed Prefix

Remote Endpoint IPv4 Address

Gind Static Tunnel s

63T R
20014 1D 408362 ! |64 (default:64)
20017 14836 /64 (default:64)

Tunnel TTL 2h5 (default:255)
WAM Connection Detection
Mode Alweays On

[ ok ] [ cancel |
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lI-2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

In some special case, you may have a public IP subnet from your ISP such as 220.135.240.0/24.
This means that you can set up a public subnet or call second subnet that each host is
equipped with a public IP address. As a part of the public subnet, the Vigor router will serve
for IP routing to help hosts in the public subnet to communicate with other public hosts or
servers outside. Therefore, the router should be set as the gateway for public hosts.
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What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules

to forward data from one specified subnet to another specified subnet without the presence
of RIP.

What are Virtual LANs and Rate Control
You can group local hosts by physical ports and create up to 8 virtual LANs. To manage the

communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.

Vigor3220 Series User’s Guide



Web User Interface

II-2-1 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings page
and choose General Setup.

There are several subnets provided by the router which allow users to divide groups into
different subnets (LAN1 - LAN8). In addition, different subnets can link for each other by
configuring Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2 -
LAN8 can be operated under NAT or Route mode. IP Routed Subnet can be operated under
Route mode.

LAMN => General Setup

General Setup

Index Status DHCP IP Address
LAk 1 v W 192.168.1.1
L&l 2 192.168.2.1 P
Lam 3 192.168.3.1 P&
LA 4 192.168.4.1 P&
LaN S 192.168.5.1 IPy6
L&l 6 192.168.6.1 IPyE
L&k 7 192.168.7.1 P&
Lan 8 192.168.8.1 P&
DMZ Port v W 192.168.9.1
IP Routed Subnet O 192.168.0.1

Hote:
Please enable LAN 2/3/4/5/6/7 /3 on LAN == W 8N page before configure them.

Inter-LAN Routing
Subnet LAM 1 LANWN2 LANWN3 LAN4 LANS LANG LANT LANMNE DMZ Port
LM 1
LM 2
LAk 3
[
LAaM 5
LaM &
LM 7
LAk &
OMZ Port [F

Available settings are explained as follows:
Item Description
General Setup Allow to configure settings for each subnet respectively.
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Index - Display all of the LAN items.

Status- Basically, LAN1 status is enabled in default.

LAN2 -LANG6 and IP Routed Subnet can be observed by
checking the box of Status.

DHCP- LAN1 is configured with DHCP in default. If required,
please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item. Such
information is set in default and you can not modify it.
Details Page - Click it to access into the setting page. Each
LAN will have different LAN configuration page. Each LAN
must be configured in different subnet.

IPv6 - Click it to access into the settings page of IPv6.

Inter-LAN Routing Check the box to link two or more different subnets (LAN and
LAN).

Inter-LAN Routing allows different LAN subnets to be
interconnected or isolated.

It is only available when the VLAN functionality is enabled.
Refer to section II-2-2 VLAN on how to set up VLANSs.

In the Inter-LAN Routing matrix, a selected checkbox means
that the 2 intersecting LANs can communicate with each
other.

When you finish the configuration, please click OK to save and exit this page.

Info To configure a subnet, select its Detials Page button to bring up the LAN
Details Page.

[I-2-1-1 Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on IPv4)
and IPv6 Setup. Click the tab for each type and refer to the following explanations for
detailed information.

LAN == General Setup

LAN 1 Ethernet TCP /IP and DHCP Setup LAN 1 IPvG Setup
Metwork Configuration DHCP Server Configuration
Far MAT Usage Onisable ®Enable Server O Enable Relay
[P &ddress 192.168.11 Agent
Subnet Mask 755 255 255 0 Start IP Address 192.163.1.10
IP Pool Counts 200 {max. 1021)
Gateway IP Address 192 168.1.1
RIP Protocol Contraol Disahle Lease Time aG400 (5]
Clear DHCP lease for inactive clients
periodically
DNS Server IP Address
Primary IP Address
Secondary IP Address

Note: Change IP Address or Subnet Mask in Network Configuration will also change HA LANT Yirtual
IP to the same domain 1P,

Available settings are explained as follows:
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Item

Description

Network Configuration

For NAT Usage,

IP Address - This is the IP address of the router. (Default:
192.168.1.1).

Subnet Mask - The subnet mask, together with the IP Address
field, indicates the maximum number of clients allowed on
the subnet. (Default: 255.255.255.0/ 24).

LAN IP Alias -Such feature allows specifying multiple
gateways (under a switch) with different WAN interfaces for
accessing the Internet via the Vigor router.

» LAN 1 IF Alias - 05 N7TE =l

L] 192.168.1 . Lidocdamipaliss b +
LAN 11P Alias
Index Enable LANIP Qutput Interface

i, | [
2 0O
8 | [J
4 0O
5o | [

Note:

1: Route Policy is prior to this Qutput Interface setting.

2. This Qutput Interface become effective when you set
gateway on your host as LAMN IP Alias.

[ ok ] [clearan | [ cancel |

RIP Protocol Control,

Enable -When Enabled, the router will attempt to exchange
routing information with neighbouring routers using the
Routing Information Protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatches related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Disable Server - Let you manually assign IP address to every
host in the LAN.

Enable Server - Let the router assign IP address to every host
in the LAN.

®  Start IP Address - The beginning LAN IP address that is
given out to LAN DHCP clients.

® |P Pool Counts - The maximum number of IP addresses
to be handed out by DHCP. The default value is 200.
Valid range is between 1 and 1021. The actual number
of IP addresses available for assignment is the IP Pool
Counts, or 1021 minus the last octet of the Start IP
Address, whichever is smaller.

® Gateway IP Address - The IP address of the gateway,
which is the host on the LAN that relays all traffic
coming into and going out of the LAN. The gateway is
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normally the router, and therefore the Gateway IP
Address should be identical to the IP Address in the
Network Configuration section above.

) Lease Time - The maximum duration DHCP-issued IP
addresses can be used before they have to be renewed.

® Clear DHCP lease for inactive clients periodically - If
selected, the router sends ARP requests recycles IP
addresses previously assigned to inactive DHCP clients
to prevent exhaustion of the IP address pool.

Note: When Clear DHCP lease for inactive clients
periodically is enabled, router will do the following:

B Check activities of DHCP clients by ARP requests
every minute when the available DHCP IP
addresses are less than 30

[ | Clear DHCP lease when the client is not
responding ARP replies.

Enable Relay Agent - When selected, all DHCP requests are
forwarded to a DHCP server outside of the LAN subnet, and
whose address is specified in the DHCP Server IP Address
field.

® DHCP Server IP Address - It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPvé
LAN Status Primary DNS: 8.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 a 41533

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
connection.

When you finish the configuration, please click OK to save and exit this page.

Private IP addresses can be assigned automatically to LAN clients using Dynamic Host
Configuration Protocol (DHCP), or manually assigned. The DHCP server can either be the
router (the most common case), or a separate server, that hands out IP addresses to DHCP

clients.
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Alternatively, static IP addresses can be manually configured on LAN clients as part of their
network settings. No matter how IP addresses are configured, it is important that no two
devices get the same IP address. If both DHCP and static assignment are used on a network, it
is important to exclude the static IP addresses from the DHCP IP pool. For example, if your
LAN uses the 192.168.1.x subnet and you have 20 DHCP clients and 20 static IP clients, you
could configure 192.168.1.10 as the Start IP Address, 50 as the IP Pool Counts (enough for the
current number of DHCP clients, plus room for future expansion), and use addresses greater
than 192.168.1.100 for static assignment.

[I-2-1-2 Details Page for LAN1 — IPv6 Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on IPv4)
and IPv6 Setup. Click the tab for each type and refer to the following explanations for
detailed information. Below shows the settings page for IPv6.

LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPv6 Setup

¥ Enable IPvG
YWAN Primary Interface | WiAMNT v

Static IPv6 Address

IPvE Address { Prefix Length

! Add Delete
Unigue Local Address{ULA) configuration
off T o4
Current IPvt Address Table
Index TIPvt Address/Prefix Length Scope
1 FEGO::21D: ALFF:FEF1:15D0/54 Link

DNS Server IPvG Address
Prirmary DNS Server
Secondary DMS Server

Ceploy when WaARM isup
2001:4860:4560::8888
2001:4860:4560::8844

Management

SLAACistateless) v

Other Option{O-hit)

DHCPwG Server
= Enahle Server
< Auto IPvG range
Start IPvE Address
End IPvE Address
Advance setting

Disable Server

Edit

Advance setting

Edit

Ok

It provides 2 daemons for LAN side IPv6 address configuration. One is SLAAC(stateless) and
the other is DHCPv6 Server (Stateful).

Available settings are explained as follows:

Item

Description

Enable

Check the box to enable the configuration of LAN 1 IPv6
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Setup.

WAN Primary Interface

Use the drop down list to specify a WAN interface for IPv6.

Static IPv6 Address
configuration

IPv6 Address -Type static IPv6 address for LAN.

Prefix Length - Type the fixed value for prefix length.
Add - Click it to add a new entry.

Delete - Click it to remove an existed entry.

Unique Local Address
(ULA) configuration

Unique Local Addresses (ULAs) are private IPv6 addresses
assigned to LAN clients.

Off - ULA is disabled.

Manually ULA Prefix - LAN clients will be assigned ULAs
generated based on the prefix manually entered.

Auto ULA Prefix - LAN clients will be assigned ULAs using an
automatically-determined prefix.

off -
ot

Auto ULA Prefix
Manually UILA Prefix

DNS Server IPv6 Address

Primary DNS Sever - Type the IPv6 address for Primary DNS
server.

Secondary DNS Server -Type another IPv6 address for DNS
server if required.

Management

Configures the Managed Address Configuration flag (M-bit) in
Route Advertisements.

®  Off - No configuration information is sent using Route
Advertisements.

®  SLAAC(stateless) - M-bit is unset.

® DHCPv6(stateful) - M-bit is set, which indicates to LAN
clients that they should acquire all IPv6 configuration
information from a DHCPv6 server. The DHCPv6 server
can either be the one built into the Vigor2860, or a
separate DHCPvG6 server.

SLAAC(stateless) (v

DHCPyE(stateful)
| Off

Other Option(O-bit)

When selected, the Other Configuration flag is set, which
indicates to LAN clients that IPv6 configuration information
besides LAN IPv6 addresses is available from a DHCPv6
server.

Setting the M-bit (see Management above) has the same
effect as implicitly setting the O-bit, as DHCPv6 supplies all
IPv6 configuration information, including what is indicated as
available when the O-bit is set.

DHCPv6 Server
Configuration

Enable Server -Click it to enable DHCPv6 server. DHCPv6
Server could assign IPv6 address to PC according to the
Start/End IPv6 address configuration.

Disable Server -Click it to disable DHCPv6 server.

Start IPv6 Address / End IPv6 Address -Type the start and
end address for IPv6 server.

Advance setting - Click the Edit button to configure
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advanced IPv6 settings for DHCPV6 server.

LAN >> General Setup

DHCPvi Server

Authentication Protocol Mone v

Prefiz Delegation Enable @ Disahle

Prefix

DHCPvG Prefix Delegation

Mew Prefix B H H B4
Suffiz : : :

Mew Prefix Length (0~64)

Client Link Local Address
Client DUID{option}

Add
Prefix Prefix Length Link Local DuUID

ok Cancel

Advance setting

The Advanced Settings page has additional settings for
Router Advertisement and enabling multiple WANs for IPv6
traffic.

(o 192168 1 1Moctenstedit hin - AR |

|1 192 1681 1ac/enetedit htm +
Router Advertisement Configuration
& Enable O Disable
Hop Limit G4
Min Interval Time(sec) 200
Max Interval Time{sec) GO0
Default Lifetime(sec) 1800 (High Availability secondary is 0)
Default Preference Medium
MTU [¥lauto
0
RiPng Protocol
[¥IEnable
Extension WAN
Available WAN Selected WAN
VAN 2
VAN
WARMA
VWARME
Close

Router Advertisement Server - Click Enable to enable
router advertisement server. The router advertisement
daemon sends Router Advertisement messages, specified by
RFC 2461, to a local Ethernet LAN periodically and when
requested by a node sending a Router Solicitation message.
These messages are required for IPv6 stateless
auto-configuration.

Disable - Click it to disable router advertisement server.

Hop Limt - The value is required for the device behind the
router when IPv6 is in use.

Min/Max Interval Time (sec) - It defines the interval
(between minimum time and maximum time) for sending RA
(Router Advertisement) packets.

Default Lifetime (sec) -Within such period of time,
Vigor2925 can be treated as the default gateway.

Default Preference - It determines the priority of the host
behind the router when RA (Router Advertisement) packets
are transmitted.

Vigor3220 Series User’s Guide

99



100

MTU - It means Max Transmit Unit for packet. If Auto is
selected, the router will determine the MTU value for LAN.

RIPng Protocol -RIPng (RIP next generation) offers the same
functions and benefits as IPv4 RIP v2.

Extension WAN - In addition to the default WAN used for
IPv6 traffic specified in the WAN Primary Interface in the LAN
IPv6 Setup page, additional WANs can be selected to carry
IPv6 traffic by enabling them in the Extension WAN section.
Available WAN - Additional WANs available but not currently
selected to carry IPv6 traffic.

Selected WAN - Additional WANSs selected to carry IPv6
traffic.

After making changes on the Advance setting page, click the OK button to retain the changes
and return to the LAN IPv6 Setup page. Be sure to click OK on the LAN IPv6 Setup page or else

changes made on the Advance setting page will not be saved.
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[I-2-1-3 Details Page for LAN2 ~ LAN6 and DMZ

LAN => General Setup

DMZ Ethernet TCP /IP and DHCP Setup DMZ IPvE Setup
Hetwork Configuration DHCP Server Configuration

= Enable Disable = Enable Server O Disable Server

= For NAT Usage For Routing Usage Enable Relay Agent

IP Address 192.168.9.1 Start IP Address 182.168.9.10

Subnet Mask 2660.265.255.0 IP Pool Counts 100
Gateway IP Address 192.165.9.1
Lease Time 259200 (=)
¢ Clear DHCP lease for inactive clients
periodically,
DNS Server IP Address
Primary IP Address
Secondary IP Address

Mote: Change IP Address or Subnet Mask in Metwork Configuration will also change HA DMZ wirtual
IP to the same domain IP,

oK
Available settings are explained as follows:
Item Description
Network Configuration Enable/Disable - Click Enable to enable such configuration;

click Disable to disable such configuration.
For NAT Usage - Click this radio button to invoke NAT

function.

For Routing Usage - Click this radio button to invoke this
function.

IP Address - This is the IP address of the router. (Default:
192.168.1.1).

Subnet Mask - The subnet mask, together with the IP Address
field, indicates the maximum number of clients allowed on
the subnet. (Default: 255.255.255.0/ 24).

DHCP Server Disable Server - Let you manually assign IP address to every
Configuration host in the LAN.
Enable Server - Let the router assign IP address to every host
in the LAN.

®  Start IP Address - The beginning LAN IP address that is
given out to LAN DHCP clients.

) IP Pool Counts - The maximum number of IP addresses
to be handed out by DHCP. The default value is 100.
Valid range is between 1 and 1021. The actual number
of IP addresses available for assignment is the IP Pool
Counts, or 1021 minus the last octet of the Start IP
Address, whichever is smaller.

® Gateway IP Address - The IP address of the gateway,
which is the host on the LAN that relays all traffic
coming into and going out of the LAN. The gateway is
normally the router, and therefore the Gateway IP
Address should be identical to the IP Address in the
Network Configuration section above.

(] Lease Time - The maximum duration DHCP-issued IP
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addresses can be used before they have to be renewed.

® Clear DHCP lease for inactive clients periodically - If
selected, the router sends ARP requests recycles IP
addresses previously assigned to inactive DHCP clients
to prevent exhaustion of the IP address pool.

Note: When Clear DHCP lease for inactive clients
periodically is enabled, router will do the following:

B Check activities of DHCP clients by ARP requests
every minute when the available DHCP IP
addresses are less than 30

[ | Clear DHCP lease when the client is not
responding ARP replies.

Enable Relay Agent - When selected, all DHCP requests are

forwarded to a DHCP server outside of the LAN subnet, and

whose address is specified in the DHCP Server IP Address

field.

® DHCP Server IP Address - It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.

DNS Server IP Address DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPvé
LAN Status Primary DNS: 8.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 a 41533

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
connection.

When you finish the configuration, please click OK to save and exit this page.

[I-2-1-4 Details Page for IP Routed Subnet
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LAHN == General Setup

TCPAP and DHCP Setup for IP Routed Subnet

Network Configuration

(Enable  ®Disable
For Routing Usage

1P Address
Subnet Mask

RIP Protocol Control

182.168.0.1
255.255.255.0

Dizahle «

DHCP Server Configuration

Start [P Address

IP Poaol Counts 0 fmax. 32)
Lease Time 258200 is)
[ use LaN Port Pl

Use MAC Address

Index Matched MAC Address given IP Address

MaAC Address <[ 1 f
[4dd] [Delete] [Edit] [Cancel]

Available settings are explained as follows:

Item

Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For Routing Usage,

IP Address - This is the IP address of the router. (Default:
192.168.1.1).

Subnet Mask - The subnet mask, together with the IP Address
field, indicates the maximum number of clients allowed on
the subnet. (Default: 255.255.255.0/ 24).

RIP Protocol Control,

Enable - When Enabled, the router will attempt to exchange
routing information with neighbouring routers using the
Routing Information Protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Lease Time - Enter the time to determine how long the IP
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address assigned by DHCP server can be used.

Use LAN Port - Specify an IP for IP Route Subnet. If it is
enabled, DHCP server will assign IP address automatically for
the clients coming from P1. Please check the box of P1.

Use MAC Address - Check such box to specify MAC address.
MAC Address: Enter the MAC Address of the host one by one
and click Add to create a list of hosts which can be assigned,
deleted or edited from above pool. Set a list of MAC Address
for 2" DHCP server will help router to assign the correct IP
address of the correct subnet to the correct host. So those
hosts in 2™ subnet won’t get an IP address belonging to 1%
subnet.

Add - Type the MAC address in the boxes and click this button
to add.

Delete - Click it to delete the selected MAC address.
Edit - Click it to edit the selected MAC address.

Cancel - Click it to cancel the job of adding, deleting and
editing.

When you finish the configuration, please click OK to save and exit this page.

[I-2-1-5 Advanced DHCP Options

DHCP Options can be configured by clicking the Advanced button on the LAN General Setup
screen.

LAN => General Setup

DHCP Server Customized Status
Customized List
Enable Interface Option Type Data
Enable:
Interface: Al LANL LANMZ LANZ LAN4 LAMS LANMG LANT LANMS DMZ [P Routed Subnet
O O O o o o o o O O

MNext Server IP Address/Sladdr .
Option Number:
DataType: & ASCII Character (EX :Option: 18, Data:/path)
(O Hexadecimal Digit (EX: Option: 18, Data: 2f70617468)

O address List (EX :Option: 44, Data:172.16.2,10,172.16.2.20...)
Data:

Add ] [Update] [Celete] [Reset]

Hote:

1. Configuring options 44, 46 or 66 here will overwrite the settings by telnet command "msubnet”.

2. Configuring option 3 here will overwrite the setting in "LAN == General Setup” Details Page's "Gateway
IP Address" field.

3. Configuring option 15 here will overwrite the setting in "WaM => Internet Access »»> Static or Dynamic
IP" Detail Page's "Domain Mame" field,

Available settings are explained as follows:
Item Description
Customized List Shows all the DHCP options that have been configured in the
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system.

Enable If selected, DHCP option entry is enabled.
If unselected, DHCP option entry is disabled.
Interface LAN interface(s) to which this entry is applicable.

Next Server IP
Address/SIAddr

Overrides the DHCP Next Server IP address (DHCP Option 66)
supplied by the DHCP server.

Option Number

DHCP option number (e.g., 100).

DataType Type of data in the Data field:
ASCII Character - A text string. Example: /path.
Hexadecimal Digit - A hexadecimal string. Valid characters
are from 0 to 9 and from a to f. Example: 2f70617468.
Address List - One or more IPv4 addresses, delimited by
commas.

Data Data of this DHCP option.

To add a DHCP option entry from scratch, clear the data entry fields (Enable, Interface,
Option Number, DataType and Data) by clicking Reset. After filling in the values, click Add

to create the new entry.

To add a DHCP option entry modeled after an existing entry, click the model entry in
Customized List. The data entry fields will be populated with values from the model entry.
After making all necessary changes for the new entry, click Add to create it.

To modify an existing DHCP option entry, click on it in Customized List. The data entry fields
will be populated with the current values from the entry. After making all necessary changes,
click Update to save the changes.

To delete a DHCP option entry, click on it in Customized List, and then click Delete.
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[I-2-2 VLAN

Virtual Local Area Networks (VLANS) allow you to subdivide your LAN to facilitate
management or to improve network security.

Select LAN>>VLAN from the menu bar of the Web Ul to bring up the VLAN Configuration page.

Tagged VLAN

The tagged VLANs (802.1qg) can mark data with a VLAN identifier. This identifier can be
carried through an onward Ethernet switch to specific ports. The specific VLAN clients can
also pick up this identifier as it is just passed to the LAN. You can set the priorities for
LAN-side QoS. You can assign each of VLANSs to each of the different IP subnets that the router
may also be operating, to provide even more isolation. The said functionality is tag-based
multi-subnet.

Below is an example page in Vigor3220n:

LAN =>VLAN Configuration

VLAN Configuration
¢ Enable

Wireless LAN VLAN Tagy
LANPort SSID1  SSID2 SSID3  S5ID4 Subnet Enahle viD Priority

VLANOD LAR A r ] 0
VLAN1 LAM T * 0 0w
V0LANZ LAM T v ] 0w
VLAN3 LAM T * 0 [
V1L AN4 LAM 1 * 0 o
VLANS LaM T ] 0
VL ANG LAM T * 0 0w
VLANY LAM T v ] 0w

¢ Permit untagged device in P1 to access router

Note:

1.For each YLAM row, selecting Enable YLAM Tag will apply the associated WID to the selected
wired LAN port,

2. Wireless LAM traffic is always untagged, but the 5510 is still a member of the selected WLAN

(group).
3.Each %ID must be unique.

(0]24 Clear Cancel

Info Settings in this page only applied to LAN port but not WAN port.

Available settings are explained as follows:

Item Description

Enable Click it to enable VLAN configuration.

Wireless LAN SSID1 - SSID4 - Check the SSID boxes to group them under the
selected VLAN.
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Subnet

Choose one of them to make the selected VLAN mapping to
the specified subnet only. For example, LANL1 is specified for
VLANO. It means that PCs grouped under VLANO can get the
IP address(es) that specified by the subnet.

VLAN Tag

Enable - Check the box to enable the function of VLAN with
tag.

The router will add specific VLAN number to all packets on
the LAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by LAN.

VID - Type the value as the VLAN ID number. The range is
form 0 to 4095. VIDs must be unique.

Priority - Valid values are from 0 to 7, where 1 has the
lowest priority, followed by 0, and finally from 2 to 7 in
increasing order of priority.

Permit untagged device in

P1 to access router

Select to allow untagged hosts connected to LAN port P1 to
access the router. In case you have incorrectly configured
VLAN functionality, you will still be able to access the router
via the Web Ul, and telnet and SSH shells to adjust the
configuration.

The Vigor router supports up to 8 VLANs. Each VLAN can be set up to use one Ethernet port
and wireless LAN Service Set Identifiers (SSIDs). Within the grid of VLANs (horizontal rows)
and LAN interfaces (vertical columns),

®  all hosts within the same VLAN (horizontal row) are visible to one another

® all hosts connected to the same LAN or WLAN interface (vertical column) are visible to
one another if
- they belong to the same VLAN, or
- they belong to different VLANs, and inter-LAN routing (LAN>>General Setup) between
them is enabled (see below).

Inter-LAN Routing

Subnet
LAMN 1
LA 2
LAaN 3
LA 4
LAk 5
LAaM 6
LAaN 7
Lo 8

DMz Port

LAN 1 LANZ LAN3 LAN4 LANS LAMNG LANY LANB DMZ Port

O

Inter-LAN Routing allows different LAN subnets to be interconnected or isolated. It is
only available when the VLAN functionality is enabled. In the Inter-LAN Routing matrix,
a selected checkbox means that the 2 intersecting LANs can communicate with each

other.
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[I-2-3 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in
network. With the Bind IP to MAC feature you can reserve LAN IP addresses for LAN clients.
Each reserved IP address is associated with a Media Access Control (MAC) address.

Click LAN and click Bind IP to MAC to open the setup page.

LAN == Bind IP to MAC

Bind IP to MAC
O Enable & Disable
Strict Bind

Apphy Strict Bind to Subnet

ARP Table | Select All | Sort | Refresh | Add/Update to IP Bind List

IP Address Mac Address HOST ID IP Address

192.16858.1.3 00-1D-&&-5D-C9-E0 Mac

192.168.1.10 00-05-5D-E4-DE-EE 41000351 addrass

Comment
Update

IP Bind List { Limit: 1024 entries ) | Select All | Sort |

Index IP address Mac iddress Host ID Comment

Backup IP Bind List Uplaad Fram File: [(EEEE | FEEEE
Note:

1.IP-MAC binding presets DHCP Allocations.,
2.If Strict Bind is enabled, unspecified LAN clients in the selected subnets cannot access the Internet,

Available settings are explained as follows:

Item Description

Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect to
Internet.

Disable Click this radio button to disable this function. All the
settings on this page will be invalid.

Strict Bind Check the box to block the connection of the IP/MAC which is

not listed in IP Bind List.

LAN clients will be assigned IP addresses according to the
MAC-to-IP address associations on this page. LAN client
whose MAC address has not been bound to an IP address will
be denied network access.
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Note: Before selecting Strict Bind, make sure at least one
valid MAC address has been bound to an IP address.
Otherwise no LAN clients will have network access, and it
will not be possible to connect to the router to make changes
to its configuration.

Apply Strict Bind to Subnet - Choose the subnet(s) for
applying the rules of Bind IP to MAC.

pe Edit - tH53TE

Lidoclansubedt o
Apply Strict Bind to Subnet:
Subnet IP Address
[ LaM1 192.168.1.1
[ LaMz 192.168.2.1
[ LaNz 192.1658.3.1
[ LaN4 192.168.4.1
[ LaNS 192.168.5.1
[ LamMe 192.168.6.1
[ LaM7 192.168.7.1
[ Lang 192.168.8.1
] oMz Part 192.168.9.1
] IP Routed Subnet 192.168.0,1
[ ok | [ close |

ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Add below.

Select All Select all entries in the ARP Table for manipulation.

Sort Reorder the entry based on the IP address.

Refresh Refresh the ARP table listed below to obtain the newest ARP

table information.

Add / Update to IP Bind
List

IP Address - Type the IP address to be associated with a
MAC address.

Mac Address - Type the MAC address of the LAN client’s
network interface.

Comment - Type a brief description for the entry.

Add

It allows you to add the one you choose from the ARP table or
the IP/MAC address typed in Add and Edit to the table of IP
Bind List.

Update

It allows you to edit and modify the selected IP address and
MAC address that you create before.

Delete

You can remove any item listed in IP Bind List. Simply click
and select the one, and click Delete. The selected item will
be removed from the IP Bind List.

IP Bind List

It displays a list for the IP bind to MAC information.

Backup IP Bind List

Click Backup and enter a filename to back up IP Bind List to a
file.

Upload From File

Click Browse:-:- to select an IP Bind List backup file. Click
Restore to restore the backup and overwrite the existing
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list.

Info Before you select Strict Bind, you have to bind one set of IP/MAC address for
one PC. If not, no one of the PCs can access into Internet. And the web user
interface of the router might not be accessed.

When you finish the configuration, click OK to save the settings.
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lI-2-4 LAN Port Mirror

The LAN Port Mirror function allows network traffic of select LAN ports to be forwarded to
another LAN port for analysis. This is useful for enforcing policies, detecting unauthorized
access, monitoring network performance, etc.

Select LAN>>LAN Port Mirror from the menu bar of the Web Ul to bring up the LAN Port

Mirror configuration page.

LAN == LAN Port Mirror

LAN Port Mirror

Port Mirror:
#Enable O Disable

Mirror Port
Mirrored Tx Port
Mirrored Rx Port

LAMN

DMZ WAN1 WAN2 WAN3 WaN4
O O O O O
.4 O O O O O
O o 0 Ol o O

Mote : The mirrored DMZ is a software mirror, it will lead to a substantial decline in performace.

Available settings are explained as follows:
Item Description
Port Mirror Enables or disables LAN Port Mirroring.
Mirror Port One and only one port is selected as the mirror port, to

which traffic is to be forwarded.

Mirrored Tx Port

Port(s) whose outbound traffic will be forwarded to the
mirror port.

Mirrored Rx Port

Port(s) whose inbound traffic will be forwarded to the mirror
port.

After finishing all the settings here, please click OK to save the configuration.
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[I-3 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router,
select the available public port, and then forward it. At the same time, the router shall list an
entry in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

® Save cost on applying public IP address and apply efficient usage of IP address. NAT
allows the internal IP addresses of local hosts to be translated into one public IP address,
thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

Info On NAT page, you will see the private IP address defined in RFC-1918.
Usually we use the 192.168.1.0/24 subnet for the router. As stated before,
the NAT facility can map one or more IP addresses and/or service ports into
different specified services. In other words, the NAT function can be
achieved by using port mapping methods.
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Web User Interface

[I-3-1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is
to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The Port
Redirection Table provides 40 port-mapping entries for the internal hosts.
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NAT => Port Redirection

Port Redirection

| Setto Factory Default |

WAN
Interface

all
all
all
all
all
all
all
all
all
all

Index Service Name Protocol Public Port

B e e e

Source IP

Status

E

"

o

M

-
L
=
-
=y
ot
=]
)
=
L
=
]
=
.
=
W

W

MHote:

The port number values set in this page might be invalid due to the same values configured for Management

Part Setup in System Maintenances>Management and S5L VPN,

Each item is explained as follows:

Item

Description

Index

Display the number of the profile.

Service Name

Display the description of the specific network service.

WAN Interface

Display the WAN IP address used by the profile.

Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Private IP Display the IP address of the internal host providing the
service.

Status Display if the profile is enabled (v) or not (x).

Press any number under Index to access into next page for configuring port redirection.

HAT => Port Redirection

Index No. 1

Enable
Mode

Service Name
Protocol

WaN Interface
Public Paort
Source IP
Private IP

Private Port

Any ¥ IP_ Object

Hote:

In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have been

entered.

QK Clear Cancel

Available settings are explained as follows:
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Item Description
Enable Check this box to enable such port redirection setting.
Mode Two options (Single and Range) are provided here for you to

choose. To set a range for the specific service, select Range.
In Range mode, if the public port (start port and end port)
and the starting IP of private IP had been entered, the
system will calculate and display the ending IP of private IP
automatically.

Service Name

Enter the description of the specific network service.

Protocol

Select the transport layer protocol (TCP or UDP).

WAN Interface

Select the WAN IP used for port redirection. There are eight
WAN IP alias that can be selected and used for port
redirection. The default setting is All which means all the
incoming data from any port will be redirected to specified
range of IP address and port.

Public Port

Specify which port can be redirected to the specified Private
IP and Port of the internal host. If you choose Range as the
port redirection mode, you will see two boxes on this field.
Type the required number on the first box (as the starting
port) and the second box (as the ending port).

Source IP

Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

Private IP

Specify the private IP address of the internal host providing
the service. If you choose Range as the port redirection
mode, you will see two boxes on this field. Type a complete
IP address in the first box (as the starting point). The second
one will be assigned automatically later.

Private Port

Specify the private port number of the service offered by the
internal host.

After finishing all the settings here, please click OK to save the configuration.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web user interface in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you
need to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup. You
then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.
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System Maintenance >> Management d

IPvd Management Setup IPv6 Management Setup LAN Access Setup
Router Name DrayTek
[ pefault:Disable Auto-Logout Management Port Setup
[ Enable validation Code in Intermet/LAN Access | © User Define Parts O Default Ports
Note: IES and below version does NOT support Telnet Port 23 {Default; 23)
DrayQS CAPTCHA auth code,
HTTP Port a5| (Default: 80}
Internet Access Control HTTPS Port 443 (Default: 443)
Allow management from the Internet
) FTP Part 21 (Default: 213
Comain name allowed
O] FTP Server TROG9 Port 8069 {Default: 2069)
HTTP Server SSH Port 22 (Default: 223
HTTPS Server
Telnet Server TLS/SSL Encryption Setup
TROGS Server Dlenable s5L 3.0
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[I-3-2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a single
host in the LAN. Regular web surfing and other such Internet activities from other clients will
continue to work without inappropriate interruption. DMZ Host allows a defined internal user
to be totally exposed to the Internet, which usually helps some special applications such as
Netmeeting or Internet Games etc.

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT == DMZ Host Setup

DMZ Host Setup
VWAN1 VWAN2 VWAN3 VWANA VWANS

WAN 1

Mane v

Private IP Choose IP

MAC Address of the True IP DMZ Host oo 00 |00 00 |00 - oo

Note:

If True-IP DMZ is enabled the routers Wal connection will be forced to remain on.

(0]24
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Available settings are explained as follows:

Item Description

VWARN 1 Choose Private IP or Active True IP first.
MNane w Active True IP selection is available for WAN1 only.
Mone
Private [P

Active True IP h

Private IP Enter the private IP address of the DMZ host, or click Choose
PC to select one.

Choose IP Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

2. EIEE

192168110
192.168.1.18

When you have selected one private IP from the above dialog,
the IP address will be shown on the screen. Click OK to save
the setting.

DMZ Host for WAN2, WAN3, WAN4 or WANS is slightly different with WANL1. Active True IP
selection is available for WAN1 only.

See the following figure.

NAT => DMZ Host Setup

DMZ Host Setup

YWAN1 VWAN? WAN3 VWANA WANS
WAN 3
Enable Private IP
a 0.0.0.0

If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in WAN2
interface, you will find them in Aux. WAN IP for your selection.
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NAT == DMZ Host Setup

DMZ Host Setup

WAN1 VWAN? VWAN3 WAN4 VAN
WAN 2
Index Enable Aux. WAN IP Private IP
1. ] === 0.0.00
2. O 102,168,1.75 0.0.00
[ ok ] [ Clear

Available settings are explained as follows:

Item Description
Enable Check to enable the DMZ Host function.
Private IP Enter the private IP address of the DMZ host, or click Choose

PC to select one.

Choose IP Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network. Select
one private IP address in the list to be the DMZ host.

ETe Al=3

1e2168.1.10
192168.1.18

When you have selected one private IP from the above
dialog, the IP address will be shown on the screen. Click OK
to save the setting.

After finishing all the settings here, please click OK to save the configuration.
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II-3-3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

HAT == Open Ports
Open Ports Setup | Set to Factory Default |
Index Comment WAaN Interface Source IP Local IP Address Status
1. Any ®
2. Any ®
3. Any ®
4. Any ®
5. Any ®
6. Any ®
7. Any ®
8. Any e
o, Any ®
10. Any ®
<< 110 | 11-20 | 21-30 | 31-40 == Next ==

Hote:
The port number values set in this page might be invalid due to the same values configured for
Management Port Setup in System Maintenance>>Management and SSL VPN,

Available settings are explained as follows:

Item Description

Index Indicate the relative number for the particular entry that you
want to offer service in a local host. You should click the
appropriate index number to edit or clear the corresponding

entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface used by such index.

Aux. WAN IP Display the IP alias setting used by such index. If no IP alias
setting exists, such field will not appear.

Local IP Address Display the private IP address of the local host offering the
service.

Status Display the state for the corresponding entry. X or V is to

represent the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT == Open Ports >> Edit Open Ports

Index No. 1

¥ Enable Open Ports

Comment

WAN Interface WYANT ¥

Source IP Any v 1P Object

Private IP Choaose P

Protocal Start Port End Port Protocal Start Port End Part
1. |- v 0 0 2. v 0 0
3. | v 0 4, | v 0
5. |- v 0 0 6, |- v 0 0
7o v 0 0 8. | v 0 0
9, |- v 0 0 B v 0 0
OK Clear Cancel

Available settings are explained as follows:

Item Description

Enable Open Ports Check to enable this entry.

Comment Make a name for the defined network application/service.

WAN Interface Specify the WAN interface that will be used for this entry.

Source IP Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

WAN IP Specify the WAN IP address that will be used for this entry.
This setting is available when WAN IP Alias is configured.

Private IP Enter the private IP address of the local host or click Choose
PC to select one.
Choose IP - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol Specify the transport layer protocol. It could be TCP, UDP,
or ----- (none) for selection.

Start Port Specify the starting port number of the service offered by
the local host.

End Port Specify the ending port number of the service offered by the
local host.
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After finishing all the settings here, please click OK to save the configuration.

NAT => Open Ports

Open Ports Setup | Setto Factory Default |
Index Comment WAN Interface Local IP Address Status
1. p22a1 WAN1 192.168.1.49 v
2. X
3. X
4, X
5. X
B. X
i X

II-3-4 Port Triggering

Port Triggering is a variation of open ports function.
The key difference between "open port" and "port triggering" is:

®  Once the OK button is clicked and the configuration has taken effect, "open port" keeps
the ports opened forever.

® Once the OK button is clicked and the configuration has taken effect, "port triggering"
will only attempt to open the ports once the triggering conditions are met.

® The duration that these ports are opened depends on the type of protocol used. The
"default” durations are shown below and these duration values can be modified via
telnet commands.

TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.

NAT == Port Triggering

Port Triggering | Set to Factory Default |
Index Comment Triggering Protocol Triggering Port Incoming Protocol Incoming Port Status
1. "
2 ;
3. ¥
4. by
A, "
6. "
L ;
a. X
9. X
10. "

M
M
=y
-
=
-
-
]
[=]
=
1]
#
-

Available settings are explained as follows:

Item Description

Comment Display the text which memorizes the application of this
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rule.

Triggering Protocol Display the protocol of the triggering packets.

Triggering Port Display the port of the triggering packets.

Incoming Protocol Display the protocol for the incoming data of such triggering
profile.

Incoming Port Display the port for the incoming data of such triggering
profile.

Status Display if the rule is active or de-active.

Click the index number link to open the configuration page.

NAT »> Port Triggering

No. 1
Enable

Service User Defined v
Comment
Source IP Any ¥ IP Ohject
Triggering Protocal TCP v
Triggering Port 80
Incoming Protocol LUDP v
Incoming Port 1024
Note:
The Triggering Port and Incoming Port should be input like this :
123-486,777-789 {legal), 123-486,780 (legal), but 123-486-780 (ilegal).

(0154 Clear Cancel

Available settings are explained as follows:

Item Description

Enable Check to enable this entry.

Service Choose the predefined service to apply for such trigger
profile.

Uzer Defined

User Defined
Real Player
ClickTime
WidhdP

IRC

Al Talk
3

PalTalk
BitTorrent

Comment Type the text to memorize the application of this rule.

Triggering Protocol Select the protocol (TCP, UDP or TCP/UDP) for such
triggering profile.

Triggering Port Type the port or port range for such triggering profile.

Incoming Protocol When the triggering packets received, it is expected the
incoming packets will use the selected protocol. Select the
protocol (TCP, UDP or TCP/UDP) for the incoming data of
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such triggering profile.

Incoming Port

Type the port or port range for the incoming packets.

After finishing all the settings here, please click OK to save the configuration.

II-3-5 ALG

ALG means Application Layer Gateway. There are two methods provided by Vigor router,
RTSP (Real Time Streaming Protocol) ALG and SIP (Session Initiation Protocol) ALG, for
processing the packets of voice and video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be
transmitted and received correctly via NAT by Vigor router.

However, SIP ALG makes SIP message and RTP packets of voice be transmitted and received
correctly via NAT by Vigor router.

NAT => ALG

ALG (Application Layer Gateway)

| Setto Factory Default |

Enable 4LG
] Enable Protocal Listen Port TCP uppP
¥ SIp 5060 {1~65535)
O RTSP 54 {1~65535)

Available settings are explained as follows:

Item Description

Enable ALG Check to enable such function.

Listen Port Type a port number for SIP or RTSP protocol.

TCP Check the box to make correspond protocol message packet
from TCP transmit and receive via NAT.

UDP Check the box to make correspond protocol message packet

from UDP transmit and receive via NAT.
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lI-4 Applications

Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the registered
domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the DDNS
service providers. The router provides up to three accounts from three different DDNS service
providers. Basically, Vigor routers are compatible with the DDNS services supplied by most
popular DDNS service providers such as www.dyndns.org, www.no-ip.com, www.dtdns.com,
www.changeip.com, www.dynamic- nameserver.com. You should visit their websites to
register your own domain name for the router.

LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor3220 Series will
respond the specified private IP address.

Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

RADIUS/TACACS+

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

LDAP /Active Directory Setup

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in TCP/IP
network. It defines the methods to access distributing directory server by clients, work on
directory and share the information in the directory by clients. The LDAP standard is
established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service without
the complexity of other directory service protocols. For LDAP is defined to perform, inquire
and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.
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UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.
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Web User Interface

[I-4-1 Dynamic DNS

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2. In the DDNS setup menu, check Enable Dynamic DNS Setup.

Applications »> Dynamic DNS Setup

Dynamic DNS Setup | Setto Factory Default |
] Enable Dynamic DMS Setup | Wiew Log | | Force Update |
Auto-Update interval 14400 Min(s) {1~14400)

Accounts:

Index WAHN Interface Domain Name Active
1. W a1 First chronic6653.3322.0rg W
2. WANL First %
3. WAM1 First %
4, Wy AN1 First b
5. WAM1 First %
6. WaM1 First P

| OK || Clearal

Available settings are explained as follows:

Item Description

Enable Dynamic DNS | Check this box to enable DDNS function.

Setup

Set to Factory Clear all profiles and recover to factory settings.
Default

View Log Display DDNS log status.

Vigor3220 Series User’s Guide 127



128

Force Update

Force the router updates its information to DDNS server.

Auto-Update
interval

Set the time for the router to perform auto update for DDNS
service.

Index

Click the number below Index to access into the setting page
of DDNS setup to set account(s).

WAN Interface

Display the WAN interface used.

Domain Name

Display the domain name that you set on the setting page of
DDNS setup.

Active

Display if this account is active or inactive.

Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered
hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.
The following two blocks should be typed your account Login Name: test and Password:

test.

Applications =>» Dynamic DNS Setup => Dynamic DNS Account Setup

Index : 1

Dorain Name
Login Mame
Passwaord

[ wvildcards
[ packup mMx

Mail Extender

Determing YWak
IP

Enable Dynamic DMNS Account
WA Interface VAN First »

Service Provider | dyn.com e dyn.com) »

Service Type Cwnamic »

VAN P

-
{max. 64 characters)

{max. 64 characters)

[ ok | [ clear | [ cancel |

Available settings are explained as follows:

Item

Description

Enable Dynamic DNS
Account

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

WAN Interface

WAN1/WAN2/WAN3/WAN4/WANS First - While connecting,
the router will use WAN1/WAN2/WAN3/WAN4/WAN5 as the
first channel for such account. If WAN1/WAN2/WAN3 /WAN4
/WANS fails, the router will use another WAN interface
instead.

WAN1/WAN2/WAN3/WAN4/WANS5 Only - While connecting,
the router will use WAN1/WAN2/WAN3/WAN4/WAN5 as the
only channel for such account.

Service Provider

Select the service provider for the DDNS account.

Service Type

Select a service type (Dynamic, Custom or Static). If you
choose Custom, you can modify the domain that is chosen in
the Domain Name field.

Domain Name

Type in one domain name that you applied previously. Use
the drop down list to choose the desired domain.
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Login Name Type in the login name that you set for applying domain.

Password Type in the password that you set for applying domain.
Wildcard and The Wildcard and Backup MX (Mail Exchange) features are
Backup MX not supported for all Dynamic DNS providers. You could get

more detailed information from their websites.

Mail Extender If the mail server is defined with another name, please type
the name in this area. Such mail server will be used as
backup mail exchange.

Determine WAN IP If a Vigor router is installed behind any NAT router, you can
enable such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this
function can detect the public IP used by the NAT router and
use the detected IP address for DDNS update.

There are two methods offered for you to choose:

® WANIP - If it is selected and the WAN IP of Vigor router
is private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor
router is private, it will be converted to public IP
before DDNS update takes place.

4.  Click OK button to activate the settings. You will see your setting has been saved.

Disable the Function and Clear all Dynamic DNS Accounts

In the DDNS setup menu, uncheck Enable Dynamic DNS Setup, and push Clear All button to
disable the function and clear all accounts from the router.

Delete a Dynamic DNS Account

In the DDNS setup menu, click the Index number you want to delete and then push Clear All
button to delete the account.
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[I-4-2 LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor3220 Series will
respond the specified private IP address.

Simply click Application>>LAN DNS to open the following page.

Applications == LAN DNS / DNS Forwarding

LAN DNS Resolution / Conditional DNS Forwarding | Setto Factory Default |
Enable Index Profile Domain Name Forwarding DMNS Server
O 1 =
O Z -
(] 3. -
O 4 -
O 5. =
O 6. -
O L =
O 8 -
O 9. -
] 10. -
< 110 | 11-20 ==

Each item is explained as follows:

Item Description

Set to Factory Default Clear all profiles and recover to factory settings.
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Enable Check the box to enable the selected profile.

Index Click the number below Index to access into the setting
page.

Profile Display the name of the LAN DNS profile.

Domain Name

Display the domain name of the LAN DNS profile.

You can set up to 20 LAN DNS profiles.

To create a LAN DNS profile:

1. Click any index, say Index No. 1.

2. The detailed settings with index 1 are shown below.

Applications >> LAN DNS / DNS Forwarding

LAN DNS Conditional DNS Forwarding

Profile Index : 1
Enahle

Profile:
Darnain Mame:

Note:

IP Address List
Index IFP Address

Add Delete

1. Support wildcard subdomain, ex: *.example.com or www.example, *
2, One domain Name has only one IPv4 address and IPve address in the same subnet.

CHAME{ Alias Domain Mame): | Add

Same Subnet Reply

QK Clear

Available settings are explained as follows:

Iltem Description
Enable Check this box to enable such profile.
Profile Type a name for such profile.

Note: If you type a name here for LAN DNS and click OK to
save the configuration, the name also will be applied to
conditional DNS forwarding automatically.

Domain Name

Type the domain name for such profile.

CNAME (Alias Domain
Name)

CNAME is abbreviation of Canonical name record.

Such option is used to record the domain name or the host
alias.

Add - Click it to add a new host with specified reference.
Delete - Click it to remove the setting.

IP Address List

The IP address listed here will be used for mapping with the
domain name specified above. In general, one domain hame
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maps with one IP address. If required, you can configure two
IP addresses mapping with the same domain name.

Add - Click it to open a dialog to type the host’s IP address.

Host's IP Address

Conly use this record for responding to DNS queries if the sender's TP
Address (client making the request) is in the same subnet as the host's IP

Address,

®  Only responds to the DNS.... - Different LAN PCs can
share the same domain name. However, you have to
check this box to make the router identify & respond
the IP address for the DNS query coming from different
LAN PC.

Delete - Click it to remove an existed IP address on the list.

Click OK button to save the settings.

4. If you need to configure LAN DNS settings, click index 1 to edit the LAN DNS profile just
created. Or, you can click index 2 to use this profile as conditional DNS forwarding.

Applications == LAN DNS / DNS Forwarding

LAN DNS Conditional DNS Forwarding
Profile Index : 1
Enable
Profile: |Lan_D1

Domain Mame:
Note: Support wildcard subdormain, ex: ™ .example.com
DMS Server IP Address:

[ ok [ clear |

Available settings are explained as follows:

Item Description
Enable Check this box to enable such profile.
Profile Type a name for such profile.

Note: If you type a name here for conditional DNS forwarding
and click OK to save the configuration, the name also will be
applied to LAN DNS automatically.

Domain Name Type the domain name for such profile.

DNS Server IP Address | Type the IP address of the DNS server you want to use for DNS
forwarding.

5. Click OK button to save the settings.

6. A new LAN DNS profile has been created.
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Applications >> LAN DNS / DNS Forwarding

LAN DNS Resolution / Conditional DNS Forwarding | Setto Factory Default |
Enable Index Profile Domain Mame Forwarding DMS Server
1. sales_1 www.draytek.com -
O 2 -
L 3. =
O 4. -
O 5. =
O 6. -
O 7 .
O 8 -
O 9 -
O 10. -
<< 1-10 | 11-20 ==
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I1-4-3 DNS Security

DNS security is able to ensure that the incoming data is not falsified and the source of the
data is secure and correct to prevent from DNS attack by someone.

[I-4-3-1 General Setup

All of WAN interfaces of Vigor router can be configured with DNS Security enabled
respectively.

Application >> DNS Security J

DMNS Security

General Setup Domain Diagnose Refresh
Enable Interface Primary DNS Secondary DNS Bogus DNS Reply
WANT - --- Passz ¥
W AN - --- Pass ¥
WANI === S Pass ¥
W A M --- --- Pass ¥
WANS - --- Pass v

Mote:
. The DNS server supports DNSSEC

% The DMS server does not suppaort DMSSEC, function may not wark as expected even if it is enabled

0K
Available settings are explained as follows:
Item Description
Enable Check the box to enable the DNS security management.
Interface There are four WAN interfaces allowed to be set with DNS

security enabled.

Primary DNS Display the IP address of primary DNS obtained from DHCP
server or specified by Static WAN.

Secondary DNS Display the IP address of secondary DNS obtained from DHCP
server or specified by Static WAN.

Bogus DNS Reply Sometime, Vigor router might encounter packets from bogus
DNS inquiry. There are two ways to reply such DNS inquiry.

Drop - Discard the packets.

Pass - Accept the packets and let them pass through Vigor
router.
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1I-4-3-2 Domain Diagnose
This page is used to configure settings for manually detecting if the domain is secure not.

Application => DNS Security d

DMS Security

General Setup Domain Diagnose DNS Cache

Domain: * 1P IPwE
Interface: WANT v

DMS Server:

Diagnose

Note:
If the domain has not been queried before, it will take a few seconds to process,

Result | Clear |

Domain Name I? Address Interface Verify Result

Available settings are explained as follows:

Item Description

Domain Type the domain name or IP address (IPv4/IPv6) that you
want to query.

Interface Specify the interface required for executing diagnose.

DNS Server Type the IP address of the DNS Server which will diagnose the
domain specified above.

Diagnose Click it to perform the diagnosis for the domain.

Result The diagnosed information will be displayed on such field.
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11-4-4 Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The

schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set
up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the
router’s clock. This method can only be applied when the WAN connection has been built up.

Applications >> Schedule

Schedule : Current System Time [2017 Oct 16 Mon 2 @ 38 : 48

| System time set | Setto Factory Default |

Enable Index Comment

|

|=

o o oo oo oo oo oo o o

Time

Frequency

w

E

un

w

E

un

w

.

|

w

E

un

w

E

un

w

un.

|

w

un.

|

w

E

un

w

.

|

w

E

Ln

w

E

un

w

E

un

w

E

un

w

E

un

w

E

un

Available settings are explained as follows:

mm Force on

Force down

Item

Description

Current System Time

Display the time Vigor router used.

System time set

Click it to acess into the time setup page (System

Maintenance>>Time and Date).

Set to Factory Default

Clear all profiles and recover to factory settings.

Enable

Click the box to enable such schedule profile.

Index

Click the index number link to access into the setting page of
schedule.
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Comment

Display the name of the time schedule.

Time

Display the valid time period by time bar.

Frequency

Display which day(s) will be always on and which day(s) will
be always off of the schedule profile by color boxes.

- If it lights in green, it means such schedule is active.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN and

Remote Access >> LAN-to-LAN settings.

To add a schedule:

1. Click any index, say Index No. 1.

2.  The detailed settings of the call schedule with

Applications == Schedule

index 1 are shown below.

Index No. 1 Current System Time [2000.Jan 1 Sat7:10: 32 | Svstem time set |
Enable Schedule Setup

Caomment

Start Date (yyyy-rm-dd) 2000 w1 w1 |»

Start Time (hberm) 0 w[:|0 =

Duration Time (hhimm) 0 %[0 »

End Time (hh:mm) no H ]

Action Force On w

How Often

O onee

@ weekdays

] sun Mon Tue wed Thu Fri [ sat
O Monthly, on date |1 |»
O Cycle duration: |1 | days (Cycle will start on the Start Date )

Hote:

Comment can only contain A-2 2-z0-9, . { F-_(1™~ 81~ " |

[ ok | [ clear | [ Cancel |

Available settings are explained as follows:

I[tem Description

Enable Schedule Check to enable the schedule.

Setup

Comment Type a short description for such schedule.
Start Date Specify the starting date of the schedule.
(yyyy-mm-dd)

Start Time (hh:mm)

Specify the starting time of the schedule.

Duration Time
(hh:mm)

Specify the duration (or period) for the schedule.

End Time (hh:mm)

It will be calculated automatically when Start Time and
Duration Time are configured well.

Action

Specify which action Call Schedule should apply during the
period of the schedule.

Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.
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How Often Specify how often the schedule will be applied.
® Once -The schedule will be applied just once

® Weekdays -Specify which days in one week should
perform the schedule.

® Monthly, on date - The router will only execute the
action applied such schedule on the date (1 to 28) of a
month.

® Cycle duration - Type a number as cycle duration.
Then, any action applied such schedule will be
executed per several days. For example, “3” is selected
as cycle duration. That means, the action applied such
schedule will be executed every three days since the
date defined on the Start Date.

3.  Click OK button to save the settings.

Example

Suppose you want to control the PPPOE Internet access connection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

Office 1z TR
Hour: 10 2 10 2
-9 ¥ -9 ¥

5

(Force On) 8 4 8

Mon - Sun 9:00 am to 6:00 pm

Make sure the PPPoE connection and Time Setup is working properly.
Configure the PPPoE always on from 9:00 to 18:00 for whole week.

Configure the Force Down from 18:00 to next day 9:00 for whole week.

A W N

Assign these two profiles to the PPPoE Internet access profile. Now, the PPPOE Internet
connection will follow the schedule order to perform Force On or Force Down action

according to the time plan that has been pre-defined in the schedule profiles.

11-4-5 RADIUS/TACACS+

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

11-4-5-1 External RADIUS

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Vigor router can be operated as a RADIUS client. Therefore, this page is used to configure
settings for external RADIUS server. Then LAN user of Vigor router will be authenticated by
such server for network application.
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Applications >> RADIUS/ TACACS+

External RADIUS Internal RADIUS External TACACS+

Enable
Server IP Address

Destination Port 1812

Shared Secret

Confirm Shared Secret

Note:

If wour radius server does not support MS-CHAP / MS-CHAPwZ, please go to YPH and Remote Access »»
PPP General Setup, and select 'PAP Only' for 'Dial-In PPP Authentication'.

(0] Clear Cancel

Available settings are explained as follows:

Item Description

Enable Check to enable RADIUS client feature.

Server |IP Address Enter the IP address of RADIUS server

Destination Port The UDP port number that the RADIUS server is using. The

default value is 1812, based on RFC 2138.

Shared Secret The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Confirm Shared Secret Re-type the Shared Secret for confirmation.

After finished the above settings, click OK button to save the settings.

11-4-5-2 Internal RADIUS

Except for being a built-in RADIUS client, Vigor router also can be operated as a RADIUS server
which performs security authentication by itself. This page is used to configure settings for
internal RADIUS server. Then LAN user of Vigor router will be authenticated by Vigor router
directly.
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Applications => RADIUS/ TACACS +

External RADIUS Internal RADIUS External TACACS+

#| Enable

Authentication Port 1812
RADIUS Client Access List

Index Enable Shared Secret  IP Address IP Mask IPvE Address IPwE Length
1 0.0.00 0.0.0.0 0
2 0.0.00 0.0.0.0 0
3 0.0.00 0.0.0.0 0
4 0.0.0.0 0.0.0.0 0
g 0.0.00 0.0.0.0 0
6 0.0.00 0.0.0.0 0
7 0.0.00 0.0.0.0 0
g 0.0.00 0.0.0.0 0

Authentication

Method

PAP Only v

802.1X Method

Support 802.1% Method
Phase 1: PEAP
Phase 2: MS-CHAPvZ

User Profile

Select All Clear Al
Available List Authentication List

Synchronize Internal RADIUS user list to Local 802.1% user list,

Note:
1.0nly the user profiles which is enabled in User Management >> User Profile will be listed here, and it shows in the

Systemn Maintenance => Internal Service User List,
2,RADIUS Client access List is first match.

Ok Clear Cancel

Available settings are explained as follows:

Item Description
Enable Check to enable internal RADIUS client feature.
Authentication Port Set a port number for internal RADIUS server.

RADIUS Client Access List | Allow to configure that clients under specified domain (IPv4
and IPv6) must be authenticated with the specified shared
secret.

Enable - Check to enable RADIUS client feature.

Shared Secret - The RADIUS server and client share a secret
that is used to authenticate the messages sent between
them. Both sides must be configured to use the same shared

secret. The maximum length of the shared secret you can set
is 36 characters.

IP Address - Type the IP addres of the wired/wireless
client.

IP Mask - Type the subnet mask required for the IP address.

Vigor3220 Series User’s Guide



IPv6 Address - Type the IPv6 address of the wired/wireless
client.

IPv6 Length - Type the prefix length required for the IPv6
address.

Authentication Specify the way to authenticate the wireless client.

PAP Only / PAP/CHAP/MS-CHAP/MS-CHAPV2 - Choose PAP
Only. Or choose the one which supports PAP, CHAP, MS-CHAP
and MS-CHAPv2.

Support 802.1X Method - The built in RADIUS server offered
by Vigor router can act as the AAA server. Check the box to
enable the function of authentication mechanism.

User Profile During the process of security authentication, user account
and user password will be required for identity
authentication. Before configuring such page, create at least
one user profile in User Management>>User Profile first.

Select All - Click it to select all of the user profiles in
Available List.

Clear All- Click to remove all of the user profiles in Available
List.

Available List - The user profiles without RADIUS server
enabled in User Management >> User Profile will be listed
in this field.

Authentication List -The user profiles with RADIUS server
enabled in User Management >> User Profile will be listed

in this field.
Synchronize Internal Users can be authenticated by RADIUS server and local
RADIUS user list to Local 802.1X to get certain network service. It is not necessary to
802.1X user list create new user profiles (containing user accounts and user

passwords) for RADIUS and local 802.1X respectively.

Simply check this box; all of the user profiles (prepared for
RADIUS server authentication) listed in Authentication List
will be synchronized for local 802.1X user authentication.

After finished the above settings, click OK button to save the settings.

11-4-5-3 External TACACS+

It means Terminal Access Controller Access-Control System Plus. It works like RADIUS does.
Click the TACACS+ Setup to open the following page:

Applications »> RADIUS/ TACACS+
External RADIUS Internal RADIUS External TACACS+

Oenable
Server IP Address

Destination Port 49

Type
Shared Secret

Confirm Shared Secret

[ Ok ] [ Clear ] [ Cancel ]

Available settings are explained as follows:
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Item Description

Enable Check to enable TACACS+ feature.

Server IP Address Enter the IP address of TACACS+ server.

Destination Port The UDP port number that the TACACS+ server is using.
Shared Secret The TACACS+ server and client share a secret that is used to

authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Confirm Shared Secret Re-type the Shared Secret for confirmation.

After finished the above settings, click OK button to save the settings.
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II-4-6 Active Directory/ LDAP

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in TCP/IP
network. It defines the methods to access distributing directory server by clients, work on
directory and share the information in the directory by clients. The LDAP standard is
established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service without
the complexity of other directory service protocols. For LDAP is defined to perform, inquire
and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.

General Setup

This page allows you to enable the function and specify general settings for LDAP server.

Applications => Active Directory /LDAP

Active Directory /LDAP | Setto Factory Default |

Active Directory /

General Setup LDAP Profiles

Enable
Bind Type Simple Mode ¥

Server Address
Destination Port 369
lze S5L

Regular DN
Regular Passwaord

(0]34 Cancel

Note:

after finishing the configuration of the LDAP profiles, they will be listed in the page of VPN and Remote
Access »> PPP General Setup. If you want to use the profiles for WPN authentication, check the boxes
under PRTP LDAP Profiles in VPN and Remote Access »> PPP General Setup first.
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Available settings are explained as follows:

Item Description
Enable Check to enable such function.
Bind Type There are three types of bind type supported.

® Simple Mode - Just simply do the bind authentication
without any search action.

®  Anonymous - Perform a search action first with
Anonymous account then do the bind authentication.

® Regular Mode- Mostly it is the same with anonymous
mode. The different is that, the server will firstly check
if you have the search authority.

For the regular mode, you’ll need to type in the Regular DN
and Regular Password.

Server Address

Enter the IP address of LDAP server.

Destination Port

Type a port number as the destination port for LDAP server.

Use SSL

Check the box to use the port number specified for SSL.

Regular DN

Type this setting if Regular Mode is selected as Bind Type.

Regular Password

Specify a password if Regular Mode is selected as Bind Type.

After finished the above settings, click OK button to save the settings.

Profiles

You can configure eight AD/LDAP profiles. These profiles would be used with User
Management for different purposes in management.

Applications >> Active Di

Active Directory /LDAP

rectory /LDAP

| Setto Factory Default |

General Setup

Active Directory /
LDAP Profiles

Index

el

Name Distinquished Name

Hote:

After finishing the configuration of the LDAP profiles, they will be listed in the page of VPN and Remote
Access >> PPP General Setup. If you want to use the profiles for ¥PM authentication, check the boxes
under PPTP LDAP Profiles in VPN and Remote Access >> PPP General Setup first.

Click any index number link to open the following page.
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Applications >> Active Directory LDAP>>Server Profiles

Index No. 1
MNarme RD1
Common Name Identifier uIoy
Base Disbnguished Mame =

Additional Filter

For example,

Note: Please type in vour additional filker for BaseDM search request,

1) For OpenlDaP: (gidHMumber=500)
21 For &0 (msMNPAlowDialin=TRLE]

Group Distinguished Name =)

[ ok | [ cancel |

Available settings are explained as follows:

Item

Description

Name

Type a name for such profile. The length of the user name is
limited to 19 characters.

Common Name ldentifier

Type or edit the common name identifier for the LDAP server.
The common name identifier for most LDAP server is “cn”.

Additional Filter

Type the condition for additional filter.

Base Distinguished Name
/ Group Distinguished
Name

Type or edit the distinguished name used to look up entries on
the LDAP server.

Sometimes, you may forget the Distinguished Name since it’s

too long. Then you may click the Ige button to list all the
account information on the AD/LDAP Server to assist you finish
the setup.

After finished the above settings, click OK to save and exit this page. A new profile has been

created.

For detailed information about LDAP application, refer to section 4.6 How to Implement the
AD/LDAP Authentication for User Management?
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[1-4-7 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

Info UPNP is required for some applications such as PPS, Skype, eMule...and etc.
If you are not familiar with UPnP, it is suggested to turn off this function for
security.

Applications >> UPnP

UPnP
[0 Enable UPHP Service Default VAR v
. . Default YN
Enahle Connection Control Service AN
Enable Connection Status Service YWANZ
AN
Note:To allow MAT pass-through to a UPnP enabled client the co WANA ol service must also be
YANS
enabled.
[ 0l ] [ Clear ] [ Cancel
Available settings are explained as follows:
Item Description
Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.
Default WAN It is used to specify the WAN interface for applying such
function.

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working
properly. This is because these applications will block the accessing ability of some network
ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You should
consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.

»  Non-privileged users can control some router functions, including removing and
adding port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.
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11-4-8 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups.

Applications >> IGMP

IGMP

ClEnable IGMP Proxy WAMT v

IGMP Proxy is to act as a mumuxy for hosts on the LaN side. Enable IGMP Proxy, if you
will access any multicast gro| WaAM2  |is function takes no effect when Bridge Mode is enabled.

[(JEnahle IGMP Snooping WYAN3
Enahle IGMP Snooping, multid WANL L g only forwarded to ports that have members of that group.
Disgble IGMP snooping, multid B tis treated in the same manner as broadcast traffic.
[ Ok ] [ Cancel
| Befresh |
waorking Multicast Groups
Index Group ID P1
Available settings are explained as follows:
Item Description
Enable IGMP Proxy Check this box to enable this function. The application of

multicast will be executed through WAN/PVC/VLAN port. In
addition, such function is available in NAT mode.

Enable IGMP Snooping Check this box to enable this function. Multicast traffic will
be forwarded to ports that have members of that group.
Disabling IGMP snooping will make multicast traffic treated
in the same manner as broadcast traffic.

Refresh Click this link to renew the working multicast group status.

Group ID This field displays the ID port for the multicast group. The
available range for IGMP starts from 224.0.0.0 to
239.255.255.254.

P1 It indicates the LAN port used for the multicast group.

After finishing all the settings here, please click OK to save the configuration.
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11-4-9 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.

Applications >> Wake on LAN

Wake on LAN
Wake by: MAC Address
IP Address: - ¥
MaAC Address: : : : : : Wiake Upl
Result
s
Note:

Wake on LAN integrates with Bind IP to MAC function; only bound PCs can wake up through IP.

Available settings are explained as follows:

Item Description

Wake by Two types provide for you to wake up the binded IP.

® If you choose Wake by MAC Address, you have to type
the correct MAC address of the host in MAC Address
boxes.

® [f you choose Wake by IP Address, you have to choose
the correct IP address.

IP Address The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop down
list. Choose the IP address from the drop down list that you
want to wake up.

MAC Address Type any one of the MAC address of the bound PCs.

Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.
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[1-4-10 SMS / Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a message to
user’s mobile or e-mail box through specified service provider to assist the user knowing the
real-time abnormal situations.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.

SMS Provider

This page allows you to specify SMS provider, who will get the SMS, what the content is and
when the SMS will be sent.

Applications >> SMS r Mail Alert Service

SMS Alert Mail Alert | Setto Factory Default |
Index SMS Provider Recipient Number Motify Profile Schedule{1-15})
1 [

2 [

3 [

4 [

5 [

6 [

7 0

g [

9 []

10 []

Hote:

all the SMS alert profiles share the same "Sending Interval” setting if they use the same SMS
Provider.

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

Index Check the box to enable such profile.

SMS Provider Use the drop down list to choose SMS service provider.
You can click SMS Provider link to define the SMS server.

Recipient Number Type the phone number of the one who will receive the
SMS.

Notify Profile Use the drop down list to choose a message profile. The

recipient will get the content stated in the message profile.
You can click the Notify Profile link to define the content

of the SMS.

Schedule (1-15) Type the schedule number that the SMS will be sent out.
You can click the Schedule(1-15) link to define the
schedule.
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After finishing all the settings here, please click OK to save the configuration.

Mail Server

This page allows you to specify Mail Server profile, who will get the notification e-mail, what
the content is and when the message will be sent.

Application => SMS / Mail Alert Sendce

SMS Alert Mail Alert | Setto Factory Default |
Index Mail Service Mail Address Notify Profile Schedule{1-15)

10
2O
3
4 [
5 [
6 [
7
8 [
9 [
10 [

Hote:

2l the Mail Alert profiles share the same "Sending Interval” setting if they use the same Mail
Server,

[ ok | [ Cancel |

Available settings are explained as follows:

Item Description
Index Check the box to enable such profile.
Mail Service Use the drop down list to choose mail service object. All of

the available objects are created in Object
Settings>>SMS/Mail Service Option. If there is no object
listed, click Mail Service link to define a new one with
specified service provider.

Mail Address Type the e-mail address of the one who will receive the
notification message.

Notify Profile Use the drop down list to choose a message profile. The
recipient will get the content stated in the message profile.

You can click the Notify Profile link to define the content
of the mail message.

Schedule (1-15) Type the schedule number that the notification will be sent
out.

You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.
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11-4-11 Bonjour

Bonjour is a service discovery protocol which is a built-in service in Mac OS X; for Windows or
Linux platform, there is correspondent software to enable this function for free.

Usually, users have to configure the router or personal computers to use above services.
Sometimes, the configuration (e.g., IP settings, port number) is complicated and not easy to
complete. The purpose of Bonjour is to decrease the settings configuration (e.g., IP setting).
If the host and user’s computer have the plug-in bonjour driver install, they can utilize the
service offered by the router by clicking the router name icon. In short, what the
Clients/users need to know is the name of the router only.

To enable the Bonjour service, click Application>>Bonjour to open the following page. Check
the box(es) of the server service(s) that you want to share to the LAN clients.

Applications »> Bonjour

Bonjour Setup

; Enable Bonjour Service
HTTP Server
Telnet Server

FTP Server

S5H Server

LPR Printer Server

ooOooo

[ oK ] [ Cancel ]

Below shows an example for applying the bonjour feature that Vigor router can be used as the
FTP server.

1. Here, we use Firefox and DNSSD to discover the service in such case. Therefore, just
ensure the Bonjour client program and DNSSD for Firefox have been installed on the
computer.

2) Browser - Mozilla Firefox
File Edit View History Bookmarks Tools Help
|@Mozilla Frefox Start Page = | i Browser * | i Browser * | Browser

€ B3 | @ chromesfdnssdicontent/browser htm]

Vigor3220 Series User’s Guide 151



2. Open the web browse, Firefox. If Bonjour and DNSSD have been installed, you can open
the web page (DNSSD) and see the following results.

chrome:/dnssd/content/browser.html

DNSSD for Firefox

Browser Caonfiguration Options Diagnostic Information

Interface Name

2 DS1010Plus
DE1010Pus(WebDAY)
HP Laserlet 1300
tetseng-vitual-machine

tetseng-virtual-machine [00:0c:29:78:bc:24]

tomkac-desktop [00:0c:29:26:02:5d]

¢ ||B- Google
Type Domain Service Info
_http._tep local Select a service on the [eft to view
further details
_http_tcp local
_ipp._tcp. local

{b _udisks-ssh._tcp. local

_workstation_tcp local

_winrkstation._tcp local

3. Open System Maintenance>>Management. Type a hame (e.g., Dray_2925) as the Router

Name and click OK.

System Maintenance »> Management

IPv4 Management Setup

IPv6 Management Setup

Router Name Yigor Router

| Management Port Setup

Management Access Control
Allow management from the Internet
FTP Server
HTTP Server
HTTPS Server
Telnet Server
SSH Server
Disable PING from the Internet

® uUser Define Ports O Default Ports

Telnet Port (Default: 23)
HTTP Port (Default: 80)
HTTPS Port (Default: 443)
FTP Part (Default: 21)
SSH Port (Default: 22)

Access List

List P Subnet Mask
L | | ]
2| | | ]
3| | | ]

4. Next, open Applications>>Bonjour.
Applications == Bonjour

Bonjour Setup

Enable Bonjour Service
HTTP Server
Telnet Server

FTP Server

SSH Server

LPR Printer Server

REEEHEA

Check the service that you want to use via Bonjour.

| [ cancal
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5. Open the DNSSD page again. The available items will be changed as the follows. It means

the Vigor router (based on Bonjour protocol) is ready to be used as a printer server, FTP

server, SSH Server, Telnet Server, and HTTP Server.

| @ chrome /dnssd/content/browser. html

| 8- Google

Service Info

Select a service on the left to view
further details

DNSSD for Firefox
Birowser Caonfiguration Options Diagnostic Infarmation
Interface Name Type Domain
2 DS1010FIus _http._tep local.
2 DE1010F usMebDAY) _http._tep local.
2 HP Laserlet 1300 _ipp._tcp. local
2 igor Router _ftp_tep local
2 igor Router _http_tep local
2 igor Router _printer_top. local.
2 igor Router _ssh._top. local.
2 igor Router _telnet._tcp. local.
0
2 tetseng-virtual-machine hW) _udisks-zsh._tcp local
2 tetsengvirtuakmachine [00:0c:23:78: he:24] _workstation. _tcp local
2 tomkao-desktop [00:0c:29:26:09:4d] _winrkstation. _tcp local

printer).

6. Now, any page or document can be printed out through Vigor router (installed with a

Properties. ..

1 v

Printer
Mame licrosoft XPS Document YWriker
Skatis Auko HP Laserlet 1200 Series PCL on RD-KC
Auko Microsaft ¥PS Document Witer an RD-KC
Type Auko Microsoft $PS Document Writer on TIM-PiC
Location Yigor Router
Cornrment
[ ] prink ko file
Prink range Copies
) all pages Mumber of copies
O Pages E |
3 3 Collate
Selection |_IIEI:I |_IIEI:I i
Cpkions. ., [ K l [ Zancel

| [ teb
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[I-4-12 High Availability

The High Availability (HA) feature refers to the awareness of component failure and the
availability of backup resources. The complexity of HA is determined by the availability needs
and the tolerance of system interruptions. Systems, providing nearly full-time availability,
typically have redundant hardware and software that make the system available despite
failures.

The high availability of the Vigor3220 Series is designed to avoid single points-of-failure.
When failures occur, the failover process moves processing performed by the failed
component (the “primary”) to the backup component (the “secondary”). This process
remains system-wide resources, recovers partial of failed transactions, and restores the
system to normal within a few seconds.

To configure High Availability on, at least two DrayTek routers:
®  Enable High Availability on the Primary and Secondary routers.

® Set a high Priority ID number on the Primary router and lower numbers for the Secondary
router(s).

®  Set the same Redundancy Method/Group ID/Authentication Key on the Primary and
Secondary rotuers.

® Set the Management Interface to the same subnet for the Primary and Secondary
routers.

® Enable Virtual IP on the Primary and Secondary routers for each subnet in use and set
the same virtual IP on each rouer.

[I-4-12-1 General Setup

Open Applications>>High Availability to get the following page.
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Applications >> High Availability

Enable High availability
Redundancy Method | Active-Standby ¥

General Setup Config Sync | Status | Setto Factory Default |
Group 1D 1 (1-255)
Priarity ID 10 {1-30, 30 is highest priority)
Authentication kKey draytek {Max. 31 characters allowed)
Protacal IPyd *
Management Interface LANT ¥
Update DDHS Enable
Syslog Enable
IPv4 IPvE
Index Enable Yirtual IP
Lam1 0.0.00
LaNZ 0.0.0.0 !
LANZ 0.0.0.0 !
LaMNg 0.0.0.0 !
LAMNS 0.0.0.0 0
LANG 0.0.0.0 !
LANT 0.0.0.0 !
LANE 0.0.0.0 !
DMZ 0.0.0.0
Note:

To configure High availability on at least two DrayTek routers:

- Enable High Awailability on the Primary and Secondary routers,

- Set a high Priority ID number an the Primary router and lower numbers for the Secondary
router(s).

- Set the same Redundancy Method / Group ID / Authentication Key on the Primary and
Secondary routers.

- Set the Management Interface to the same subnet for the Primary and Secondary routers,

- Enable %irtual IP on the Primary and Secondary routers for each subnet in use and set the same
Yirtual IP on each router.

Ok Cancel

Available settings are explained as follows:

Item Description

Enable High Abailablity Check this box to enable HA function.

Redundancy Method Choose Hot-Standby or Active-Standby as the method for
HA.

Hot-Standby -

Such method is suitable for a user which has one ISP
account. With such method;

®  All WANSs of secondary routers will be shut down by HA
function.

®  WAN settings of primary and secondary routers can be
the same.

Note: When Hot-Standby is used, the wireless LAN function
on secondary router will be “disabled” directlly. Clients
can not connect to the secondary router any more.

Active-Standby -
Such method is suitable for a user which has multiple ISP
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accounts. With such method;

®  All WANs of secondary routers can be up. Therefore,
the user can route it's traffic to secondary.

®  WAN settings of primary and secondary routers must
not be the same.

® The Config Sync must be disabled, or you cannot
change redundancy method to active-standby.

Group ID Type a value (1~255).
In LAN environment, multiple routers can be devided into
several groups. Each router must be specified with one group
ID. Different routers with the same ID value will be
categoried into the same group.
Only one of the routers in the same group will be selected as
the primary router.

Priority ID Type a value (1~30).

Different routers must be configured with different IDs.

The router with the highest priority will be treated as
primary router. If multiple routers have the same priority,
the router with lower “IP” will be treated as primary. “IP” is
the IP address configured on LAN >> General Setup page, in
which LAN is determined by management interface.

Authentication Key

Type a string as the authentication key (maximum 31
characters allowed).

It is used for encrypting the DARP to prevent malicious
attack.

Protocol

Choose IPv4 or IPv6.

Management Interface

Such interface is used for DARP (DrayTek Address
Redundancy Protocol) negotiation between routers. Only the
interface which is enabled in LAN>>General Setup is
available for selection.

However, LAN1 is always enabled.

Update DDNS

Enable - Check the box to update the DDNS server for the
secondary device if required.

If the primary device fails, and the secondary device must
take over the job of data transmitting and receiving. Then
the system will update the DDNS server to make the user
connect to the specified domain name.

Syslog

Enable - Check the box to record required information on
Syslog.

LAN1 ~ LAN8, DMZ

Enable - Check the box to enable the interface.

Virtual IP - Type the IP address of the router plays the role of
Primary device.

When you finish the configuration, please click OK to save and exit this page.
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[I-4-12-2 Config Sync

This page is used to specify the synchronization time for such Vigor router and only available
when Hot-Standby method is specified and High Availability is enabled.

Applications >=> High Availability

Enable High Availability
Fedundancy Method
Active-Standby »

General Setup

Config Sync

| Status | Setto Factory Default |

Cay
Hour
Minute

Enable Config Sync { Max, Sync to 10 routers )

Config Sync Interval:

Exclude the following settings from config sync:
Wk Settings

18 w

Hote:

This feature requires that both routers are the same series, and the High Availahility must be
enabled for Config Sync to operate.

[ ok ][ cancel |

Available settings are explained as follows:

Item

Description

Enable Config Sync (Max.
Sync to 10 routers)

Check this box to enable configuration synchronization.

To sync configuration from primary to secondary router,
both primary and seconday routers need to enable “config
sync”. Note that config sync can be enabled by Hot-Standby
redundancy method only.

Config Sync Interval

Day / Hour / Minute - Primary router will sync its
configuration to secondary router based on the time interval
set here.

Exclude the following
settings from config sync

Settings selected in this field will be excluded when
executing configuration synchronization. This setting is
available when the Redundancy Method is set to “Hot
Standby™.

When you finish the configuration, please click OK to save and exit this page.

When the configuration method is set to “Hot Standby”, the following settings will not be

synchronized:

®  WAN (user selectable)

LAN
® LANIPv6
®  router name
°
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Example:

Take the following picture as an example. The upper Vigor3220 is regarded as primary device,
the lower Vigor3220 is regarded as secondary device. When primary Vigor3220 Series is
broken down, the secondary device could replace the primary role to take over all jobs as
soon as possible. However, once the primary device is working again, the secondary device
would be changed to original role to stand by.

I1-4-13 Local 802.1X General Setup

Such page allows you to configure general settings for Local 802.1X server built in Vigor router.
The local 802.X server can be used to authenticate wired and wireless LAN clients.

Applications »> Local 802.1X General Setup

Local 802.1X General Setup

Enable

Phase 1 Method: PEAP
Phase 2 Method: MS-CHAPWZ

User Profile

Select All Clear All
Available List Authentication List

3

Sync User Profile Setting to Internal Radius

Note:
1. Only the user profiles which is enabled in User Management == User Profile will be listed here.
2, Wireless LAN used the same User Profile as its identify and passwaord.

[8]24 Clear Cancel

Available settings are explained as follows:
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Item Description

Enable Click it to enable the built-in 802.1X server.

At present, such feature can be used for wireless and wired
802.1x authentication.

User Profile Select All - Click to add all User Profiles to the 802.1X server.
All profiles will appear under the Authentication List.

Clear All - Remove all user profiles from the 802.1X server.
All profiles will appear under Available List.

Sync User Profile .... Make the enabling/disabling setting for both Internal RADIUS
and Local 802.1X synchronize for all of the user profiles
(User Management>>User Profile).

For example, if Local 802.1x is configured as Enabled
(checked), the Internal RADIUS will be configured as Enabled
too.

3. Internal Services
| @ Internal RADIUS ¥ Local 802.1%

Hote:
Internal Services means the account and password of this user profile can be used by other
application.

QK Refresh Clear Cancel

If Local 802.1X is configured as Disabled (unchecked), the
Internal RADIUS will be changed as Disabled too, even if it is
enabled previously.

3. Internal Services
| Internal RADIUS Local 8021
Hote:

Internal Services means the account and password of this user profile can be used by other
application.

0K Refresh Clear Cancel
OK Click it to save the settings.
Clear Click it to remove previous setting configuration.
Cancel Click it to give up all settings configuration.

When you finish the configuration, please click OK to save and exit this page.
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Application Notes

A-1 How to Implement the LDAP/AD Authentication for User Management?

For simplifying the configuration of LDAP authentication for User Access Management, we
implement “Group” feature.

There is no need to pre-configure user profile for each user on Vigor router anymore. We only
need to configure the Groups DN, then the Vigor router (e.g., Vigor 2860 series) can pass the
authentication to LDAP server with the pre-defined Group path.

Below shows the configuration steps:
1. Access into the web user interface of the Vigor router.

2. Open Applications>>Active Directory /LDAP to get the following page for configuring
LDAP related settings.

Applications >> Active Directory /LDAP

Active Directory /LDAP | Set to Factory Default |

Active Directory /

(Eremere) SedT LDAP Profiles

¥ Enable
Bind Type Regular Mode ¥
Server aAddress 172.16.2.8
Destination Port 385
Use 55L
Regular DM uid=vpntest ou=vpnuser dc=ms de=draytel

Regular Password

0K Cancel

Note: after finishing the configuration of the LDAP profiles, they will be listed in the page of

VPN and RPemnte Arrpes == PPP Genera | Setun T7f vri want o 1se the nrnfiles far WYER

There are three types of bind type supported:
® Simple Mode - Just simply do the bind authentication without any search action.

® Anonymous - Perform a search action first with Anonymous account then do the
bind authentication.

® Regular Mode- Mostly it is the same with anonymous mode. The different is that,
the server will firstly check if you have the search authority.
For the regular mode, you’ll need to type in the Regular DN and Regular Password.

3. Create LDAP server profiles. Click the Active Directory /LDAP tab to open the profile
web page and click any one of the index number link.

If we have two groups “RD1” and “SHRD” on LDAP server, we can configure two LDAP
server profiles with different Group Distinguished Name.
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Applications >> Active Directory /LDAP=>>Server Profiles

Index No. 1
Marme rd1
Comtmon Mame Identifier uid

Base Distinguished Mame

additional Filter
For example,

13 For OpenLDaAP: {gidNumber=500)
23 For AD: {msNPaAllowDialin=TRUE)

Group Distinguished Mame

ou=people de=ms de=draytek dc=com

ch=shrd,ou-group,de=msg

Note: Please type in your additional filter for BaseDM search request.

[B]2¢ Cancel

and

Applications >> Active Directory /LDAP>>Server Profiles

Index No. 2
Mame shrd
Common Mame Identifier uid

Base Distinguished Mame
Additional Filter
For example,

13 For OpenLDaP: {gidNumber=500)
2) For AD: {msMNPallowDialin=TRUE)

Group Distinguished Mame

ou=people,dc=ms dc=draytek dc=com

Note: Please type in your additional filter for BaseDM search request.

Ok Cancel

4.  Click OK to save the settings above.

5. Open User Management>>General Setup. Select User-Based as the Mode option.

User Management => General Setup

General Setup

Mode Selection:

Notice for User-Based mode:

authentication is required.

Authentication page:

Login Page Logo: | Default v
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Rule Based is a management method based on IP address. administrator may set
different firewall rules to different IP address.

® User-Based is a management method based on user profiles. Administrator may set
different firewall rules to different user profiles.

& In User-Based mode, Active Rules in Firewall will be applied to all LAN clients, packets
that matches the Active Rules will be blocked ar pass im